SourcePoint

rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr

SourcePoint

Getting Started Guide for the

AAEON UP Xtreme 11l

Revision 2.4

©2024 ASSET InterTech, Inc. 1 IAISSET

SourcePoint Getting Started Guide — UP Xtreme i1l



Platform for Software Debug and Trace

Contents
REVISION HISTORY .. eteeeiteeeitt ettt ettt ettt et e e e e ettt et e e e s e s a b e et e e e e e e s aanbe et e eeeeesa s babteeeeeesanbabteaeeessaanssbbaeeeeesannnnneaeeas 4
L1V = K {6 ] 1Y USRS 5
GETTING STARTED WITH SOURCEPOINT ...oeiittiiteriteitterteentt ettt sttt ettt st seee s sbeesmt e st et et sseesnee b eeneeanesanesanennnes 6
BOArds @Nd CABIES ...c..eieeieeeeeeeeee et s e s he e bt e bt e n e ar e enneeneenreens 6
BIOS SETEINGS .. etiiiiiiiie ittt s e e e s e e s et s a e e e s b e e e s e b e e e s ra e e s s naeeeas 8
DbCStatus.exe: Red is Bad, Green and YElIOW are GOOM ........coieiiieiiiiiiiieeieecciieeeee et e e e e eetrae e e e e e e eeraneeeeeeeean 12
BasiC SOUICEPOINT DEDUBEING ...cccueveieiiiiee ettt et e e e et e e e et e e e s tbe e e e e abaeeeenstaeessbaeeesateeeeensseeesnsees 14
PaNe AV [ol=Te B oY o (ol T O T Y= I 1 < ISR PSRN 26
Configuring the INTEl Trace HUD .....couiiiiieee ettt e saee e be e e s at e e sba e e saneeneees 26
Using Architectural EVENT TracCe (AET) cuuiicieiiieeieeeiteeeiteesteeeiteesteeeteesateeeseessteesnseesaseaasseesnsessseesnsesssessnsesssseesns 27
a1 =Yl e o Tol T Yo ol I T TSR 31
Basic SOUrcePoint TroUDIESNOOtING TIPS . .cciiiieeeiiie it ettt e e st e e e e rtte e e e ette e e e s baeeeeataeesasaeeesatseeeensseessnsees 33
Trace DUFFEr OVEITIOWS . ...cueieieeee e sttt e s bt ettt eae e e b e b e e b e e b e eabesmnesanes 33
Intel Processor Trace Can D& SIOW ......cociiviiiiiiiiiieieciecre et s st s e e 35
My board is NOt BOOTING — WHat MOW?.....coiiiieiciie e e e st e e e st e e e e snre e e ssnaeeeesnreeean 38
SOURCEPOINT DEBUGGING FOR WINDOWS ... .coitiiitieiieitinitenteesteetesitesitesitesieesbe e et eseeeseesbeesbeesbeenbesabesatesaeesaeenseensesnes 39
Configuring the target and setting up pre-requisites — Getting Started..........cccveeeeiiiieeiiiieeeciee e 42
How to Establish @ SOUrcePoint WinDDE SESSION .....cviiiiiiiiiiiieee ettt et e e e e sebrre e e e e e s eabaar e e e e e e seanraaaaeeeeeean 44
Step 1: Connect SOUrcePOINT t0 the tarZet....ccuii i e e e e s e e et e e e e ennees 44
Step 2: Start WinDbg via @ SOUIMCEPOINT MACTO.....ccuiiiiiiiieeeiiie e eeitee e stee e et e e eeeee e e sraeeesssteesssaeeeeesnsaeessnnseeesnnnees 45
Step 3: Load symbols with the LoadCurrent Macro...........eeeiiiiieiiiiiiee e e e e e st e e e e e s abaeaeeaeeeean 48
What happens if the symbols don’t SHOW UP? ...eeeeiieee e e e e e st e e e e e s abrar e e e e e e ean 53
Getting SourcePoint to display module names as well as function NAMES ........ccceveeciiii e 55
Troubleshooting TIPS ANA EFTAta .....ccccueeeiiiiieieiiee e et e e site e e et e e s ee e e e et e e s sateeesnaeeeassseeesssseeeesnnseesansseeesansensesssnenan 57
WINAOWS CraShieS ....c.ve ittt st ettt et r e r ettt esenesaeesreenneennesaneennesneenneens 57
WinDbg Classic is better than WINDDEX ..........uiiiiiiiiieciee e e et e e e e s e sabae s e e e e s e s abraaeaeaeeean 57
Pause in INItial SYMBOI LOAM .......uiiiiiieee et e e e e ettt e e e e e e bbt e e e e e e e senaataeeeaaesennnsaaneeas 58
LOAdCUrrent VErsus LOATAI.........ooii ittt et sreenn e e 58
L0011 U o == SR 58
VIBWING ThE STACK ...t e e e e et e e e e e e e e e bt a e e e e e e eeeaabaaaeeaeeeeesbataeeeaeeeeasnsanneas 58
LoadCurrent intermittently fails in USEr COUE ......uumiiiiiiiiiieiee e et e e e et e e e e e e e anaaee s 60
Breaks are NOT PrOCESS-AWAIE ...cccuviieieiieeeiiiee e ettt e eetteeestteeeasateeeeasaeeesssaesasstseesassseeesasssesasnseeesanstesesanssasesnsseeenn 60

©2024 ASSET InterTech, Inc. 2 IAISSET

SourcePoint Getting Started Guide — UP Xtreme i1l



Platform for Software Debug and Trace

MaNEled FUNCLION NAMES ..ottt ettt e e st e et e e st e e eabeesabeeeabeesabeesaseesabeenaneesas 60
WinDbg FP register display is NOT WOIKING ........ooiiiiiie ettt eere e s re e e e e e e e eata e e e sataeeeenraeeernnees 61
Problems with symbol loading from 10Cal CACNE .....cc..eviiiiiieee e e 61
SOURCEPOINT DEBUGGING FOR HYPER-V ....ciiiiiiiiitiet ettt ettt ettt e e e e ettt e e e s e s abete e e e e e e s asnnaeeeeeenas 66
(CT= A [T - [ (=T« [P P T PTTP TP PP PUTOVPPRPRPRTRIO 66
VMM breakpoints, and debugging the SECUre KErnel ... e e 68
YA LGS VALY L= o A (o [1 ¥ PR 71
VM Exit breakpoints and BasiC EXIt REASONS .......cciiuiiiiiiiiieniieeiee sttt ettt st sbe e st e sneesabeesaneesabeesnnee e 72
USING INTEI PT With HYPEI-V ..ttt ettt et b et e s et e s bt e e bt e e bt e e bt e e bt e e sanesbeeessnesneeas 74
SUEEESTEA HYPEI-V REATING ..cnveiiiieiiie ittt ettt ettt ettt ettt et e sa e e be e e s it e e s bt e e sabeesae e e sabeesseeesabeesaseesaseennneesas 75
Troubleshooting Tips on Hyper-V/ VBS ENabled Targets.......ciciieiiiiiiiieeeieeeiee et eveesveeereesveesaneesveesanee e 77
VM Resume breakpoint with Intel PT crashes the target.........veeicieii e e e et 77
Hardware breakpoints don’t work well in the Secure Kernel.........coccoviiiieniiiniieiieeeceeeee e 77

AET only partially fUNCHIONAL........oieiiee ettt sttt st e st e st e st e sar e e saseesabeesaneenas 77
SUPPOIt FOr VIVI EXIT REASONS > B3 .....viiiiiiiieeeiiiiieeeitee e siteeeette e e settaeeesataeeeettaeeseasaaeesataeseessaessansaseesssseeeessasesnssens 78
Intel PT Call Chart does Not WOrk reliably........coceiiiiieee et e e e e e e e anaaee s 79
CONGCLUSION ...ttt sttt ettt et st st s bt e s bt et e e st e eae e she e s b e et e ea b e eabesabesbeeshe e bt e bt eas e eaeeebeenbe et e eabeeabesmbesheesbeenbeenseenes 81

©2024 ASSET InterTech, Inc. 3 IAISSET

SourcePoint Getting Started Guide — UP Xtreme i1l



REVISION HISTORY

Platform for Software Debug and Trace

Revision Number

Description

Date

1.0

Original document, describes vO000
board support

November 28, 2021

2.0 Added content for new support of vOOO1 | May 30, 2022
(with the Type-C connector removed)
AAEON UP Xtreme i11 board

2.1 Updated for WinDbg support and other December 3, 2023
perfective changes

2.2 Update for beta release SourcePoint March 31, 2024
7.12.52

2.3 Production release documentation for May 5, 2024
7.12.53.

24 Production release for 7.12.59. July 13, 2024

Consolidating SourcePoint UEFI and
SourcePoint WinDbg documentation.

©2024 ASSET InterTech, Inc.

4
SourcePoint Getting Started Guide — UP Xtreme i1l

ASSET



Platform for Software Debug and Trace

WELCOME!

Thank you very much for your SourcePoint purchase! We appreciate you acquiring our
best-in-class debugger, and hope you enjoy using it. We strive to deliver the most
powerful, easy-to-use and polished product as possible. So, please feel free to share
your feedback directly at our support site at https://www.asset-intertech.com/support/, or
via your favorite social media outlet.

As with any new tool, mastering SourcePoint takes an investment in terms of time and
effort. JTAG-based debug is a fairly specialized area, and low-level “on the metal”
firmware development on x86 platforms is even more so. So, in your use of the tool, you
may encounter behavior that seems non-intuitive or even wrong. You may be
encountering a tool corner case, a limitation inherent in JTAG or DCI, or even a bug. If
so, try a few different options as may be referenced in the Troubleshooting section of
this Guide, and if it persists, give us a call. We are happy to support you.

©2024 ASSET InterTech, Inc. 5 IAISSET
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T —
GETTING STARTED WITH SOURCEPOINT

Read this section first! It provides an introduction to the configuration changes you need
to make on the AAEON UP Xtreme i1l target, and provides a basic overview on running
SourcePoint. Then, you can jump ahead to debugging Windows and Hyper-V.

Boards and Cables

The board covered in this document is the AAEON UP Xtreme i1l board, based upon
the Intel Tiger Lake CPU.

The Tiger Lake boards come in four flavors: Celeron, i3, i5 and i7. All boards are suited
for Windows debugging. The Celeron board is the least expensive, and supports all the
latest Intel debug and trace features such as Intel Processor Trace (Intel PT), Intel
Trace Hub, Architectural Event Trace (AET), and others.

©2024 ASSET InterTech, Inc. 6 IAISSET
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WARNING:

Do NOT plug a regular USB cable into the target and attempt to use DCI. Specialty
cables, with VBUS snipped, are required; using a regular USB cable may possibly fry
your target, or worse.

The main source to purchase the specialty DCI cable needed for SourcePoint
debugging is ASSET InterTech. This target has its Type-C port enabled for DCI. If you
have a debug host with a Type-A port, you’ll need to purchase the part #
ITPDCIAMCM1MU (1.0 meter) cable. The longer 1.8-meter ITPDCIAMCM2MU cable
will work as well. If your host has a Type-C port, purchase the ITPDCIC2CD2U1M.
Using Type-A/C hubs have been seen to work, but are not warranted. Type A/C
adapters have been seen not to work.

Contact your ASSET representative to obtain the cable needed for your configuration.

©2024 ASSET InterTech, Inc. 7 IAISSET
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BIOS Settings

The AAEON UP Xtreme i11 boards come equipped with an AMI Aptio BIOS that is
based upon typical Intel Customer Reference Board (CRB) BIOS.

Luckily, the platform comes with all the necessary hardware hooks and firmware straps
to support Intel Direct Connect Interface (DCI) out of the box.

The USB Type C port on the board is the port of interest:

There are three BIOS settings to change for the board to work with SourcePoint and
DCI:

There are three settings in the default AAEON BIOS that need to be changed to
successfully JTAG debug the UP Xtreme i1l target:

1. Disable the WDT timer
2. Disable the TCO timer
3. Setthe Platform Debug Consent to Enabled (USB2 DbC).

©2024 ASSET InterTech, Inc. 8 IAISSET
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Go into the BIOS Boot menu (this is accomplished by rebooting the board, at the same
time holding down the F7 key, and you’ll be promoted for the password for the “CRB
Advanced” BIOS menu. Note that CRB is Customer Reference Board, an Intel
reference:

Enter Password

The password is upasswOrd.
And that is a number “zero” (0) in the password, not the letter “O”.

Enter Setup, and use the arrow key to move over to the Boot menu. and set WDT Timer
-> Disabled. If you don’t, run-control will be successful, but the board will power-cycle
every 30 seconds; putting a real crimp in your debugging!

Aptio Setup - AMI
Main Advanced Chipset Security

Enables or disables
Quiet Boot option

Boot Configuration
WDT Timer [Disabled]

FIXED BOOT ORDER Priorities

Boot Option #1 [USE Hard Disk]

Boot Option 22 [USB CD/DVD]

Boot Option #3 [USB Key]

Boot Option #4 [USB Floppyl 2¢+: Select Screen
Boot Option #S [USB Lan] Ti: Select Item
Boot Option #6 [Hard Disk] Enter: Select
Boot Option &7 [NVME : Hindows Boot +/~: Change Opt.

#|F1: General Help

|F2: Previous Values

i |F3: Optimized Defaults
F4: Save & Exit

ESC: Exit

Manager (KINGSTON
OMBSEP42560-A0)]
Boot Option #8 [CD/DYD]
Boot Option #9 [Network]

8 Copyright (C)

There is another setting within the CRB Advanced menu to Disable the TCO Timer from
being re-enabled by Windows; this is set to Disabled by default when shipped from
AAEON, but if you run into issues with run-control stability, you might want to check this:

CRB Setup > CRB Chipset > PCH-IO Configuration > Enable TCO
Timer must be setto Disabled.

©2024 ASSET InterTech, Inc. 9 IAISSET
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Aptio Setup - AMI

Compatible Revision ID [Disabled] Enable/Disable TCO
Legacy I0 Low Latency [Disabled] timer. Hhen disabled,
PCH Cross Throttling [Enabled] it disables PCH ACPI
PCH Energy Reporting [Enabled] timer, stops TCO timer,
LPM S0i2. [Enabled] and ACPI WDAT table
LPM S0i2. [Enabled] will not be published.
LPM S0iZ2. [Enabled]
LPM S0i3. [Enabled]
LPM S0i3. [Enabled]
LPM S0i3. [Enabled]
LPM S0i3. [Enabled] #++: Select Screen
LPM S0i3. [Enabled] Ti: Select Item
C10 Dynamic threshold [Disabled] HlEnter: Select
adjustment +/—: Change 0Opt.
IEH Mode [Enabled] : General Help

| Previous Values
Enable Timed GPIOO [Enabled] : Optimized Defaults
Enable Timed GPID1 [Enabled] : Save & Exit
ESC: Exit

vVersion 2.21.1278 Copyright (C) 2021 AMI

Finally, goto CRB Setup > CRB Advanced > Debug Settings and set
Platform Debug Consent t0O Enabled (USB2 DbC):

Aptio Setup - AMI

Debug Settings To 'opt-in' for debug, &
please select 'Enabled’
Kernel Debug Serial [Legacy UARTI] with the desired debug
Port probe type. Enabling
Kernel Debug Patch [Disabled] this BIOS option will

{ { override other

= VT-d Debug Settings debug-related BIOS

» Advanced Debug Settings options.

st elech SERERn

Td: Select Item

Enter: Select

+/=: Change 0Opt.

Fl: General Help

F2: Previous Yalues
F3: ODptimized Defaults
F4: Sawve & Exit

ESC: Exit

Version 2.21.1278 Copyright (C) 2021 AMI
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Remember to do a “Save & Exit” with the F4 key after the changes! Otherwise,
your changes won’t be saved.

Power Tip: We have observed that, on very rare occasions, the saved settings that
you’ve made will be undone by a “BIOS restore”. If you begin to observe strange
effects, like autonomous platform resets while in run-control mode, check to ensure that
the changes you’'ve made have not been undone.

You are now ready to test your connection, and then launch SourcePoint and begin
debugging.

©2024 ASSET InterTech, Inc. 11 IAISSET
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DbCStatus.exe: Red is Bad, Green and Yellow are Good

Luckily, there is a convenient application in the SourcePoint install directory that will tell
you that the DCI driver is successfully installed on your computer, and it is possible to
make a connection between SourcePoint and the target.

Navigate to C: \Program Files (x86)\Arium\SourcePoint 7.12.59 (where 59
is your current SourcePoint release), and launch the DbCStatus.exe. You should see
the red ball, indicating that there is no connection:

DbC Connection Status

Connection status: | Mo connection

DCI driver version: | 1.10.0.0

Close I

Ensure that the Type-C cable is firmly connected to both the host and target, and power
up the UP Xtreme i1l. In a moment the ball should turn green:

DbC Connection Status

Connection status: | USE 2.0

DCI driver version: | 1.10.0.0

Close I

Let the platform boot to the UEFI shell. Congratulations! You have a working DCI
connection. It's smooth sailing from here.

-~y X X

©2024 ASSET InterTech, Inc. 12 55[7-
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Power Tip: If you are using SourcePoint WinDbg for debugging this board, and have
Windows already installed, there may be situations where you want to go to BIOS setup
before booting all the way up to Windows. In this case, press F7 after powering on to
stop at the BIOS setup.

Power Tip: We have found that some versions of the Celeron board will not power up

successfully after a power cycle. Here’s the workaround:

1. Apply power back to the target. You will see that it doesn’t power up, and the blue
light does not light up on the power switch.

2. Unplug the DCI cable from the Type-C plug.

3. The board will start to power up. Press F7 and you will stop at the UEFI menu
password screen.

4. Hot Plug the Type-C cable back in. Your DCI connection will be restored, and you
will see the DbCStatus ball turn green. You may continue your Windows debugging
session.

©2024 ASSET InterTech, Inc. 13 IAISSET
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Basic SourcePoint Debugging

When you launch SourcePoint for the first time, you will see the main screen, mostly
gray:

File Edit View Processor Options Window Help

EPEUL Y P @@ BRUY R AAAIREEl v T NS CCOPERPG, /WG LANEAD &L

Fl:Help, F5:Go, Shift+F5:Stop, FE:Step Into, F10:Step Over, Shift+F12:Reset No power nn

SourcePoint uses Projects (files with suffix .prj) as containers for your debugging
session. You can create as many Projects as you want, with all your own preferences
saved. Often, once you have the SourcePoint Project configured to your liking, you'll
save it and use it repeatedly during your separate debugging sessions. Other users may
wish to save a separate Project for each separate debugging session. That’s really a
matter of user preference and what you’re debugging — it's your choice.

Now it's time to create the Project. Under File > Project.. select New Project:

r z x4
©2024 ASSET InterTech, Inc. 14 4.?5[
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(File Edit View Processor Options Window Help
Save As... ¥ CGHUY IDBARAAIREE oMU UT NS CCOBRPG, OQ LWENKAD &4

Layout
Program >

Macro > Save Project
Print... Ctrl+P. Save Project As...
Print Preview Unload Project
Print Setup...

Update Emulator Flash...

Program Target Devices... >
Recent Projects >
Recent Layouts >
Recent Programs

Recent Macros
Exit

Create a new project settings file

You'll be presented with the New Project Wizard (NPW). The emulator connection
should be via DCI:

r z x4
©2024 ASSET InterTech, Inc. 15 4.?5[
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New Project Wizard: Welcome X

Welcome to the New Project Wizard

This wizard helps you:
- Select or add an emulator connection.

- Create a new project file.

DCI, DCI v Add/Edit...

Select an emulator connection and click Next.

< Back Next > Cancel Help

After hitting Next, you’ll be prompted for the Project Name, Location to store the
Project, and the location of the Target Configuration file:

¥ X 7]

©2024 ASSET InterTech, Inc. 16 55[7-
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New Project Wizard: Project File X

Project file

File name: | WY7Lei=et

Location: | C:\Users\alans\Documents\Arium\SourcePoint-IA Browse...

Target configuration file

Browse...

Identify Target

< Back Next > Cancel Help

Note that the Target Configuration (TC) files located in C: \My
Documents\Arium\Targets are used in conjunction with the jtag-devices.xml
file to define the specific silicon and SourcePoint settings necessary to ensure a
successful DCI connection.

For the UP Xtreme i1l boards, custom TC files have been created, so you shouldn’t do
an Identify Target to automatically select the TC file of interest. Rather, manually
select the specific TC file that is customized for this target (TGL\UP-Xtreme—

i11 DbC.tc) and hit Open:

— 7y

©2024 ASSET InterTech, Inc. 17 55[7-
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&« > 1 « SourcePoint-1A_7.12.20 » Targets » TGL » TGL-U v [ &) £ Search TGL-U
Organize ~ New folder E- @ 0
Fal

® iCloud Drive A Name Date modified Type

] t

3 Hocuments ) T6Lte 10/29/2021 4:15 AM 1C File
Intel ) TGL_DbCtc 10/29/2021 415 AM TC File
Screenshots ] UP-Xtreme-i11_DbCitc 11/19/2021 2:10 AM 1C File

SourcePoint-1A_#
22 Dropbox

@ OneDrive - Person

= This PC
_J 3D Objects
I Desktop
Documents v < >
File name: |UP-Xtreme-i11_DbC.tc ~ | |Target Configuration Files (*.tc) ‘
| Open | ‘ Cancel ‘

Then, your screen should look something like this, after you’ve replaced the default
Project file File name with your preferred name (in this instance, My Tiger Lake Project):

r xF x4
©2024 ASSET InterTech, Inc. 18 4?5[
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New Project Wizard: Project File X

Project file

File name: My Tiger Lake Projecd

Location: | C:\Users\alans\Documents\Arium\SourcePoint-IA Browse...

Target configuration file

C:\Users\alans\Documents\Arium\SourcePoint-IA_7.12.15\Ta = Browse...

Identify Target

< Back Next > Cancel Help

Hit Next, then Finish, and SourcePoint should successfully connect to the target. You
should see “JtagTest: Successful operation”followed by “Configuration
state: Connected” in the Status bar at the bottom left:

¥ X 7]

©2024 ASSET InterTech, Inc. 19 55[7-
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File Edit Vi or Options Window Help
31 & @ $fload UEFI Macros @ S @] o M L ' 0 M 0 8 8 D ereakpoints @ Code > Command [El Log B Memory IPRegisters @k Symbols # * Trace B Viewpaint Q, Watch
T @B AR ?

Configuration state: Connected PO 1F:Runnina Halt Mode m

Now the fun part begins. Click on the buttons at the top to set up the Viewpoint, Code,
Command, Registers and other windows to your own preference. Move the windows
around and resize them to take best advantage of your available screen real estate.
You can right-click in the title bar of each window to change its type and, for example, to
dock the window to the bottom, right side, etc.

A sample layout is below:

r z x4
©2024 ASSET InterTech, Inc. 20 4?5[
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File Edit View Processor Options Code Window Hely

-2 =1 48 Load UEF Macros @ S 8 © M L 0° 0 M @ $ g ©ereakpoints G Code > Command [ElLog B Memory IPRegisters @k Symbols » ¥ Trace B0Viewpaint O}, Watch
TNk AE ?
ERViewpoint o | B =R
No Data Available - Processor not available - Name Description Status
= PO TigerLake Running
o Pl TigerLake Running
P2 TigerLake Running
- P3 TigerLake Running
< >
[AGeneral Registers (P07} o | @[ =
+1A-32 Name Value
~Intel 64 RAX
General |FEX
Floating F|H°%
Segment [FDX
Control  "5¥
i<l Debug :;i
Unknown ~| » Source ~ | GoCursor | | SetBreak [ Track IP View 1P Refresh MMX RSP
YMM - SF|,
@ Breakpoints ?W :mm . :?15 a2
- -Inlir10
Identifier Address Altributes “MSR i
User R12
R13
R14 2272222222222227
Edit.. Add... Remove Remove All Enable Disable All R15 F2TRRIVIRINIINLE
cs 2277
DS 2277
B 55 2272
Date Time Component. Message ES 2?2?22
®11/16/2021 17:11:49,685 RefillDisplayList could not refill the display due to a lack of known code position Fs 2297
Gs 2277
RIP 22722722222227222
< > |RFLAGS 2?777272772277777
Command - |
Configuring Devices... -
Connecting...
Loading Command Language Extensions: C:\Users\alans\Documents\Arium\SourcePoint-IA_7.12.15\Macros\aa\aaextend.mac...
PO>
P0>
FlHelp, F5:Go, Shift+F5:Stop, F&:Step Into, F10:Step Over, Shift+F12:Reset PO 1F:Runnina Halt Mode []

Power Tip: the window layout can be saved as a separate file. That way, when you
create a new Project, you can just Load the layout file separately, without having to
create and move the windows around again. Choose File > Layout > Save
Layout... to create a .lyt file, and then do a Load Layout... to save yourself time every
time you create a new Project.

Exploring Options > Preferences.. and some of the other menu items may give
you some more labor-saving ideas. For instance, your workflow might suggest to
disable both L.oad last project on startup and Save project on. This gives
more control on entry and exit from the application:

F 2 x4
©2024 ASSET InterTech, Inc. 21 4.?5[

SourcePoint Getting Started Guide — UP Xtreme i1l



SourcelPoint

Platform for Software Debug and Trace

Preferences X

General Emulator Breakpoints Code Memory Program IPC Colors

Project

[ ]Load last project on startup
Prompt before automatically saving project
[]Save project on exit

[ Load target configuration file when project loaded

File name: | C:\Users\alans\Documents\Arium\SourcePoint-IA_7.12.1 Browse. ..

User interface

Show advanced configuration settings Preferred editor: notepad v
Show tooltips
[] Timed window refresh

‘nterval: |10 -5 seconds

OK Cancel Help

Another suggestion is to check save project on exit. It's a matter of preference.

This is a good pointto do a Project > Save Project.. That way, you don’t have to
start all over, if for some reason your project gets messed up.

At this point, you are ready to fully begin your debug session. Many of the operations
can be accessed via the toolbar at the top of the screen. You can issue a Stop on the
target, Step Into, Reset and halt at the reset vector, set some breakpoints, Go to the
breakpoint, and so on. Use the buttons at the top, in the SourcePoint Icon toolbar
section, to initiate these actions. Use the function keys (i.e. F8 for Step Into) as you gain
experience.

— 7y

©2024 ASSET InterTech, Inc. 22 55[7-

SourcePoint Getting Started Guide — UP Xtreme i1l



SourcePoint

Platform for Software Debug and Trace

File Edit View Processor Options Code Window Help

FEWHEBEW ST @load UEFIMacros S 1 ) @ M B * ' M @ = & ©epreakpoints G Code > command [ Log Bl Memory IPRegisters @ symbols #* Trace B8 Viewpoint O Watch
=i AL ?
B0Viewpoint [e&[=]
00000000640D200FL 4 0000000 ) PTR [RE]+000000c0 Name : Description Status
00000000640D2016L © - PO TigerLake Stopped
00000000640D2018L 2 b p1 TigerLake Stopped
00000000640D201BL § 1 AX, DWORD PTR [RCX] [RAX] e p2 TigerLake Stopped
=)00000000640D201EL EIDBO00000 00000000640d20feL, - p3 TigerLake Stopped
00000000640D2023L 3002 AL, 02
00000000640D2025L 4 3 5
00000000640D202CL 7
00000000640D202EL &1 .
0000000640020 311, 1 [P Gereral Registers (P07) = ERES
00000000640D2035L & +1A-32 Name  Value
00000000640D203AL & SIntelgd  |RAX 0000000000000000
00000000640D203CL General |RBX 00000000606BF750
00000000640D203FL aup Floating F|RCX 0000000000000018
00000000640D2044L 4 RCX]+00000140 Segment [RPX 0000000000000006
00000000640D204BL Contral|REP 0000000061DDE99E
00000000640D204EL 7 J b RSI 0000000061CF2144
| DDODO000GAODZOIEL - | Debug |,y 0000000061DDE998
oD201EL - | 4] Ik ¥ GoCusor || SetfBresk | [ATrack P | ViewIP Q,’m\): |rse 00000000606BFES0
- SHg 0000000061DDES9E
D reakpaints :mm - FE Ro 0000000061CF1018
: - - Inllg1o 000000601034203C
[dentifier Address Altributes “MSR R11 000D000D60ERFB00
User R12 0000000000000000
R13 00000000000003E8
R14 0000000061CF2144
Edit... Add... Remove Remove All Enable Disable All R15 0000000061DD6998
cs 0038
DS 0030
B 55 0030
Date Time Component Message ES 0030
@11/17/2021 14:04:20,282 Exception Handling Exception: Translation error in 00000000640D201EL . 0030
Gs 0030
RIP 00000000640D201E
< > |RFLAGS  0000000000010206
Command - |
Scanning Uncore... ~
Configuring Uncore...
lScanning Devices...
configuring Devices...
Connecting. ..
lLoading Command Language Extensions: C:\Users\alans\Documents\Arium\SourcePoint-IA 7.12.15\Macros\aa\aaextend.mac...
PO>
pO> .
FiHelp, F5:Go, Shift+F5:Stop, FeiStep Into, F10:5Step Over, Shift+F12:Reset PO 18:Stonped 64 Bit Halt Mode m

Hit the Re fresh button in the Code window after the first Stop. This is only necessary
once, to get out of Safe Mode; the Code window will automatically refresh with all run-
control operations (stop, go, single-step, etc.) afterwards.

Refer to the SourcePoint User Guide in your install directory for detailed instructions on
using all of the tool’s features.

The board will halt automatically at the reset vector when you hit the SourcePoint Reset
button (don’t do this yet!):

F 2 x4
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Code (P0*): (16-bit) Tracking IP 00000000L - FFEFFFFFL = X
FFFFFFEBL 0000 ADD BYTE PTR [BX+SI],AL A
FFFFFFEDL 0000 ADD BYTE PTR [BX+SI],AL
FFFFFFEFL 00 DB 00

chFFFFFFFOL 90 NOP
FFFFFFFIL 90 NOP
FFFFFFF2L E923C0 JMP nearlé ptr ffffc018L
FFFFFFF5L 0000 ADD BYTE PTR [BX+SI],AL
FFFFFFFTL 00FB ADD BL, BH
FFFFFFFYL 0000 ADD BYTE PTR [BX+S5I],AL
FFFFFFFBL 0000 ADD BYTE PTR [BX+SI],AL
FEFFFFFDL 00FC ADD AH, BH
FFFFFFFFL FF DB ££

v
| FFFFFFFOL v\\Disassembly || GoCursor  SetBreak = [ATracklp | ViewIP || Refresh

This is NOT desirable, because some of the AAEON Tiger Lake boards have issues
recovering from the reset vector. It is recommended that you disable the default halt at
the reset vector by going to the Options > Emulator Configuration > Target Reset and
click on “Run the target” in the “After SourcePoint reset” box:

r xF x4
©2024 ASSET InterTech, Inc. 24 %SE

SourcePoint Getting Started Guide — UP Xtreme i1l



SourcePoint

Platform for Software Debug and Trace

Emulator Configuration

General JTAG Target Reset Switches

Target reset signal is:

() Bidirectional

() Output only (driven by emulator)
® Input only (sensed by emulator)

SourcePoint reset causes the emulator to: After SourcePoint reset:
Action: |Wa'rt on manual (external) target reset v| iy Stop the target
Reset time: &0 zl s (® Run the target

L4[l*

After target reset, emulator wil wait | 2200 ms to ensure stability

Description
Target reset signal input only

oK || Cancel || Defaults... || Help |

Congratulations, you have mastered SourcePoint’s basic capabilities, and are using
run-control. Many users are content to just use these basic operations, because run-
control by itself is very powerful. However, if you wish to master the product and use
some of its more advanced features, read on.

¥ ¥
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Advanced Topics: Using Trace

Trace is by far one of the most useful debugging utilities for triaging the most difficult,
hard-to-reproduce bugs. Fortunately, the Tiger Lake CPU is equipped with all the latest-
and-greatest Intel trace logic, and SourcePoint supports them all.

Let’s look at a few of them, and how to configure their use in SourcePoint.

Configuring the Intel Trace Hub

Event tracing on the TGL platform is accomplished by the Intel Trace Hub. Fortunately,
using DCI, events supported by the Intel Trace Hub can be streamed directly out of the
system, well before Windows boots.

Boot to the UEFI shell. This is accomplished by powering on the target, and pressing
the F7 key until you come to the password entry screen. Note the Power Tip above that
references the newer Celeron boards, and the workaround necessary to get the target
to power up.

Click on the Trace button in the toolbar at the top, to open the Trace window; then click
on the Configure.. button; then click on the Trace Hub tab. Set the settings as
below:
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SourcePoint Getting Started Guide — UP Xtreme i1l



SourcePoint

Platform for Software Debug and Trace

Trace Configuration X

LBR BTS Trace Hub AET IntelPT Intel PT Memory

Masters to trace

(O None
OAl
@Lst: |18 =]

Trace routing

Trace Hub: lDbC v'

Intel PT: System Memory

AET: Trace Hub

System memory trace buffer

Use BIOS settings

Use SourcePoint settings

Base address: | 010000000P P
Length: 16k

Timestamp

[[] Alignment packets Frequency; [CICI6

Master / Channel definitions

Filename: | Targets\TGL\TraceHub\TGL Ports.xml |

| ok || cancel || Hep

Once you’ve configured the Trace Hub this time, you don’t have to set it up anymore.
You can now take advantage of one of the main capabilities of the Trace Hub,
Architectural Event Trace (AET).

Using Architectural Event Trace (AET)

r xF x4
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Once the Trace Hub has been enabled for the features you need, click on the AET tab,
select A1l as Processors to trace, and select RDMSR/WRMSR and Port In/Out
as events to trace:

Trace Configuration X

LBR BTS Trace Hub AET IntelPT IntelPT Memory
Processors to trace

(O None

@ All
Olist: | Ppo
(e.g., PO, P4-P7)
Event sharing
® Apply events to all processors

(O Apply events to:

Event 'Enabled | LBR | A
HWU/SW Interrupt O O
IRET O O
Exception O O
RDMSR/WRMSR ™ O
Port In-Out ¥ O
Code breakpoint O O
Data breakpoint O O
BTH O O
SMI/NMI-RSM O O
MONITOR/MWAIT O (|
WBINVD O O
SGX O O v

Advanced... titlearall ‘

| oK H Cancel | Help

Now, you can simply do a Go/Stop to capture the event trace data. Below shows using
the Command window to simulate a break on any read/write of port X CF8’, the PCI
CONFIG_ADDRESS. This is done by typing the following into the Command window:

go til cf8io

¥ X 7]
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This will run the target until the next IN or OUT to CF8.

After issuing the command, you’ll see something like this:

STATE ADDR TSR e — d . Status
o data available - Unabld| STATE TIMESTAMP Stopped (hit bre
f Stopped (hit br:
Stopped (hit br:
Stopped (hit br«

000008
000000
000000
[000CF8
[0A3CCO
0CDO00
BE1C00
0A3C40
[E9D3BO
[00000E
000000
(OA3AFO
1723018
000002
000001

Date ime
11/17/2021 16:35:39.976 |
11/17/2021 16:35:49.222 g}

Command
ocading Reset (after): C:\Users\alans\Documents\Arium\SourcePoint-IA_7.12.15\Macros\Intel\ADL TCO_Timer_Disable.mac... ~
PO>npkEnableForce ("cpcie=1", "tsact=1")

PO>go til cfBio

P0>go til cf8io

PO>go til cf8io

PO>go til cf8io
PO> ”
F1Help, F5:Go, Shift+F5:Stop, F&:Step Into, F10:Step Over, Shift+F12Reset PO 18:Stooped 64 Bit Halt Mode [T1T]

Scrolling up a little, you'’ll see a mix of Port In/Out and RDMSR/WRMSR, all
timestamped.

Power tip: The Last Branch Record (LBR) stack associated with each event can be
captured as well. This is a very powerful debugging utility, especially when
troubleshooting code execution leading up to events before system memory is initialized
and Intel Processor Trace is available. Note: If you try to collect too many events and
their associated LBR instruction tracebacks, you will overflow the capacity of the DbC2
connection. Scale these back until the Trace Overflows are eliminated.

r z x4
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Trace Configuration X

LBR BTS  Trace Hub AET  Intel PT Intel PT Memory

Processors to trace

(O None
OAll
@ List: |pO
(e.g., PO, P4-P7)

Event sharing

@ Apply events to all processors

O Apply events to: v

Event Enabled LBR |
HW/SW Interrupt 0 O

IRET O O
Exception O O
RDMSR/WRMSR 2 ]

Port In/Out % o

Code breakpoint O O

Data breakpoint O O

BTM O O
SMI/NMI/RSM O O
MONITOR/MWAIT O O

WBINVD O O

SGX O O

Advanced... Clear all
OK Cancel Help

i r xF x4
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Intel Processor Trace
Intel Processor Trace (Intel PT) is available only after system memory is initialized.

It's easy to set up. Click on the Trace button in the top toolbar, click the Configure..
button, click on the Intel PT tab, put p0 in Processors to trace, and be sure
that TSC and Cycle accurate under the Timestamp heading are enabled:

Trace Configuration X

LBR BTS Trace Hub AET  Intel PT Intel PT Memory
Processors to trace

(O None
QA

@ List: |p0 ‘E

Share filter / timestamp settings

(® Apply settings to all processors

O Apply settings to: PO -

Filters

[[JRange 1: Enter symbol or start-end

> B

[JRange 2: Enter symbol or start-end

[]cPL: User v
[]CR3:
Timestamp
TSC
CmTC Frequency: [CTC 6 v
Cycle accurate Threshold: ‘0 (fine) v
OK | ‘ Cancel ‘ ‘ Help ‘

That's all. Then use the go til cf8io trick to capture some instruction trace data:

Y 2 2
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0 20(DC-T e
File Edit View Processor Options Trace Window Help

CEEHBRBHEEY @ 4Load UEFI Macros S @ @ M W P 10" M & & ¥ @ sreakpoints & Code > Command [l Log Bl Memory IPRegisters @ Symbols s Trace @8 Viewpoint Q Watch
O - ey ] ?
T = — s Eow wea i
e —— e Elel=
STATE ADDR #hevent Trace =l IS 2 ~ Status
o data available - Unablg| STATE Pn ADDR INSTRUCTION TIMESTAMP ~ Stopped (hit br«
T
STATE Pn ADDR INSTRUCTION TIMESTAMP br
>
|-000000375 Disassembly - LF_T
Date Time A
11/17/2021 16:35:49.222
11/17/2021 16:51:03.122 i
Command
0>go til cfBio 73
PO>go til cfBio
PO>go til cfBio
P0>go til cf8io
P0>go til cf8io
PO>go til cfBio -
0o |

F1Help, F5:Go, Shift+F5:Stop, F&:Step Into, F10:Step Over, Shift+F12Reset PO 18:Stopped 64 Bit Halt Mode [T1T]

There’s a lot more that you can see and do with these Trace utilities. SourcePoint can
use Intel PT to display a Call Chart and Call Tree. You can open up Code Tracking
windows that update dynamically as you walk through the code, showing you exactly
where you are and the interaction between code and events. When you have source
and symbols available, the firmware flow becomes much more intuitive and visual.
Indulge your curiosity and imagination.

The video at https://www.asset-intertech.com/wp-content/uploads/2021/11/UP-Xtreme-
i11-Getting-Started.mp4 shows some of these capabilities. The SourcePoint User Guide
also provides a very thorough, comprehensive review of the tool. And visit our
SourcePoint Academy for helpful “How To” content.

r z x4
©2024 ASSET InterTech, Inc. 32 4?5[

SourcePoint Getting Started Guide — UP Xtreme i1l


https://www.asset-intertech.com/wp-content/uploads/2021/11/UP-Xtreme-i11-Getting-Started.mp4
https://www.asset-intertech.com/wp-content/uploads/2021/11/UP-Xtreme-i11-Getting-Started.mp4
https://www.asset-intertech.com/sourcepoint-academy/

Platform for Software Debug and Trace

Basic SourcePoint Troubleshooting Tips

At some point, you’ll run into something strange. We’re the first to admit that JTAG-
based run-control and trace are not always deterministic. JTAG is a 30-year hardware
protocol, and when something goes astray at a very low level, SourcePoint tries to (but
sometimes doesn’t) recover gracefully. There will be times that the board will power
cycle on its own. Or the firmware thinks that a thread is running but gets out of sync with
the SourcePoint software, which thinks it’s halted. Or the DbCStatus.exe ball stays red
instead of turning green, while you swear you have a good DbC connection. Sometimes
you have no choice but to quit SourcePoint and power cycle the target. That usually
clears up the one-of’s. But if the issue is repeatable, we ask that you collect as much
information as you can, and open a ticket with us at https://www.asset-
intertech.com/support/. We'll respond as soon as possible.

In the meantime, here are a few errata that we’ve noticed on the UP Xtreme i11, and
the steps needed to mitigate.

Trace buffer overflows

DCI traffic processing has its limitations. When you try to collect too much trace data,
the trace buffer overflows, causing aberrant behavior.

Although the trace data is highly compressed, some trace sources, specifically with
AET, running through the Trace Hub can exceed the capacity of the USB 2.0
connection. In theory running at 480Mbps, in practicality SourcePoint can only process
trace data at approximately 100Mbps. Beyond that, we collect ~ 20kB of trace data
before a buffer in SourcePoint overflows, and we don’t recovery gracefully.

You'll see these symptoms of this occurrence in the SW/FW Trace window:
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SourcePoint v7.12.0 [DCI] - TigerLake - C:\Users\alans!
File Edit View Processor Options Trace Window Help

EEWEH S @ §load UEFIMacros S @] @ M B P10 M # £ & @ Breakpoints G Code > Command [ Log B Memory IPRegisters @& Symbols # Trace B8 Viewpaint Q Watch
el AL ?
ooa0000e7 kSTATE ADDR INSTRUCTION TIMESTAMP = B S
0000000067 Lake Stopped
0000000067 Lake Stopped
0000000067 ILake Stopped
0000000067 I ake Stopped
0000000067
0000000067 5
0000000067
0000000067 =
0000000067
0000000067 Value
0000000067 00000000FEDOOOFF
0000000067 000000005F0A4C60
0000000067 0000000000000001
0000000067 00000000000000A1
0000000067 0000000063A335D0
0000000067 mi|  oovoooooskoasces
000000005F0A4CAS
00000000S7EEL 000000005F0R4BES
0000000000000000
800000000000000E
0000000000000000
000000005F0A4B80
0000000000000000
0000000000000001
0000000063A308F0
Date -
@11/17/2021
@11/17/2021
G
Disassembly | Configure..  Display.. | fiter.  Calbrate Refrash
||
M
PO>go til cf8io ~
PO>go til cidio
PO>go til cfBio
PO>go til cfBio
0>
Loading Reset (after): C:\Users\alans\Documents\Arium\SourcePoint-IA 7.12.15\Macros\Intel\ADL TCO_Timer Disable.mac... u
PO>npkEnableForce ("cpeie=1", "tsact=1"})
pO> .
FlHelp, F5:Go, Shift+F5:Stop, F&:Step Into, F10:Step Over, Shift+F12:Reset PO 18:Stoboed 64 Bit Halt Mode nn

A few of these overflows are no big deal. But, if you’re tracing a huge amount of data,
SourcePoint may spin, as it tries to process all that data, and deal with the mess.
Sometimes, after maybe a few minutes, it recovers. Sometimes, you end up in limbo.

The only solution at this point is to quit SourcePoint, do an End task on the AssetDCI
Background process, power cycle the target, and start over:

r z x4
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#¥ Task Manager — O X
File Options View
Processes performance App history Startup Users Details Services
~ o) o)
31% 84%
Name Status CPU Memory
= Adobe Collaboration Synchronizer 21.7 (32 bit) 0% 1.2 MB ~
Y
=i Adobe Collaboration Synchronizer 21.7 (32 bit) 0% 1.1 MB
Y
=i Adobe Collaboration Synchronizer 21.7 (32 bit) 0% 2.0 MB
Y
=i Adobe Collaboration Synchronizer 21.7 (32 bit) 0% 2.2 MB
Yy
Adobe Genuine Software Integrity Service 0% 1.2 MB
Adobe Genuine Software Service 0% 1.7 MB
Adobe Installer 0% 0.9 MB
2 Adobe IPC Broker (32 bit) 0% 2.8 MB
C | Adobe Update Service 0% 1.1 MB
P
Application Frame Host 0% 8.3 MB
ariumlmd daemon 0% 14 MB
@?ﬁ, AssetDCl (32 bit) 0% 51.5 MB
E) CClibraries 0% 0.1 MB
" CCXProcess 0% 0.1 MB
v
< >
Fewer details End task

Ultimately, we’re working on improving the performing of the AssetDCI driver, and
behaving more graciously when an overflow is encountered. But, in the interim, it is key
to ensure that the trace data collected is relatively “sparse”. Focus your debugging in
the specific area of interest. Don’t try to collect all Port IN/OUT from the reset vector all
the way through to the UEFI shell. At 750K |/Os per second, you’ll swamp the host
debugger processing, and you can’t deal with all that data anyway.

Note that this only happens with AET — that is, you can only overflow by collecting too

much AET data. It does not apply to LBR, SW/FW Trace, SVEN, or Intel PT. It may take
some trial and error to limit the scope of your event data collection.

Intel Processor Trace can be slow

When you configure Intel PT, you can specify the size of the buffer in system memory to
collect trace data:
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Trace Configuration X

LBR BTS  Trace Hub AET  Intel PT Intel PT Memory
Trace buffer

(O Use processor settings
(® Use SourcePoint settings:

Base address: | 100000000P ‘ (5]

Length per core: |16k

32k
Trace capture mode |64k
128k
(® Overwrite 256k
512k
O Append M
2M
4M
8M
16M
32M
64M
128M
256M
512M
1G
2G

OK Cancel Help

Note that Intel PT directs instruction trace data to system memory. Although highly
compact and efficient, we are not streaming over DCI to the host in this case; we buffer
the code execution data until the platform is halted, at which point SourcePoint uses
JTAG over DCI to collect the trace data out of system memory, reconstruct and display

¥ X 7]
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it. JTAG operates at fairly low speeds, and for large buffer sizes the transfer of all that
data can be slow. It starts to become noticeable beyond a buffer size of 64kB.

SourcePoint compensates for that by only pulling in the trace data that’s local to the
code display you are in. Scrolling up in the Intel PT window will prompt SourcePoint to
pull in more trace data, and display it. Be patient when this happens. If you try to collect
1GB of data from system memory over JTAG, it will take a long while for this all to be
available. Displaying the Call Chart for this much data will take a while. You'll see this
after initial trace data collection (that only takes a few seconds), but scrolling to the top
of the Intel PT window with a 1MB trace buffer (which gives you ~ 300ms of execution
trace data) takes ~30 seconds, and then doing a Call Chart takes much longer. Be
patient.

Building trace display...

Status: Analyzing Trace
Progress:

Processing trace... This may take a few moments.

Cancel

Analyzing trace data

Calls: 3048

Progress:
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My board is not booting - what now?

Once in a while, especially during an intense debug session, we have found that the
target goes into la-la land. You get to the UP splash screen, and then it just stops. Or
the screen stays black. SourcePoint run-control continues to work, but it won’t boot all
the way up to the UEFI shell. Quitting SourcePoint, unplugging the DCI cable, killing the
AssetDCI process, knocking out the AssetDCI process — all are good steps in this
instance, when you need to recover.

But then, once in a while, you wait the needed 20 seconds; and it doesn’t boot. The
screen stays blank or frozen. We know that happens with the newest Celerons, and
there’s a workaround that involves unplugging and reconnecting the DCI cable, but this
might not be the issue.

Don’t panic! For reasons we’re not sure of just yet, after about 60 seconds, the board
“‘wakes up” and should boot all the way to the UEFI shell.

Clearing the CMOS on the target has also been known to help when it still won’t boot
up. There’s only one thing: it has gone back to the factory settings, so you’ll need to
reset the WDT timer, and perform the other steps, as per BIOS Settings section in this
manual.

Then, you'll be back in business.
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SOURCEPOINT DEBUGGING FOR WINDOWS

Once you’ve configured the target and become familiar with the use of SourcePoint for
basic UEFI debugging as described above, you can begin debugging Windows in
earnest.

This section describes the use of SourcePoint WinDbg on a target with Hyper-V
disabled. For debugging of Hyper-V, skip ahead to the section on SourcePoint
Debugging for Hyper-V.

SourcePoint has implemented a connection to Microsoft’s WinDbg application by using
a public interface known as EXDI. A block diagram of how WinDbg is integrated with our
SourcePoint debugger is as below:

©2024 ASSET InterTech, Inc. 39 IAISSET

SourcePoint Getting Started Guide — UP Xtreme i1l



SourcelPoint

Platform for Software Debug and Trace

SourcePoint

The EXtended Debug Interface (EXDI) is used to connect a WinDbg debugging session
to an existing SourcePoint JTAG-based connection to a target.

WinDbg is the controller in all transactions over EXDI, and SourcePoint is the worker.
That is, the solution is most stable when run-control based operations (that is, Break,
Go, single-step, etc.) are initiated via WinDbg. There are exceptions, particularly in the
cases of using enhanced breakpoints for Hyper-V debug and Intel Trace features, that
we will discuss later. But, in general, WinDbg issues debug primitive commands down
to SourcePoint, which in turn uses JTAG-based run-control to perform operations on the
target. Then, SourcePoint presents the results data back to WinDbg over the EXDI
connection.

=g

©2024 ASSET InterTech, Inc. 40 55[7-

SourcePoint Getting Started Guide — UP Xtreme i1l



Platform for Software Debug and Trace

Power Tip: The UP Xtreme i11 boots to the UEFI shell when initially purchased. It is
necessary to install Windows on the target. There are numerous references online on
how to do this: it is recommended to go to the AAEON https://github.com/up-board/up-
community/wiki/Windows-GSG site for helpful tips. In terms of driver installation, in most
cases all that's needed is to install the Intel Graphics (igxpin.exe) — to improve the
monitor resolution — and, optionally, the Intel LAN.

Power Tip: Be sure that your target has sufficient memory and storage to
accommodate your Windows debugging needs. We typically recommend 16GB RAM,
and a 256GB SSD.

Before we get started, the target needs to be configured to not interfere overmuch with
JTAG-based run-control. Then, the steps needed to set up a debugging session will be
covered.
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Configuring the target and setting up pre-requisites - Getting Started

We first need to prevent Windows from changing power states from disrupting run-
control prematurely, and VMX and VBS need to be disabled.

These steps are highly recommended (as of the time of writing) to have a successful
initial debugging session, especially for newcomers to SourcePoint WinDbg. Once
experience with SourcePoint is gained, Hyper-V can be turned back on again.

To adjust the power settings in Windows, open the Control Panel > Hardware and
Sound > Power Options > Change plan settings > Change advanced power settings
and set these per the below (use High performance dropdown). It also helps to set
“Turn off the display” and “Put the computer to sleep” both to “Never”:

@

< v @ > Control Panel > Hardware and Sound > Power Options > Edit Plan Settings v (@) Search Control Panel »

Change settings for the plan: High performance

Choose the sleep and display settings that you want your computer to use.

[l Turn off the display: Mever ~ @ Lyt 4 2%
Advanced settings

W Putthe computertosleep:  Never v

then choose settings that reflect how you want your

v= Select the power plan that you want to customize, and
computer to manage power.

2

Change advanced power settings . .
9 pov 9 -y Change settings that are currently unavailable

Restore default settings for this plan High performance [Active] »

=) Sleep
=) Sleep after
Setting: Mever
=) Allow hybrid sleep
Setting: Off
=) Hibernate after
Setting: Mever
=) Allow wake timers
Setting: Enable
w1 LISR settinns

‘p Restore plan defaults

OK Cancel

For Windows VBS, go into Windows Security > Device security > Core isolation details,
and ensure that Memory Integrity is off:
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Windows Security

€ rzn
i Core isolation
Security features available on your device that use virtualization-based Have a question?
(v Home security. Get help
O Virus & threat protection Memory integrity
S Account protection Prevents attacks from inserting malicious code into high-security Help improve Windows Security
processes,
Give us feedback
) Firewall & network protection A Memory integrity is off. Your device may be vulnerable. Dismiss
B App & browser control — N N
@ ) osf Change your privacy settings
| & Device security Learn mare View and change privacy settings

for your Windows 11 Pro device.
% Device performance & health . .
Memory integrity must be enabled to use this feature. Privacy settings

<% Family options Privacy dashboard

Kernel-mode Hardware-enforced Stack Protection

. Privacy Statement
) Protection history For code running in kernel mode, the CPU confirms requested return v

addresses with a second copy of the address stored in the shadow stack
to prevent attackers from substituting an address that runs malicious code
instead. Note that not all drivers are compatible with this security feature

Learn more

Memory access protection

Protects your device's memory from attacks by malicious external devices

Learn mare

For VMX, boot the Tiger Lake board to BIOS settings menu (pressing the F7 key when
restarting), enter the Advanced BIOS Setup (by entering the password upasswOrd) and
follow the menu path CRB Setup > CRB Advanced > CPU Configuration and
change “Intel (VMX) Virtualization Technology” to Disabled. Save and exit (pressing
F4) and the target will reset.

Power Tip: Goto CRB Setup > CRB Advanced > Platform Settings > VTIO
and make sure it is set to Disabled. This is the default in the AAEON Tiger Lake Debug
BIOS, but it's worthwhile checking.

One last thing: To avoid the WinDbg error message “Unable to read debugger data
block header” that indicates kernel debugging is not enabled, execute the command:

>bcdedit /debug on

on the target from an Administrator command prompt, then reboot the target.

Note that this is not absolutely necessary if you’re solely going to be using SourcePoint
(with no WinDbg connection) for your debugging.

Now you’re ready to set up a debugging session.
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How to Establish a SourcePoint WinDbg Session

NOTE: With SourcePoint WinDbg, there is no need for the kdnet Ethernet connection,
as all the traffic is over EXDI and the specialty USB cable.

Three steps are needed to begin a debugging session with SourcePoint WinDbg:
1. Connect SourcePoint to the target

2. Start WinDbg via a SourcePoint macro
3. Load symbols with the LoadCurrent macro.

Step 1: Connect SourcePoint to the target
Boot the target to Windows. Log into the Windows desktop.

Follow the steps as described in the Getting Started with SourcePoint section above.

Halt the target by hitting the Stop button in the SourcePoint Icon Toolbar at the top:

-

You will have to hit the Refresh button to see code displayed in the Code window. This
transitions the Code view out of Safe Mode.

Your screen should then look something like this:

Fie Edit View Procemor Opticns Code Window Help

EFEFHE W @5 & 458 Load UEF Macres & Load WinDbg Macros % EnableTraceHub 68 &0 M &I P 07 | M & & & @ Breakpoints G Code > Command [ Log BB Memory IP Registers @ Symbols ¥ Trace ) Viewpoint O, Watch To @ 3|2 1 50§
TR Symbols (P - Gkl [Eiiii] e ===
gt g 3 ~ | [Hame Address. |_Hame Description | Status. -
EFFFF302785747E1L <O 2o e g‘“":
EFEFF302755747E2L 1gar LoD
FFFID2755747E5L o P2 TigerLake Stopped
D27SSTATEAL CC o P3 TigarLake Stopped
0275574765 C
EFFFF802755747E6T £A660FIFAA0000 rax)[rax+00000000]
el =
02788 747E2L 3 T Genenl Registers (0) EEGE=]
FFFFF802755747E3L C.
i Snau i
4
FFEIDI755747FEL ' General EBL 0000000000000
0275574 7ETL I FFEFALGESEGEDBED
F902755 747601 3 |~ Floating Point FOL  0000000000000000
EFFFF802755747F9T (F1F2000000000 a2 00000000] |- Segment FEF  0000000000000DO0
FEFRFI0LTSSTA00L 116 Control FSI  FFFFAIBEGFOL1EZD
| FDI  0000000000000000
FSBEISTAR0NT dciEe | Debug RSP FREFESD2ABATAFSS
EFEFFa05788 140007 i ] 00000000D0000D00
5 YMM - SP 3 FFEFA1BESEGFDBS0
EFFFF40275574B0BL 102
S0275574B0DL 0Fa 7 1M - DP Fl0  FFFFEG0275571400
D27E574B0FL 418301 v it Eil  00000000D000ODAD
FFFFF80275574B121 11095901 FFTFF
EFFFF80275574B16T 11634508 § MER L
EFFFEQ02ISST4BLAL 11095100 User Eii  000000015F4EFEE?
R F15  0000000000000000
FFFFF80275574820L CC =) oo1p
EFFFF802785746211 s 028
EFEFES03768740521 s5 018
FFFA0275574B24L B g
EFEFESDS7E8T RS0 CoksOF FBAD0ND (rax] (zax+00000000] G o
£is 540000+ rau)[rassl
EFEFF30275574830L FFEQ ® RIE FFEFFB02755747F2
FFFFFI0275574832L CC int 3 EFLASS  000000000D00S0246
) et | o || swousk | srrocen | vews

Comman, i a
2eding Connand Language Extensions: Co-Ussreal Ariun e-Ta7 12.5 wac ~
>
0>

Fi:Help, F5:Go, Shift«FS:Stop, FitStep nto, F10:Step Over, ShiftsFiZReset L] 18 Stopped B4Bit (111}

F 2 x4
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Now, you have a choice to set up your environment for Windows or UEFI debugging in
this session.

Click on the Load WinDbg Macros button at the top of the screen. This will enable a
number of new “Windows debugging friendly” macros available for later use. The screen
should look like this:

Fi reces
EFEW BEE = 8 StanWinDbgC ) StanWinDbgX 5 LosdCument & Loadal &5 -1 i g FHYUE SELEGT DS
@ Breskpeints G Code > Command [ Log 8 Memary IP Registers Gk Symboks ¢# Trace 98] Viewpeint €, Watch U ET- Y-
G ¢ g G} Symbols (P¥) - Globals RG] DD Viewpoint = &
FEFEFA02402FLBEL (- Tnt 3 ~ | [Name Address Tame | Description Status ~
24 B2F 4 = & PO Tigerlake Stopped.
Y :
FEA046SRAdolL oo o p2 Tigerlake Stopped
B024B2FA45IL O
2482F4454L OO 3
FEFEFR0ZAEIFAE35L int 3
FEFEF02402FS6E. SE6E0FIFCADD004 nop Trax][xaxs00000000]
FFFFFA024B2F4441T F4 it =
4B2FU4AZL C3 retn Hame — Value
3L CC int ]
oc 3 REX 00000A00A0ODO0DD
tE H Ganeral RCX FFFFBI8D2E1FAIT0
3 Floating Paint TOX  0000DO00N00DO0DD
. Segment REP 0000DO00000DO000
[raxs00000000] i FBI6D264
bx EDI  0000D00D000DO0DD
RSP FFEEFA0213ABCFCH
= 0000000000000000
YWM . 5P i) 98D261FAIL0
‘ o YMM - DP R0 FFFFFa02482F1400
[A1» M\ cLobals fLacals ) Stack ) Clasaes YMM - Int R11 0000000000000000
R12 00000000FFFFFFFF
User R13 FFFFF8022BEE2180
R14 DD0ODO0DIESIAIFD
RIE  0000DNODNDODOODD
cs o
5 0028
E) 0018
3 ) 0028
3 ] 0053
3 GS 0o,
{rax] [rans00000000] RIP  FFFFFa02482F44a2
o RFLAGS  0000D00D000S0246
SR in :
4E2FASESL ¢ int ~
rmracmramrma <] -] o[B8 =
FATBIMEZAZL || o) | Dsasse || Gocusor || setBreak g View B Refresh
# L BTk [ refimt ] J et “hddres “Albut
- 1)
Tt Tine Companent fieszage
©05-03-2024 1700 56557 Bus idlnasnl error: Tramsleticn errer in FEFFFO02462FA0AZL
EdE... Add... Remove Remove Al Enable
d a
ggu cwnand Language Extensions C “Users“alansDocusents™Arium“SourcePoint-1A_7 12 53 Hacros“aa“asextend mac
>
P>
FisHel, FGo, Stifts FStop, FilStep nto, FI0iStep Oves, Shifts Fi2Reset o 18 Stopped i 1

You now have extra buttons showing up, including:

StartWinDbgC This initiates a debug session with WinDbg Classic
StartWinDbgX This initiates a debug session with WinDbgX
LoadCurrent This load symbols into SourcePoint at the current RIP
LoadAll Loads all current context symbols into SourcePoint
LoadedModuleList Displays all loaded modules

CachedModuleList Shows the module list that is currently cached

Step 2: Start WinDbg via a SourcePoint macro

Next, it is time to run the SourcePoint macro that launches WinDbg and establishes the
EXDI connection. For simplicity, click on either StartwinDbgC (Classic) or the
StartWinDbgX macro button at the top of the screen. After about 30 seconds, WinDbg
will open:

r xF x4
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Fiie Ed Debug Window Help

[F[TERERHADPPE (48 0RWEEOQEDDGER] A ®

=8 & B8 | 21
Offet 955copein Prevs || Mot | | Customize. [y [ [ ——
[E111802- 7557475 oo nt 3 Souceargs
{E161802°755747da oo R Rea  Valus ~ v
Lk W3 rax  {L1£18027557dcd0 More Less
peic mt 3 Tox  tEtfalfeSesfdbbl
N F zde 10 Childsp Betidds Call Site
feict 3 e 0 EE4£EG02° 4ba74ED (11E1902°7557dcen  Ouf £41802° 75574762
frirs FE rep  L01££8024ba7atnn £EEEE802° 9ba74E90 A0DDOODA'DO0ODOCD  Omf£F1802° 7557doma
{iiiia0s 75ca47at oo w3 )
PRI ERE A FA ra: fftfalsestoliszo
fire 3 w0
frirs 47 nop word prr [zaxtrax] w0
feirean2 75574760 (b st I3 eifalfeSetEdbSo
Lt naten) ol e rl0 LE4E£B0275571400
ferig 3 w0
firt 3
REER 3 [SERRNTTTITTT
it : T13 FEEEEB0243adclE0
fE1618 3 Tl 19t4e7et?
fire 3 M5 0
Fi3Eio03 7at747ea Sr1esnnonnoOn mp duord pre [rex]
FELEE02 755740800 4853 rhx P SLELECNSTCETAVES
LELEE802°7SE74802 Bhel nnu may ecw efl 50246
(561802 75574501 dctbea nov  xxdx =
FEEEE B80S 33c9 =0T eox, moe = @
{iitig0s rcoaa0n 33dz wor  edx.edx es 150
LEE4802 75574804 Dfa2 cpuid is 53
FERFEAN>7ACTARNE 41AAN1 o . dmred nre (r01 asv ST
B = - (R
EA0T: ExdilatifyRunth s imtialize(] retu ~ el [l
EXDI: LiveHernelTargetlnfo:  Initializel) r=(uxn=d Dx00000000 drt 0
EXDI. Taret initialization su 2 o
Kernel Debusger connection established a3 0
Connected to Windows 10 19041 xéd I.aI!BL at (Sel. A.Dr 29 12 02 79 [IS] 2[IZ| (UTC = 5:00)). ptréd TRUE
Eomor Chanae a1l syabol paths atteapie ta steess TE:oaysynbols The systes canmot find the file specifisd det_1E0EREND
r
wxxmennzvanen Fath validation suanary semssssesmessn tpev D
Eesponse Tine (ng)  Locstion Toos 0
Ceferred sTve L
Frror  \nyayabols tptw
Deterzed SRTaC oyubleshiipe asdl nicrossit con/dovelosdspabols st0 0.00000000000000e+000
Vabol search path is: erve.C:\ayeyabols SRYeC: GYRDOTemhti5s. /+Red] Microsolt coa/dovnload eyabole:C:\ProgranDatardbgneyr | | tL  0-00000000000D00+000
Executable search path is st2 0.00000000000000e+000
Loading syabols for FIZE1602°40c00000  ntkrnlnp exs —»  ntkrnlap exe =t3  0.00000000000000=+000
it Tk et (e bl it e o omomelus
Eroduct: Uint, suite: TerminalServer SingleliserTS =t [T T T
Edlklcm ? ild lab 19041 1 amdbifre. vh_release 191206-1406 st6 0.00000000000000e~+000
Kernel base = DxﬂfflEUZ !B:DUIIDU PsloadedModuleList = DxElEleUZ 49822730 =7 1.00000000000000=+000
Debug session time: Apr 11:21:59 596 2024 (UTC - 0y ax0 0:0:0:0
sme.d. otiue 0 davs oY e Pt nal  0:0:0:0
p exiension
Tosded exts oL e
Lmdgd k=sll rnirnsl:m DLL - N
extension DLL med 000000
Iertrelias ety et maS  0:0:0:0
Y0 e 0000
S B na? 0:0:0-0 -
gmTH| < > Cals | Locals | Processes snd Thesads

L0, Cold3 SysGeXDIKD ProcOOE) ThidO0B0 ASM VR CAPS NUM

Power Tip: You have a choice of launching WinDbg Classic or WinDbgX via the macro
buttons at the top. With this release of SourcePoint, WinDbg Classic is more stable
and higher performance. See our Troubleshooting section. Alternatively, at the
SourcePoint Command line, you can type in StartWinDbg(true) to start a WinDbg
Classic session, or StartWinDbg(false) to start a WinDbgX session.

Power Tip: Ensure an environment variable _NT_WINDBG_VBS has been created,
and set it to FALSE.

The target will be halted as part of this process, assuming the VBS override
environment variable ( NT_WINDBG_VBS) has not been set:

rzzi
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LIser variables for alans

Variable

GPU_FORCE_64BIT_PTR
GPU_MAX_ALLOC_PERCENT
GPU_MAX_HEAP_SIZE

GPU_USE_SYMNC_OBIECTS

GPU_SIMNGLE_ALLOC_PERCE...

Value 2

0
100
100
100
1

_NT_WINDBG_VBS

Onelrive C\Usershalans\ OneDrive - Yolaris Group
OnelriveCommercial ChUsersh\alansh Onelrive - Yolaris Groun =
Mew... Edit... Delete
Systern variables
Yariable Value s

_NT_WINDBG_WORKSPACE EXDI

ASSET ChScanWorks

Combpec CAWINDOWS system32hemd.exe

DALINSTALLDIR ChIntelSWTools\systern_studie_2019_nda_1945\tools\DAL_1.1942.10..,

DriverData ChaWindows\Systemn 32\ Drivers\DriverData

DXsDK DIR CProaram Files (x261\Microsoft Direct SOK (June 20100 v
Mew... Edit... Delete

OK Cancel

SourcePoint will then look for the KdVersionBlock structure, read the kernel memory
and retrieve all the symbol information needed to match what WinDbg has (in terms of
the Microsoft symbol server, or a local symbol cache). If you have the SourcePoint Log
window open, you may see the symbol information being uploaded, but only for

WinDbgX:

Compenent Heszage
00000060  696ESEES
00000070 63737465

£4426362 00436355 GE726567 winm
724ETEIL 657 26K 163 =1
00000080 68650043 6576169 74466FT2 43757272 o
BEEET44C £17A79:
000000AD 65766374 73004363

61 6CAJE

57 72697465 72416374 sentLazylrite

If you don’t have the Log window open, you will nonetheless see the SourcePoint
“Dashboard Lights” at the bottom right lighting up as the JTAG-based memory reads are

done:
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When the symbol load is complete, you will see that WinDbg and SourcePoint break at
the same place.

The SourcePoint Code and WinDbg Disassembly window show the same location. Both
are typically (but not necessarily) halted on logical processor 0, at a RET instruction, as
can be seen in the above image.

Step 3: Load symbols with the LoadCurrent macro

Symbols that are visible to WinDbg have to be made visible to SourcePoint as well, if
we’re going to get the most out of the joint solution.

SourcePoint has the ability to view Windows’ symbols on its own, with no connection to
WinDbg. To see what this looks like, just launch SourcePoint and load your Project, and
follow the following steps:

Ensure that the target is in a Stopped state.

Click on the LoadCurrent macro button in the SourcePoint Icon toolbar at the top.
After about 20 seconds, the SourcePoint Symbols window will display the module that
the current instruction is in (skip to the next section, What happens if the symbols don’t
show up? if it does not):
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(= Symbols (P0¥) - Globals ElIENEE
MName Address \a
H-gl intelppm.pdb | |

r

<
4 I PI'-. Glokals ﬂLu:uc.als _.]'\ Sta::.]-:h Classes _.-’

Interestingly, SourcePoint will display the symbols associated with intelppm.pdb
(sometimes). WinDbg does not generally display those symbols.

Expand the Labels within the Symbols window, and then you will see it populated with
all functions that are in the current module, for example:

r xF x4
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e

-

(= Symbols (P0%) - Globals ===
MName Address ~
§. PspStorageGetObject FFFFFE075F1A7FREL
f. PspStoragelnsertObject FFFFFa075F0C54COL
§ PspStorageMakeSlotReadOnly FFFFFa075FOC280CL1
f. PspStorageRemoveObject FFFFFE075F3IBBE7 4L
§. PspStorageReplaceObject FFFFFa075F3BEF 941
§. PspSubtractAccountingValues FFFFFE075F3B74CEL
f PspSysAppldClaim FFFFFa075F47 79401
f. PspSyscallProviderOptin FFFFFE075F 3IBEFFCL
§. PspSyscallProviderServiceDispatch FFFFFE075EE3ISEDOL
§. PspSyscallProviderServiceDispatchGeneric FFFFFE075F3B91ART
§. PspSystem32String FFFFFa075F4771ESL
f. PspSystemCpuPartitionMame FFFFFE075F59E4EQ0L
f. PspSystemDriveString FFFFFE075F47 72081
f. PspSystemRootString FFFFFR075F4772181
§ PspSystemRootSymlinkName FFFFFa075F4779C0L
f. PspSystemRootTargetPrefix FFFFFB075F4771D8L
§. PspSystemThreadStartup FFFFFE075EDS69A0T

i §. PspleardownPartition FFFFFa075F3BAT40L
§. PspTerminateAllProcessesindobHierarchy FFFFF8075F0ASGFEL
t f. PsplerminateAllThreads FFFFFE075F1B3830L1
§. PsplerminateFicoProcess FFFFFa075F3B9CFOL
£ PenTarminataProcace FRFFFAN7ERNA7TA 4T ¥
< »
\Globals I.-{ILDc:als I.‘-'-.I.Stac:]-c hClasses ."'[

Power Tip: If WinDbg accesses symbols outside of intelppm.pdb (which it will during
any typical debugging session), you’ll need to run another LoadCurrent to additionally
access these new symbols within SourcePoint.

Power Tip: If you want to load the symbols for an address outside of the current
module or context, say at address OxFFFFF80643C46000, in the SourcePoint
Command window type in LoadCurrentWinDbg (FFFFF80643C46000).

Power tip: Right-click on a function name within the SourcePoint Symbols window, and
you'll see a rich number of capabilities that can be applied to that function, such as
setting breakpoints, opening the function’s Code window, etc.

All the Windows kernel function name symbols are displayed in the SourcePoint
symbols window, under the Globals tab. You can right-click in the window to see the
function addresses as well as function names. Right-clicking on a function name gives
you the context-sensitive options to work with these functions:

ASSET
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Edit

Cpen Code Window

Cpen Memaory Window

Set Breakpoink Fa
Go Inkil Cursor F7

v Hexadecimal Display
Show Mames
Show Types

¥ Show Values
Show Return Type
Show Source Lacation

Expand Childremn

Collapse Children

Viewpoink k
Refresh

Properties

Now, it is possible to see the power of the two applications applied together. As an
example, go into WinDbg and set a breakpoint on the entry point to the function
MmCreateProcessAddressSpace:

bp nt!MmCreateProcessAddressSpace
Then hit Go within WinDbg.

Sometimes the breakpoint is hit right away. You might need to move the target’s mouse
around, or open a window on the target, before the breakpoint is hit.

You can then see the break in both applications. Do a LoadCurrent from within
SourcePoint. You can see that the Code windows between the two applications are
symmetrical:
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Fie Edit View Debug Window Help
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Fie Edit View Procesmor Opticns Window Help

FEELUH S S 48 StartitinDbg Sl StortWinDbg# 8 LoadCurrent 4§ Loadll 851 L] L] CEHEE oULFT D
@ Breskpeints G Code > Command [ Log B Memary IP Registers Gk Symbok ¥ Tace 04 Viewpeint X, Vistch THNBELAS T
@l Code (PE"): (52-bit) Tacking P . =] 20 Viewpoint = |[@]=
FFFFFA02492A91081 C int 3 ~ Address [ Hame. Descnption I Status ~
EFFFFA02432A9106L ¢ int " ) TigerLake Stopped
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£ MiSeiSystemEmronment ValusEx FEFFF024955054 F11  000000D0DDD0O044E
akePartiticnhctive " § MiSetSysteminformation FFFFFR024929874 R12 FFEFA1BE62000300
+ T Fl3  FFFFFSE344176DED
vhcmmr,u:g,,;.mm:p,-ﬂu- §, MISeiSystemPomerState FFFFFE024959BF4 L LIz o
s wrd gt (6 £ 10 FFFFFo024964RCH FiS  FPFFAIBEGZFID0A0
I s.upm essPartitionld  f MiSetThisadExscutionState | FFFFFE02492F561 o5 0010
£ NitSetTimer FEFFFB0246F 7510 [ 0020
1605000 £ MiSeMimer2 | FEFFFB024BEAFSS, &5 ool
ERDEAFESET call £ FFFFFO0240EEF63 e o8
test £ FEFFFO02453104C = oop
i nggggg',;vvm i T £ HiSetuidSeed | FEFEF602433C773 BIF FEFFFA02492A3106
EFEFEQ0Z92A32611 UCIDITO00S0000  Loa tx [rdi+00000660] . £ tSetvaskey FEFEFO024523385 FFLAGS  0000000000050202
EE3LRCLER = | £ MiSetVoumeinformationFile FFFFFB02493607E
FFFFFO0249240108. || Dsassembly || GoCursor | | SetBresk | [Tmckp | vewlP | [ Reresh | | HiSetWr FFFFFR024930A98
HEShe FFFFFR02491B325
HiShutdewnWorkerF actary FFFFFBO24BFSCT6
HiSignalAndWaitF orSingleObject FEFFFB0245165 2
NtSmﬂcF'hiuRﬁ FEFFFB024BFTOCE
£ MiStartProfi | FEFFFB0245550C6
£ msmpmm FEFFFO024955DEL
5 Shan FEFFFO02451E007
£ HiSusoandProcass FEFFFO024350F8F ¥
< 3
[{[Psionaas {iocats hstackhciansea/

Command
0>5tartUinbba(false) -
PO

User Defined Macrs §2: C:\Users svhriu 7.12 inDbgbut tonUinDbgBnl_Chk asc
vs>Loe3u:urmpman

Fi:Help, F5Go, Shift«FS:Stop, FitStep Into, F10:Step Over, ShiftsFiZReset L3 18 Stopped 4Bt

Power Tip: between individual “Go” commands and breaks, the context of the code will
often change (i.e. the value of CR3 changes). Even though the module name will still
appear in the SourcePoint Symbols window, the needed symbols will no longer appear
in its Code window. Hit the LoadCurrent button again to re-display the symbols.

F 2 x4
©2024 ASSET InterTech, Inc. 52 4.?5[7-

SourcePoint Getting Started Guide — UP Xtreme i1l



SourcePoint

Platform for Software Debug and Trace

Power Tip: Alternatively, take the following steps to ensure the Code window context is
updated upon each break:

Under the File menu, select Macro > Configure Macros..
Click on the Event Macros tab.

Select Event: Breakpoint (any)

Then browse in the main folder, and select Events.mac.

This will slow down breakpoints ever so slightly, but it will ensure the code context is
refreshed without manual intervention.

Power Tip: Once the PDB file is identified, SourcePoint will search for the symbol file in
WinDbg’s stored Symbol path, and then if not found, its Cache path. The symbol path in
most WinDbg installations is something similar to:

srv*C:\Symbols*http://msdl.microsoft.com/download/symbols

and SourcePoint has no knowledge of HTTP access, so it will extrapolate only the
C:\Symbols portion, and next go to, and include, the cache path.

What happens if the symbols don’t show up?

In some instances, there are no symbols available for the module that SourcePoint is
halted in, or the specified path to the symbols is invalid. You will see the following:

SourcePoint X

Symbol not found or Path Mot Defined/Invalid

Do you want to choose a Manual Symbaol Path

(Click "Cancel to never ask again in this session)

Yes Mo Cance

Check to ensure that your cached symbol path is correct by issuing the sympath
command from the SourcePoint Command window. If it is correct, then the symbols are
not local; fetch them from the Microsoft symbols server, presuming that they are
available.
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Another possibility is that SourcePoint’s heuristic search for the PE32 header in system
memory misses it, because the code is too small and it overshoots, or too large and

exceeds the timeout period. There are two commands available from the SourcePoint
Command line that can help:

timeout(“nn”) in seconds will change the timeout from default 30 seconds to ‘nn’
seconds

Command

PO

Fl:timeout

30
Fl:timeout{"60")
Pl :timeout

B0

E'il 5|

SearchPageSize(nnnnn) in hex will change the search decrement for detecting modules
(base).

Command

Fo:

Pl r=z=earchpagesize
Qoool000H
Plr=earchpagesize(0x200)
Pl »=zearchpagesize
Qooooz00H

B0
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Getting SourcePoint to display module names as well as function names

WinDbg displays the fully qualified symbol name, including the module name, in its
windows, as in nt !MmCreateProcessAddressSpace. SourcePoint truncates them
by default to solely the function name, as in MmCreateProcessAddressSpace.

The module name prefix can be displayed by enabling SourcePoint’s Qualified Symbol
Name (QSN) format. In the Options menu, select Preferences, and click on “Use QSN
in disassembler”.

Preferences

General Emulator Breakpoints Code Memaory Program  IpC Colors

Source code C++ symbol name dermangler

®) Auto detect Demangled symbol names

oc Compiler: | GCC Standard v
O C++

[JHide C++ internal symbals Use QSN in disassembler

Smart symbol analysis

Load from temporary copy of program

[]5hare source file path map among all programs Source Path...
[]Internal globals are public

[]15how individual inline functions

Array expansion limit: | 10000

The Code window display will now look something like this:

—
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@ Code (P0¥): (64-bit) Tracking IP DDDOODODDODDO0DOL - FFFFFFFFFFFFFFFEL ==
FFFFFR0274682E07L Eo4n000000 now scx. 00000048
FFFFFA0274682E0CL OFELDO NOVZE edx. al
FFFFF80274682E0FL 410095FA000000  mov byte ptr [r13+000000fa],d1 |
FFFFFR0274682E16L 0BEC2 now sax, ed=
FFFFF0274682E18L 45C1EAZD shr rd=, 20
FFFFFS0274682E1ICL OEFZ0 WEMET |
FFFFFR0274682E1EL 4100ACFS000000FE and byte ptr [r13+000000£3]. f=
FFFFF80274682E26L 41BA0DLO00000 nov rl0d. 00000001
FFFFFSO02746082E2CL 4420702450 =] byte ptr [rsp+S0].rlSh
FFFFFE0274082E31L 7476 ie cntkrnlmp . PomldleExzecuteTran=ition+11b9
FFFFF80274682E330 410FEEE59LTEO000 noves sax. byte ptr [T13+00007=9%]
FFFFFS02746082E3BL 4400702400 now byte ptr [rsp+S0].rl5h
=>FFFFFa0274682E40L 84C0 test al.al
FFFFFE0274682E42L 7465 je contkrnlnp . PpmlIdleEzecuteTransition+11b9
FFFFFR0274682E44L 5408004252000+ mow rax. gword ptr gs: [0000000000000020]
FFFFFA0274682E4DL ACEDO5SACDIDYEE lea ri gword ptr [f££££80274400000]
FFFFF0274682E54L 410EDA new ehi, r10d
FFFFFR0274682E57L 0B4024 now ecx. dvord ptr [rax+24]
FFFFFE0274682E5AL 4485B8927E0000  mov byte ptr [rax+00007=9%a].rl5h
FFFFFS02746082E61L 410004020024 D000 mow edx, dvord ptr [r8][rox=*4+00d402440]
FFFFFR0274682E69L 0BECA now ecx, edx
FFFFF80274682E6EL SEC2 nov sax, edx
FFFFFS0274682E6DL C2ELCE and ecx, 0000003
FFFFFR0274682E70L 4003ED =al rhx. cl
FFFFFE0274682E730 45F 703 not rhu
FFFFF80274682E1CL V|Q Disassembly ~ ~  Go Cursor Set Break | (@ Track IP View 1P Refresh

Power Tip: Note that SourcePoint’s syntax is slightly different from WinDbg’s:

WinDbg: ntkrnlmp!PpmIdleExecuteTransition+11b9
SourcePoint: ::ntkrnlmp.PpmIdleExecuteTransition+11b9

Do a Project Save to save these settings into your Project, so they’ll automatically load
for your next session.

In an upcoming release, we’ll make QSN the default in the disassembly for Windows
debugging.

Y 2 2
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Troubleshooting Tips and Errata

Chances are, you'll run into something strange during your testing. We’re the first to
admit that JTAG-based run-control and trace are not always deterministic. JTAG is a
30-year hardware protocol, and when something goes astray at a very low level within
the chip, SourcePoint tries to (but sometimes doesn’t) recover gracefully. There will be
times that the board will power cycle on its own. Or the firmware thinks that a thread is
running but gets out of sync with the SourcePoint software, which thinks it's halted. Or
the DbCStatus.exe ball stays red instead of turning green, while you swear you have a
good DbC connection. Sometimes you have no choice but to quit SourcePoint and
power cycle the target. That usually clears up the one-of’s. But, of course, that means
quitting out of WinDbg (preferably first), then quitting out of SourcePoint, power-cycling
the target, and then re-establishing the connections from scratch. Tedious.

And, we all know that WinDbg has its quirks as well. And Windows sometimes objects
to the presence of JTAG-assisted debuggers. Combine the three, and, well, you're
bound to run into some bugs and misbehaviors.

Hopefully you don’t run into this too many times. But, on the other hand, if you didn't,
we’d have nothing to fix. @

In the meantime, here are errata for the UP Xtreme i11, and the steps needed to
mitigate where possible.

Windows crashes

If you work with SourcePoint WinDbg long enough, you’ll likely crash Windows at some
point. The vast majority of time, quitting out of SourcePoint and power cycling the target
restores things to normal. But, in all of our testing, we’ve each had to reinstall Windows
at least once. Really, it's no different from reinstalling Windows in a VM, only more
onerous. But we’ve not ever been able to reproduce this type of failure.

Drop us a note on our Support line, or call us, if you can reproduce this.

WinDbg Classic is better than WinDbgX

WinDbgX, in intermittent circumstances, directs SourcePoint to do numerous memory
reads at low memory. In which case, if you have the Log window open, will display
messages like:

Page table is not present
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Page table is not present. Linear address: 0000000000001800L

Most of the time, these error messages are just informative. But they do occur much
more frequently with WinDbgX than WinDbg Classic. In general, they can be ignored.

Pause in Initial Symbol Load

Intermittently, after issuing the first Break in WinDbgX, in the middle of the memory
reads associated with the symbol loading, WinDbg stops sending commands to
SourcePoint, and the transactions stop. The SourcePoint Dashboard Lights stop
flashing, and a look at the Log window shows no traffic.

This issue seems to be very host and target specific. On some, it does not occur at all.
In others, we see more frequent failures.

The only option at this point is to quit out of WinDbg and SourcePoint, power cycle the
target, and start over. It is currently under investigation.

This issue only manifests itself with WinDbgX. WinDbg Classic does not have this
issue, so we recommend its use, instead of WinDbgX.

LoadCurrent versus LoadAll

The LoadCurrent macro makes the symbols available within the module at the current
instruction pointer visible to SourcePoint. LoadAll will retrieve all symbols for what’s in
the addressable context. It takes a long time.

COM(32) Surrogate

After a crash, when you restart SourcePoint, once in a blue moon it will misbehave.
Run-control will not work properly.

Open Task Manager, and look for a COM(32) Surrogate task. If you see one, kill it.

Viewing the Stack

SourcePoint’s Stack display in its Symbols window has been improved in the most
recent release, but needs further enhancement. You will find that it gives different
results from what will be seen in the WinDbg “k” command, and which may further differ
from what you may see in an Intel Processor Trace traceback. Here is an example:
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Fie Edt View Procemor Options Window Help

BEWR LW FF & sutwin0ogC B stainbgt G LoadCurent ] Loadan L] L] EEHEE evRET DI  LEMNELR ?
© Breskpuints G Code > Commend [ Log [l Memery 1P Regaters Gk Symbcts ¥ Trace 68 Viewpaint O, Watch
B TATET Pro<essor Wace (P01 [E=NECN )
FEC g =@ — T TErEE
heeanentFresBlock St~
DFEFEFA0217628BR0L & ‘mov dvord ptr [reps20). (hit bres
43834C2408 wow quord prr [rapedf) o
53 push b
5 push rbn By 5ymbols (PO - Stack
é ush sl
2 Bush rai StackFrame. vl
4154 push ri2 RilpHpL S ubsegment
T 4155 ush 1
i push i ExFrostieacPuol+Oe36E
4L 4157 push Y
43835088 sub rep. 00000068
I 4o ne
JEA(IEBEI[DJBEIFF nowv l!vze vtr [rsp+000000bE], ££
33FF xor risd. ¥
Seane “hr o
e ners L4 rex
33 xor e J\iulL pir [rdw+28]
asoc:m(c-rr Lea Tx. qvord Bi |- mtkralup Bt
S508ans1 970 or Can dvord pir [ mikening il
fitiad pris
o B‘Hid‘(‘ dvn'"'j D'-" [rep+ic) eax
asu'rg n:h awmr- ptr [z15-01]
4SBDETOL rlZ:‘ dvord ptr [r15+01]
498EE2 T
BDIL 41BCFFFFFFFF rl]z [fl.[l'[
T 4pesne
FB416010000 S kxnlxp Rt pHpLE b ubsegnez)
a:x .1oa
dwﬂ pl- [rapss].r15d Code CalTree Cal on
o dvord prr [rbur0f] | ) Ej_ Cyce: 352 Totalsme 130140n Messored me: 35152
o bvte prr [ras)[rcs] 0 Function < A6 E%ns > T incl Tme | Exel_ Time
rex, qword ptr IxJﬂh’axnn+ﬂn
s dvord ptr [rextdd 1 guard dispatch_icall 5718 us 290891 ns
o eox.byie pix [remtic y 2 EFFFFA021C7BCASOL 9427 ux  173.501 ns
FEFFEAN717R 2RO AT, 1 nilrnlen BT 3 FFFFF80232605D%0L 5 253 us £91 204 ns
< 4 EFFFF02326064C0L €.078 us  516.955 ns
— S FFFFF802326191C0L 7561 us 150,155 ns
FrrFRR0zI7628880L | [ ] SHBRK | ATackp | Vew P & FFFFFA021260BSEAL 7allus 34910 ms
7 EFEFFA021260B0541 §.500 ux  145.170 ns
o & FFFFF802326191C0L 2 813 us 420 545 ns
422 us ns
D:ﬂ = 9 FFFFFA021C7A7EROL T4z 244,304
3 Hosaa eReq:
112024 0373020 567 Taapes msc Tosdias Uaing Coched Entry Tx 1| [(]\Gobais fiocais fstace T e e
8371173034 0320 30 863 Taoges noc LoadSyabols  Using Hoduls Hoas @ Ox O Eonp.
077112024 093:28:20.925 losd Loading POG foanat o ynbolsntkenlap pab-F5230AZDEE7C7CEIBUBRIB15AT] | | 12 guard dhimpatch_icall 1.865 un _ 1197.263 na
L3 ExErserooli thfag 276480 ns 0 ne
14 ExFreeleapFool 276 48B4 ms 276 484 ns
B Cormemen
g)hﬂdﬂum!"lnﬂl‘u(]
cading User Defined Macra #2: C:tUsersval: 27,12 Dby _Chik e
3 tesdturrensiingi ) [T\ Po (FTNPZNFaNPANPEREoNFT/ I >
FitHelp, F5:Go, ShifteF5:Stop, Fi:Step Into, FIOSeep Over, Shfte F12feset "0 18:Stopped 648it [T11]

Fie Edt View Debug Window Help

QEC

FEOO=

e =B 2
<ot [ @6 scopeip | Pevioun | [ Net | Customize.. Rawangs Funcinfo Source |Addrs Headings Monwolsteregs Frame mums
[EEE607 17620058 ¢oAaRE0AZeau0ioots won  Tax ayord pix ge. [106R1 Sourcea
E£26£802°17628b4 661EEAeE010000 word Jto [sexdlibh] Reg  Value ) "
§eifean2 1762amen 3342 e o
16400902°17620h6d =B 3e270500 el ntiEdhcouirePushlockSharedEx (1641802 1760b200) zex 8
LEf 2717628072 bOLE wov al.OFFh £ ffffcad2ca202340
§i££002° 17628074 ebdi np ntiRtlpHpAcquirelockSharedeled (£££§£002° 17620b55) Ydx  tiffcadzcatdronn g T ar
I 7628076 oo = 1 chx  titfcad2cd202100 G0 deereegs fiiinaareerze:  one u;gpm.s..\_gu
it 7620070 cc o3 xsp  EEME£B021de7SE4R E££££002 10=76550 £4E£6602 Rt | ExfrecinspPonl 10y
iii 7628079 co it 3 xbp  (iffcadlcTc2e5al e e
HH 7630078 o int 3 EEEEEB0Z 1de?5660 £1EFFE02 176cEice. nt | ToplnloadSaf eConp
HH 62807h co o 3 i 0 £161£002 1de75600 £1E4(B02° 176c2087  ntlTopfic
L4 2°17628h7e eo int 3 rdi tittealeatdbacl ELEEERD2 1de7S7H0 EfEEER02 IcTaBlla nt | Lok l=teReques
611607 17620070 oo ine 3 e e £££££802° 1d=75750 D0000DOD" 000DA0D QufE£E1802° 1eTadlla
6680217628070 oo it 3 ¥ 0
(fifi807° T 5 dvord phr {r=p+i0h] r T
fEria0z: uaw:ma Querd prr (13p+6].1cK 12 2
fe:rean2 1762an0a push  zbx
{EifEB02 1762808b 5 push  zbp ¥13 dde
A B o 3
u i X158 73586143
fe6002°17620m0e 4154 push  7i2
feireanz 17620m90 4155 push =13 Tip  EEEE00217620080
FELEEB02° 17628092 4156 push 3t afl 10246
164£6902° 17620094 4157 push  ri§ e 1
[£61£802: 17620036 {88decss sb rep.gth 4= 1b
§ifea02 1762009 4dnban 10,08
[£ii002 17620090 2604245000000050 n e e ptr [rsp+0BIL]. OFFh e 0
LELEE802°17628hat 533!! r15d, r1sd fs 53
Fidieans ] P P
s 18 olLe >
< > Calls | Locak | Processes and Thiesds
ntlIcWithinStacklinits (fE££§802°17669bE0)
b - L]
nt | MuCreateProcessiddressSpa Virtuak [Ox" EEEEEETEELEEEETE | Display format: | Long Hex © [Pevon || e
555160z 1 7adadcc 4Rkt v zexre FTEEEE TR TEE 17777777 0000 TTTTT TR TR AT ST (e AT T A
) 000000° 00000027 77772777 27777277 77777737 12797777 FIT73R27 1021777 219737 17703077 29729777 17103177
ut |iulroanebrocassiddrassSpsce: 10000000 DODNGE 79379777 37937937 13793793 11399379 19339937 17933993 23793397 19379377 33937937 13993773
0 asddte o TR TER 00000° 00000077 72772727 23227277 22122027 12212207 11121221 1312177 1RIIRIT 121RIIRT 20T 1029170
0000 DD00SE 17792777 29977797 92077499 27719999 11959937 19999277 29921797 19799997 21774979 1719279
AddressSpace: 00000° 0000007 72723737 27232277 13923227 213923092 22131737 13312177 22321927 1923990 21973977 12792797
3“““;”‘3““““““ wov  zaxorep 00000000°000000sE 77777777 27779777 72977377 FVAVIX? FNFNPIT IXNINAVT DTN APIIVY 04T 19109007
: 00000000°DODODLI7 77722777 22773777 12377127 27217207 17729771 11212977 21991377 12320 11779277 1712077
0 ES) by el ReipRRLInSubmegnant FreeBleck 000°00000L3E 12772777 20222277 22022021 11212202 22020220 21212912 211D 12000 22T 121000
0000000° 00000167 27799779 29279277 92992397 29299799 99799927 27392397 91991997 12799927 23923992 12993977
"0 S'lisshle Clas ELLLC002 1762600 0001 (0003) mtiRMipHpL{hSubsesnentFrecBlock I T AT ST M I T A e ey
0 ks o 00000000°D000DLE? 77777777 22777277 12977377 FVIIXY FNNTAVIT 1ININANT DTNV APIITT 220427 1210300
R e v ok 000507 13719757 11911973 19193197 1191901 19391907 119915 1191 19119997 31391903 19139100
3!:;;3!15 e 2w dword ptr [rsp+20n] z3d 0000 0000ZZE 77777777 27777977 77977777 77737777 73777777 77779977 77739937 19799777 79779777 17779777
ok Call Site 000D0000"DODONZS7 77772777 22723777 12377327 217297 11T 14ATT 2IINIT 23N 23719977 17772177
- 000 000027¢ 12772777 21277377 1222027 1122202 TN NN 2NN 22NN 00N07 120000
oo EiEiacs sderssin gg;lgggg 161262 utlBeIpibLinSubeguentFrosBlock e 1L Ji0i0E 1a0aia] 2000 S 1N i i i s
£EE613D2 1de75E30 E£FE4D2 176alan2 A B rocrot s 00°000002cf 22772777 272772777 D2322797 7270222 12727077 22302907 210902D 12200707 217207077 12002007
(L0490 1de75680 (EE000D 176ciice ot ToplnlosdSateConpletionsoxe 002€7 77777777 79777977 777777977 11799797 FINTIITT 19IT7777 F1779797 9139979 71979977 17977777
FEEE1302° 1da75690 £EEE 1802 176C7nd7 | TopEConplatefog e 0000 DOOIIE 17727777 29773777 12077027 11217297 1129037 1202377 2199377 12110 217177 1777217
AT R R e Bt ioptCompletakoquest tixlle 000" 00000347 22772727 23229907 22372397 19209292 FIXIDAD 192D 210197 12209070 29709008 12920000
Ef3EiR0e eroron SEERONE lotaliia  BtliTiCRagleteiemuostiln 0000000 DODDOIGE 72777777 20775999 17197997 19299307 §9992777 79217197 23999590 11749907 21999207 1999390
i =7edlls - 000" DADODIIT 2733727 27332937 13123397 192IP2ID FIIRVIFY FIIFIVI BPFINRIT 1IINIINT 1IPIINNE 12NN
N 0 O3BE 77777777 20777717 D2I2ITVT TITAPINY FRINNVIT TRV PINITNY A0INIINT 2NITNNIT IRNNAITY
0000000 D00003a? 27722727 22272272 22722727 27272272 27727727 72772772 272771277 72272727 27777277 1IN
[ ] 000" D0D0OAQE 72777777 22771297 12192927 13299327 22922771 29297173 22129990 17912997 F1I0IIT 1002200
ADNNNARAC AAGNAAAT 99779779 29237237 77977927 27792772 72779777 27277377 23721727 27792773 23373217 17373173 ¥

011, Cold3 SyGeXDIKD Proc0000 Thrd 00RO ASM OVR CAPS NUM

If you look carefully, you'll see that "guard_dispatch_icall" does not display in the Stack
tab of the SourcePoint Symbols window. It has a special call frame/sequence that our
Stack traceback does not display. But it does show up in Intel Processor Trace.

F 2 x4
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LoadCurrent intermittently fails in User code

When hitting a breakpoint set in user code, about 50% of the time a LoadCurrent will not
successfully display the symbols within the SourcePoint Code window. WinDbg
correctly displays the symbols. If you have a SourcePoint Log window open, you may
see:

File doesn't exist -> \000000000000000000000000000000000\

We are working on this.

Breaks are not process-aware

Setting breakpoints in WinDbg to break within a specific process, such as with:

bp /p <address> nt!NtReadFile explorer.exe

does not work properly. Instead of halting in the instance of nt!NtReadFile associated
with explorer.exe, it will halt at the first instance of the shared code, likely in a different
process. This is because EXDI does not provide process/thread information down to
SourcePoint, unlike the standard WinDbg kdnet interface.

Mangled function names

SourcePoint has a built-in name demangler.

Some of the Windows kernel is written in C++ code, such as in win32kbase.sys, and the
demangler comes in handy for this.

You may see this in action for example by looking at some of the win32kbase code
here:
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Note that to see the demangled name in the SourcePoint Code window, you need to
turn “Use QSN in disassembler” off under Disassembly in menu Options > Preferences
> Program.

WinDbg FP register display is not working

WinDbg does not display the floating point registers contents when using EXDI.
SourcePoint displays the register values correctly.

Problems with symbol loading from local cache

When symbols are loaded solely with SourcePoint (WinDbg is not launched),
SourcePoint will refer to the WinDbg path local to your debugging PC. Type:

sympath

in the SourcePoint Command window, and you’ll see where SourcePoint will look. For
example:

c:\symbols;C:\ProgramData\dbg\sym

You can explicitly set the symbol path to be that of WinDbg Classic’s, by typing in the
Command line:

windbgc

r xF x4
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Alternatively, typing:
windbgx

sets up the symbol path as defined within WinDbgX. Note that with WinDbgX,
SourcePoint will automatically set its own sympath.

But, symbol and cache paths are a little trickier with WinDbg Classic. WinDbgX allows
for an explicit description of the cache path:

Debugging paths

Browse..

SRV*chsymbols*https://msdl.microsoft.com/download/symbols
Symbol path:

Default cache: OGRAMDATASE\Dbg

Whereas WinDbg Classic does not; you have to embed it in the Symbol path, and that
is squirrelled away in the registry:

Symbaol path:
SRV ¢ \symbols https://msd| microsoft.com/download/symbaols;C:
“Program Data‘dbg sym|
Cancel
Help
Browse...

It is important to be aware of Workspaces. SourcePoint will use the settings detected for
default Workspaces (Default, AMDG64 etc), but best practice is to create a separate
Workspace; in this case, we name it EXDI:
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Open Workspace

Workspaces:
Default

Workspace:
EXDI

[ ok | cancel | Hep |

Be sure to load the Workspace after you launch WinDbg, and use the SourcePoint
windbgc and sympath commands to ensure the path is latched in. Once a Workspace
is decided on, you can force the specific Workspace by setting an environment variable
(_NT_WINDBG_WORKSPACE):

r xF x4
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Environment Vanables

LIser variables for alans

Variable Value 2
GPU_FORCE_G4BIT_PTR 0

GPU_MAK_ALLOC_PERCENT 100

GPU_MAX_HEAP SIZE 100

GPU_SIMNGLE_ALLOC_PERCE.. 100
GPU_USE_SYMNC_OBIECTS 1

Onelrive C\Usershalans\ OneDrive - Yolaris Group
OnelriveCommercial ChUsersh\alansh Onelrive - Yolaris Groun =
Mew... Edit... Delete

Systern variables

Yariable Value 2

_NT_WINDBG_VES FALSE

_NT_WINDEG_WORKSPACE

ASSET ChScanWorks

Combpec CAWINDOWS system32hemd.exe

DALINSTALLDIR. ChIntelSWTools\systern_studie_2019_nda_1945\tools\DAL_1.1942.10..,

DriverData ChaWindows\Systemn 32\ Drivers\DriverData

DXSDE DIR Ci\Proaram Files (261 Microsoft Directy SDK (June 201074 v
Mew... Edit... Delete

Ok Cancel

Note: WinDbg tends to store an extraneous “\sym” in the cache path that needs to be
worked around. You'll see that SourcePoint handles that properly.

¥ ¥
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Power Tip: If you're using SourcePoint by itself, it may be helpful to store as many
symbol files locally as possible. Use this following command (on the target PC) to
download them, and then copy them over to your cache path on your host debug PC:
"C:\Program Files (x86)\Windows Kits\10\Debuggers\x86\symchk.exe" /r

c:\windows /s
SRV*c:\symbols\*http://msdl.microsoft.com/download/symbols

Power Tip: It's a good idea to disable Ethernet on the target for your debugging, to
avoid Windows Update changing the modules and their GUIDs, requiring a reload to
update the cached symbol files.
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SOURCEPOINT DEBUGGING FOR HYPER-V

Debugging with Hyper-V and Virtualization-Based Security (VBS) is supported in the
SourcePoint 7.12.59 and later releases. Visualization of the virtualization environment,
and probe mode access to it, provide an unprecedented level of capabilities.

Getting Started

Let's get started. We'll walk through a subset of the capabilities. There are a multitude
of areas to explore here.

Ensure that the target has Hyper-V and VBS enabled.
Then, change the Environment Variable NT_WINDBG_VBS to TRUE, so that

SourcePoint doesn’t go scanning for the KdVersionBlock (it can’t find it in a hypervisor-
enabled target anyways):
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Environment Vanables

LIser variables for alans

Variable Value 2
GPU_FORCE_G4BIT_PTR 0

GPU_MAK_ALLOC_PERCENT 100

GPU_MAX_HEAP SIZE 100

GPU_SIMNGLE_ALLOC_PERCE.. 100
GPU_USE_SYMNC_OBIECTS 1

Onelrive C\Usershalans\ OneDrive - Yolaris Group
OnelriveCommercial ChUsersh\alansh Onelrive - Yolaris Groun =
Mew... Edit... Delete
Systern variables
Yariable Value s

_NT_WINDBG_VBS

_NT_WINDBG_WORKSPACE EXDI

ASSET ChScanWorks
Combpec CAWINDOWS system32hemd.exe
DALINSTALLDIR ChIntelSWTools\systern_studie_2019_nda_1945\tools\DAL_1.1942.10..,
DriverData ChaWindows\Systemn 32\ Drivers\DriverData
DXsDK DIR CProaram Files (x261\Microsoft Direct SOK (June 20100 v
Mew... Edit... Delete
OK Cancel

It is so much easier to see VM transitions if only one processor is made active on the
target:

Via the advanced BIOS settings (with the upasswOrd password — see the SourcePoint
UEFI Getting Started Guide), go to CRB Setup > CRB Advanced > CPU Configuration,
disable Hyper-Threading (if you're on a target that supports it — the Celeron board does
not), and set Active Processor Cores to 1:

—
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Aptio Setup - AMI

Main

CeDRAM [Enabled] Number of cores to
CPU Flex Ratio [Disabled] enable in each
Override i |[processor package.
CPU Flex Ratio 18 i
Settings

Hardware Prefetcher [Enabled]
Adjacent Cache Line [Enabled]
Prefetch

Intel (WMX) [Enabled]
Virtualization

Technology ++: Select Screen

PECI [Enabled] Ti: Select Item

AVE [Enabled] Enter: Select

AVX3 [Enabled] +/=: Change Opt.

| ‘ 50| | Fl: General Help

BIST [Disabled] F2: Previous Values

AP threads Idle Manner [MHWAIT Loopl F3: Optimized Defaults
AES [Enabled] F4: Save & Exit

ESC: EXit

Version 2.21.1278 Copyright (C) 2021 AMI

Disable the synthetic watchdog on the target to ensure that the target does not

autonomously reset itself in probe mode:
>bcdedit /set {default} loadoptions "systemwatchdogpolicy=disabled"

Power Tip: After crashing the target, which you will do periodically when you go “off the
fairway” with VMM debug, you will need to power-cycle, and Windows will launch
Automatic Repair to attempt to “restore” itself. Then you have to Restart again. This is
not really necessary, and is inconvenient, so to save time, you can disable recovery
boot from an Administrator CMD window using the two bcdedit commands:

>bcdedit /set recoveryenabled No >NUL

>bcdedit /set bootstatuspolicy ignoreallfailures >NUL

Boot the target to the UEFI shell. This is accomplished by power-cycling the target and
holding down the F7 key until you see the BIOS login prompt:

Enter Password

VMM breakpoints, and debugging the Secure Kernel
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Launch SourcePoint, connect to the target, issue a Stop, Refresh the Code window, and
set a VM Launch breakpoint:

Add Breakpoint

Identifier: VMLaunch

Break on: WM Launch w Advanced...

Resource: Processor

Processor: PO w
49| | 1010...
1010...
1010...
Crnd/rracro: | Browse...

Hit Go in SourcePoint. Be sure to quit out of the target’s UEFI shell password prompt
(hit Esc and then accept “Yes”) to start the Windows boot process. You will break at the
first VM launch, and land in the hypervisor, in VM Guest mode. Click on the
LoadCurrent macro button, and say “No” to the “Symbol not found” prompt to see we're
in hvix64, for which there are no symbols:

o [ e ]
Date Tine Conponent Hessage A

&407-13-2024 11:25:50.823 Inages.nac:LoadInage Performing Load Current @ OxFFFFF2EDEA43D314

€07-13-2024 11:25:57.358 Inages nac:FindBase MZ Header Found @ 0xFFFFFO6DEA200000

€¥07-13-2024 11:25:57 405 Images mac: FindBase PE Header Found @ 0xFFFFFEADEA2000F8

4¥07-13-2024 11:25:57 453 Images mac: FindBase PE3Z2+ Header Found @ OxFFFFFBGDEA200110

£07-13-2024 11:25:57 508 Images mac: FindBase Debug Directory Found @ OxFFFFFBEDEAGOAZ10

07-13-2024 11:25:57 569 Images mac FindBase Found .data Section @ 0xFFFFFR6DEA200250, Offset @ 0xA00000, Size: 0x1EFACSH

¥07-13-2024 11:25:57 569 Images mac FindBase Detected Module Base @ OxFFFFFS86DEA200000, Size: 0x1600000 [7 secs]

07-13-2024 11:25:57 633 Images . mac:LoadSymbols Using Module Hame @ OxFFFFF36DEAENAFSD

D 07-132024 11:25:57.698 Images mac: GetSymEntry File doesn't exist —» c “synbols“hvizé4 pdb~A1CIE0716DE1D004FCI34AA4D7CEBA9A91hvix6d pdh

©07-13-2024 11:25:57.698 Inages.nac:GetSymEntry File doesn't exist —» C.“ProgramData“dbg“sym“hvizét4. pdb“A1ClE0D716DE1D004FCI34444D7CEBA9A91 hviz6ed pdb

@ 07-13-2024 11:27:41.504 Images.mac:LoadCurrent File dossn't exist -> hviz6d4 pdb~AlC1EN716D61D004FCO3444407CEBASAT1 hvixbtd . pdb v

< >
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Fie Edt View Procemor Options Log Window Help

EEW LW & E @ w0l Bstatwindbgx 4 LoadCunent 5 Losdal L] ] WY w e eHBET DS =HRE LR ?
@ Breakponts (3 Code > Commend [ Log [l Memory IP Regters (Q Symboks 57 ece B3 Viewpuint G, Watch
8] Code (PO"E (54-bat) Tacking P [S@E] | R symbots (70") - Globals [S&)=] 2D Viewpoint [S@]s]
FEFFFAAOEAI0I05L 0000000 Tax. 00000010 ~ | [tiame Adiress Name | Description Salus ~
FEFFFESDEA4ID310L. 0 iger E—
EFFFBEDEA 103131 {0 Tiserloke B
>
I Genersl Registers (PI7) s [=]=
: @ A2 Hame — Vaiue
em ¥ '"“'55' o REK  0000000000000000
ner RCK FFFFFS4A3390AC30
Floating Point RO 000000000000631E
Segment REP  FEFEF84A3I90AEL0
Control RSL  FEFEF846A1500000
Debug RDL  FEFEFOSDEASADOCO
BT 0FLE4000) " RSP FEFFFE4ATI90ACE0
4383EC26 Ra FFFFFE4ASI90ACE0
L 48834C2430 Tox YMM - SP Fa FFFFFSSDEA43DI14
=p . YN - DP RID  FFFFFESDEALIDZFL
rax.qvord pix [20£0:00dnad3d377] YN - It R11 0000000 0FFFFREFF
e EEfiidemioant F17  FFFFFS6DERS0GFCE
}':E"[’"{:e:m“:f fhidesiiaie Aﬁs R1Z  0000000000000000
aword pir [rsp+30] ® F11 000000000D00D01E
User RIS FEFFFBSDEASADO0O
cs o010
[T bs G000
pex rex ss 0020
ES 0000
rsp, 00000028 FS o000
a5
RIP  FEFEFSS0EALIDIIA
RFLAGS  0000000000010002
FFFFBEDEA 103821 v
< >
FrrFFOS0ER30IIN | (] [Dmssertly || GoCusor | | Setbesk | ke | VewlP [T h\acbes fTocats Jscack f,ciasses

F== e
Tate Tine Component Hessa, -
077132024 11:25:57 508 Inages.nac FindBase Debug Dirscrory Found # ORFFFEERSDEACOSZ10
07-13/2024 11:25 57 £69 Inages mac FindBase Found " data Section ¥ OxFEFFFGSDEAZODISO. Offsat @ Ux600000. Size: ONIEFACH
07/13/2024 11:25:37 563 Insges mac:FindBase Detectod Medule Base 8 OxFFEFFSGDEL Size: DxlE0DO0D [7 =ec=]
031373034 11128 37531 Inogor mac Losdoyabols  Usieo Moduie Nane 8 ONEFREFGLDEAGOAFS)
0132030 11128 57 63 Incgesmac ColSiafuizy  Eile'doesn'l emist o gynbolsihuinéd pdb-ACIEDT16DEI000IECIIAMDTCEASAS L viuEd b
0713/2084 11:28:€7 690 Tnges moc:GetoymEntzy  File dosn't exist -) i Proarandatadbasaywhvixed b ASCIED 7 £LE DDA AR EACRASAS T iAol
071372024 11:27 41 504 Inages.nac LoadCuzrent. Sl o B U S iy s SR ST S R e
Bl Comemand &
T ~
cading User Defined Macra #2: C:“Userssalans™Docusents ariux-SourceFoint-IA_7.12 59 Nacros WinDbg button"VinDogBtnl_Chk xac
o Losdturrentiialiog () .. omore | [ removed | [ ome
FlHelp, F5:Go, Shift+F5Stop, F&:Step Into, FI0:Step Over, ShiftF12:Reset L 18: Stopped VM Guest 64 8it 1

Hit Go, and then LoadCurrent a second time. Do a LoadCurrent again. You’re in
hvloader (still no symbols), again in VM Guest mode.

Hit Go a third time, encountering the third VM Launch breakpoint, with the target again
in Guest mode. Hit LoadCurrent again, and provided you have the securekernel.pdb file
cached, you will see the symbols for the Secure Kernel:

Fie Edt View Processor Opbans Window Help

EEW U @5 @ 66wl Y stanwindbgX §) LoasCument G Loadal it & it 6 R XK o HEPG D s S =R LR ?

@ Breskpoints G Code > Commond [ Log [l Memory 1P Regiters Gk Symbcts ¥ Trace £ Viewpaint 3, Watch

] Cade (PO°E (54-b) Tacking P = [@]=] 20 Viewpoint =@
;ggggggggggg& € in B Address T Mame | Descipion | Sats_ ~
FFFFO031900 26 orFas0ns o {rax] [zax+00000000] £ HlsAnyHypenssorPrasent FFFFFB0233CCABOCL = 70 Tigerieke Stopped

§ HualsHypenisodcrosoftCompatible. FFFFFS0239CCAETAL
| f FviSetupleDumpBufier FFFFF3033903D684L
albxtar] T f mpas FFFEFB0335CEE770L v
§_mvahd_parameter FEFFFB0335035324L >
T msdigt FEFFFB0335CE3IDCL
. T§ EmpyG rrrerausspanaAnL BB Geners Regisers () =
£ IsTrustlstCreateAtiributeWslFormed | FEFFFB0335D2EAESL @ 1A32 Tiame
£ lumAgi_NGENERIC FFFEF80335CCB124L ey
13 £ lumApi_NiTraceEvent FFFFFS0339CEZDICL o REX FEFFFO0331F9F000
e B meees | S [ pomue
ShelpUtlitntiveio £ lumérg PALPC_MESSAGE ATTRIBUTES | FEFEF90339D2ECEGL Segment BEP  00000000001A73B0
e pre g [ 0B10000005008090] £ lumésg PHANDLE FEFEFB0335CCOAFCL Control RSL 00000000FFFEFEEF
£2p.qeord Bz v $ imévg POBJECT ATTRIBUTES FEREFR0I 30000 LIL e BOL  FEFERO03IS07FG00
crd raz § luméng PPORT_MESSAGE FFFFFR0339D2EEI0L o R | FPEFFAIUSCHLT
T'px ga: (0000000000000, 00000000 t -  EFEFET 3
zekernel SkC e+ |4 lewep PHID. SSESNIREFICE YMM - SP Fa 0000000000000FFF
£ lumérg PSID_AND_ATTRIBUTES FFFFF8033902F080L YMY - DP o 90t n 0 na e
. § lumAsg PUNICODE_STRING FFFFF8033902F09CL Y - It F11 0000000000000001
§ lumAg PWORKER_FACTORY DEFERR | FFFFFa0335CC3138L - MSR R1Z 0000000000000002
_f lumArg PWSTR FFFFF8033302F080L 5 VMCS :;? ﬂgﬂg?ﬂﬂgfﬂmﬂggg
FEEFF 02Fé6] ) T §_umAssigiMlemeryToSocDoman FFFFFB0335D143C4L User
Frgffggggenez\_l_rm & [rax] [raxs00000000] g erFrra0IsIDLCAL RIS 0000DONORFEERERE
£ lumCrests SecureDevice | FEFFFan33sD2DSAL s aota
£ lumCreats SecursSection FEFEF80333D1BCS0L ss o000
§ lumCresteSecureSectionSpecifyPages. FFFEFH033301BDAOL ES 0018
" f lmCrypto FEFFFA0335CC0AML s boe
. lumDebugAppendChar FEFFF8033502E6E0L RIP FEFEF80339D02F00
£ lumDebughumToString FFFEF8033302E708L EFLAGS  0000000000010002
" § lumDabugPrintContext FFFFF80333D2CAERL
£ lumDabugPrinthit | FEFFFan33scAZBICL
N h £ mDebugPrinthtList FFFFF8033902E7H0L
: . T e e

eeersnsop0zron. | ) Demerthy || Gausor | | Setbesk | Emackp | Vew® | [ ] | |[ [ [\cacnes (Eocais fEask | crasses ]

[ |E9) o |[@ @
Tate The Cone Nessage ~
07-13-2024 11:34:30 215 Images mac FindBase Detected Hodule Base @ 0=FFFFFS0333CA3000. Size 0xFE0D0 [7 secs]

07-13-2024 11:34-30 271 Taages wac LoadSyntels  Using Hodule Kome @ OXFFFEFS0333D4ES00
07/13/2024 11:34:30.337 losd Loading FDB forast o:% PENIF 742846EB2D5 374C1 401 securskernel  pdb
D Brekpoints EE=)
i Address Attibutss

Bl Comemand R
o TosdCurzent N ialba () - Sy
cading User Defined Hacra #7: C:iUsersal i 712 nDbgbat _cnk wec
3 osdcurzentiinly () = s N Deable

FlHelp, F5:Go, Shift+F5Stop, F&:Step Into, FI0:Step Over, ShiftF12:Reset L 18: Stopped VMGuest 648t 1

All of the Secure Kernel functions are available for debug. Enjoy!

F 2 x4
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Power Tip: The above strategy works for having symbols display within SourcePoint
while debugging in a Hyper-V environment. But what if we want the symbols to show up
in WinDbg as well, while debugging via EXDI? There are several ways of doing this, but
the easiest approach is to get the module base and size from within SourcePoint, and
then use the . reload command within WinDbg to load the symbols there.

Example: while in the secure kernel with SourcePoint, click on LoadCurrent, and you’ll
see something like:

07/13/2024 13:57:30.211 Images.mac:IsKPCR Invalid KPCR Pointer. Check MSR values.
07/13/2024 13:57:30.211 Images.mac:LoadImage Performing Load Current @ OxFFFFF8021FD48F00
07/13/2024 13:57:36.020 Images.mac:FindBase MZ Header Found @ OxFFFFF8021FCE9000
07/13/2024 13:57:36.066 Images.mac:FindBase PE Header Found @ OxFFFFF8021FCE9108
07/13/2024 13:57:36.066 Images.mac:FindBase PE32+ Header Found @ OxFFFFF8021FCE9120
07/13/2024 13:57:36.169 Images.mac:FindBase Debug Directory Found @ OxFFFFF8021FD8FEDO
07/13/2024 13:57:36.272 Images.mac:FindBase Found .data Section @ OxFFFFF8021FCE9300,
Offset @ 0xB9000, Size: 0x1A528

07/13/2024 13:57:36.272 Images.mac:FindBase Detected Module Base @ OxFFFFF8021FCE9000,
Size: OxXFEO0O0O [6 secs]

07/13/2024 13:57:36.336 Images.mac:LoadSymbols Using Module Name @ OxFFFFF8021FD94900
07/13/2024 13:57:36.402 load Loading PDB format

c:\symbols\securekernel.pdb\3F38482DB080AF7428A6BB2D5374C1AD]1\securekernel.pdb

Note the highlighted sections above. Use these to load the symbols within WinDbg via
reload /f /i module=<address>,<size>:

kd>.reload /f /i securekernel.exe=0xFFFFF8021FCE9000, 0XFE0O0O

VMCS Viewer/Editor

But it gets more interesting. We are in the VTL 1 Secure Kernel, in Guest mode of
course. Let’s inspect both the Guest mode and Host mode VMCS (yes, it is possible to
look at the state of the Host while you are in Guest mode — you can only do that with
JTAG)).

In the General Registers window, click on VMCS and select Guest state. Open up a
new Registers window, and select Host state, or any of VM-Entry, VM-Exit and VM-
Control registers. Have fun.
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Fie fdt View Procemon Options Window Help
BEWR LW FF & sutwin0ogC §statin0bgt 4§ LoasCurent 4§ Loadan L] ] WY w e eEBP T DMesd [ LFEBBELE ?
© Breakponts (@ Code > Command [ Log [l Memory P Regaters  Symboks ¥ Trace B8 Viewpaint €}, Watch
G Code (PO} (54-b4) Tracking 1P = | | Ry symbeks (PO - Globals = [@s 2D Viewpoint = [@]8
TFEFFFG03 1D0ZEFIL o ~ | [tiame Bddress ~ Descigton Sl ~
FEFRFa033DLERSE o frox traxs00000000] £ MTerminateEnciave FEFEFO0339D2CC4E ¢/20  Tiseciske  |Storped
spsiemanl cheia £ MiTerminatzProcess FFFET00339D170F4L
st b b £ NiTerminateThread FFFEFO03I3CEZASOL
033900 3F0 1 £ MTraceContro FFFEFA03I3CCT1CAL &
FEFFFB0335D32FIEL £ NilnmapViewOfSection FEFEF40339D1C540L < >
TP \W-Control Registers (P17 S NI IR ot e Regates o B][=
B W32 @ 132 e alue mber_Descripbon ~
ot 64 S iotel 64 GUEST_FSEAS 0000000000000000 6BOEE Guest FS Ba:
Genarsl _CRO_) FREFFFFEFEFFEFE: anaral GUEST_FSLIX 00000000 4BOSH Guest FS Limit
. VHCS_CRO_SHADCW 0000000080010033 N GUEST_FSAR 00004093 4BICH Guest FS Access Rights
Floating Point VHCS_CR3_COUNT 00000000 Floating Foint GUEST G5 0018 OA  Guast G5 Selsctor
Segment VXCS_CRI_VALDED 0000000000000000 60088 CR3-Target Value 0 Segment GUEST_GSBAS EFFFF40336D73240 6810H Guest G5 Base
Control ¥HCS_CR3 VALUEL 0000000000000000  600AH  CR3-Target Value 1 Contral GUEST_GSLIN 00000000 B0AH Guest G5 Liait
Debug VHCS_CR3_VALUEZ 0000000000000000  600CH  CRI-Target Value 2 Debug GUEST_GEak 00004093 4BL1ER Guest G5 hccess Rights
ps VCS_CRI_VALUED 0000000000000000  GO0EH  CRI-Tazget Value 1 s GUEST_10TR 000 00K Guest IDTR Selecter
VHCS_CRA_MASK FFET 60026 CR4 Guest Host Mesk GUEST_LOTEAS 00D0000000000000  6B12E Guest LDTR Baze
i - 5P ¥HCS_CR4_SHADOW 0000000000110638  E00EH CR4 Read Shadow YMM .- 5P GUEST_LDTLIK 00000000 BOCH Guest LDTE Limit
YMM - DP VHCS_EFTF 00000001102F001E  2014H  Extended Fage Table Fointexr YMM - DP GUEST_LDTAR 00010000 4B20F Guest LDTR kccess Rights
YMM - Int VHCS_EFTF_LIST_ALDR 0000000000000000 2024H EPTP-List aAddress YMM - Int T_TH 0] Guest TR act:
MSR 'NCS_EXC_BITH 00060002 0048 Excepticn Bitxap 4 MSR GUEST_TRBAS FFFFF30339074240 6B14R Guest TR Base
- VMCS VMEXIT_IDT_INFO 440BH IDT-Vectoring Information Field = VMCS GUEST_TRLIN 00000067 BOEH Guest TR Limit
VMEXIT_IDT_ERR 40AH  IDT-Vectoring Errer Code T GUEST_T! 0000008E 4B22H Guest TR Access Rights
Guest state VMCS_10_BITMAPA 0000000101403000 2000H kddress of 1.0 Bitwap & Guest state GUEST_GDTBEAS FFFFFB0335074288 6B16H Guest GDTR Base
Host state VHCS_10_BITMAFR 0000000101404000 20028  hddress of 1.0 Bitzsp B Host state GUEST_GOTLIK apanosT 4B10H Cuest GDTR Linit
VM Entry VHCS 10 REX 4028 10 RCX VM Entry GUEST_IOTEAS FFFFFA0339D61000 GB16H Guest IDTR Baze
VMExt VHCS 10 RDI G406R 10 FOT VME GUEST_IOTLIK oooaLann 4B1ZH Cuest IDTR Linit
otz VHCS 10 RST 64048 10 BST Wi Coatral GUEST_EFER 0000000000000500 2806 Guest 1A32_EFER
VS 10_RIP 64080 10 RIP GUEST D 000000000D00000D  2802F  Guest 1A32_DEENGLTL
User HCS_PF_MASK 00000000 40068 Page-Fault Error-Code Hask User GUEST_INTERRUET_SSP_TAELE_ADDR 0000000000000000 682CH Guest IA32_ INTERRUET_SSE_TABLE_AD
VHCS_PF_NATCH 00000000 40088 Psge-Fault Error-Code Hatch GUEST_INT_STATE 00000000 624H Guest Interruptibility State
¥4CS_PID_ALDR 0000000000000000 20168 Posted-Interrupt Descriptor Address GUEST_INT 55 000 4108 Guest Interrupt Status
VUCS_PINV 000 ZH  Posted-Interrupt Notificstion ¥ector GUEST_LINEAR_ADDR G10AH Guest Linesr ddress
00000000 0208 FIE Gap 0007040600070406 Guest Ial2_PAT
g0a0onoe 0228 FIE Vindaw 0000000000000000 §B22E Guest Peading Debug Ecepticas
0000000000000000  200EH  FUL Address 0000000000000000  280AH Guest PDFTED
00000000 01CH  TPR Theeshold 0000000000000000 2E0CE  Guest FDFTEL
0001000000000000  2032H TSC Multiplier 0000000000000000 2B0ER  Guest FDFTE2
0000000000000000 20100 set I_PDPTE: 0000000000000000 2810H Guest PDFTE3
0000000100C4S000 2012  Virtual-APIC Page Address GUEST_PERF_GLOBAL_CTRL 0000000FODOO0OFF 2B08H Guest 1432_PERF_GLOBAL_CTRL
0000000000000000  2024H Virtuslizstien—Ewception Information Address GUEST_PHYSICAL_ADDR 400H Guest Physical hddress
0000003F 000H Pin-Based VM-Execution Controls GUEST_PNL_INDEX 12H  Guest PHL Index
BEADEDFA 40028 Frimary Processor-Besed VN-Execution Controls GUEST_RTIT_CTL 000000000DO0DN0O  2B14K Cuest 1i32_KTIT_CTL
00161343 01EH  Secondary Frocesscr-Besed VH-Execution Contrals GUEST_S_CET 0D00DOD0ODO0DND §B28E Cuest 18325 CET
0000000000000000 20340 Tertiary Frocessor-Based VE-Exeeution Controls GUEST SHBASE
! 0000000000000000  200CH  Executive-VACS Pointer GUEST SSP
S ure 0000000000000000 20186 ¥H-Function Controls GUEST STATE
NCS_VHINST_ERR 4006 ¥H-Instruction Error Fisld GUEST_SYSENTER_C5
VHCE_WPID 0002 08 Virtusl-Processor Idemtifier GUEST_SYSENTER_EIP
‘Bl Comemand
0 Tosdtursent Hinbba )
cading User Defined Macra #2; C:Users alans Docusents AriusSourcePeint-TA_7.12. 53\ Nacros WinDbg but ton-VinDbsBtnl_Chk mac
0> LosdCurrentiinlby() ;
0;

Fl:Help, F5Go, ShiftF5iStop, F&Step Into, FI0iStep Over, Shite F12:Reset

VM Exit breakpoints and Basic Exit Reasons

For a more advanced topic, let’s look at using VM Exit breakpoints to capture Guest to

Host transitions.

Turn off the VM Launch breakpoint, and add a VM Exit breakpoint:
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Add Breakpoint

Identifier: | VMExit |

Break on: |§‘I.FI'~"I Exit v| Advanced...

Resource: Processor ~

Processor: | PO w |

Location: @ 1010...

Translate: w

Length: v

Data: FFFFFFFFFFFFFFFF | | 1010...

External: 1414...

SedLEnce: e

Crnd/rracro: | | | Browse... |
| 0K I | Cancel | | Help |

Clicking on the 1010... to the right of Data, shows that we can trigger on any single or
combination of VM Exit reasons, as detailed in the Intel Software Developer’'s Manual,
Volume 3A, Appendix C, VMX Basic Exit Reasons. For now, let’s just leave them as all
F’s.

Then hit Go. The VM Exit breakpoint will be hit, and this puts us back into hvix64, and
this time we’re in VM Host mode:

¥ X 7]
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BEW EE @0 @ | % setinlogt B StartWindbgX 8 LoadCunent 48 Losdal B & - CEELKE ] LTI LR TR 7
© Breakponts (@ Code > Command [ Log [l Memory P Regaters  Symboks ¥ Trace B8 Viewpaint €}, Watch
Cocle (PO (54-ba) Tracking 1P 0000 X - FFFFFFFFFFFFFFFEL S @ %] | @ symbots por) - Giobate =@) eers)
FETFFG4DEM JEZFEL L1 ~ | [Hame “Address Descigton Sl ~
PRI £ NTerminatsEnciave FFFFF0339D2CC34L Tigerlske Stopped
DEA4IEIOEL C7 £ MTerminateProcess FFFEF80339D178F4L
EErEEsIELLE L § Tt Tvesa FEFERAn 3 9CEASIL
EFSEDEA 1531 £ MTraceConuol FFFEFA03I3CCT1CAL f
FEFFFBEDEALIEIZOL 496901 £ NilnmagViewOfSection FEFEF40339D1C540L
IP Guest state Registers (PO7) [l -E-lE | P 11t register 0 [eE=]
w32 " o 1A-32 Name Value Number Descngtion
Ene Gt 1 D00000000011267€ 304K Guest CRA e VHEKIT_EOI_EXIT_BITHAPZ 0000000000000000 2020 EOI-Eit Bitmap 2
Floating Point GUEST_LR? 0000000000000400  631AH Guest DR? Floating Paint VHEKIT_EOL_EXIT_BITHAP3 0000000000000000 20228 EOI-Exit Bitnap 3
Segment UEST RSP FEFFFE0339C6EED  64ICH Gusst RSP eqment VHEKIT_INST_INFO 40EH VM-Exit Instructica Informstion
Control GUEST_RLE' FEFFFE0I39CCAFIL GA1EH Gusst RIP Contral VHEXIT_INST_LEN 440CH ¥M-Exit Instructica Length
Debg GUEST_RFLAGS 000000000000000Z 6320 Gusst RELAGS Debug VHEXIT_INT_INFO 4000 VE-Exit Interruption Laforssticn
ps GUEST_ES 018 G0DH  Guest ES Selectar prho VMEXIT_INT_ERR Q406H VE-Exit Interruption Error Code
GUEST_ESBAS 0000000000DO0000  ES0EH Guest ES Baze VMEXIT_NSE_1D_iIDR 1000000000000000  2008H  VE-Exit MSR-Lo=d ddress
YMM - P GUEST_ESLIN 00000000 48D0H Guest ES Limit YMM - 5P VMEXIT_NSE_LD_COUNT 00000000 4010H VE-Exit SR-Load Count
YMM - 0P GUEST_ESAR 00004033 4314H Guest ES Access Rights YMM - DP VMEKIT_NSR_ST_ADDR 1000000000000000  2006H  VE-Exit HSR-Store hddress
YMM - Int EST_C: o010 B02H  Guest CS Selectar YMM - Int VHEXIT_MSR_ST_COUNT 0000 Ll 400EH VE-Exit MSR-Store Count
MSR GUEST_CSBAS DO0DODODO0DADDND £8308H Guest CS Base MSR VHERIT | I103EFFE 400CH Prinary VH-Exit Controls
- VMCS GUEST_CSLIN 00000000 4802H Guest CS Limit VMCS VHEXIT_QUALIFICATION E400H Emat Qualification
GUEST_CS. 00002098 48180 Guest CS kecess Rights VHEXIT_REASON 44028 1t Reason
GUEST_SS 000 BO04H  Guest SS Selectar Guest state VHEXIT_XSS_EXIT_BITHAP 0000000000000000 202CH  X¥SSEwiting Bitmap
Host state CUEST_Ssmas 00000DODOODO0DND G3DAN Gumst SS Base Host state
VMEntry CUEST_SSLTH oooanoD 43041 Gumst S5 Linat VM-Entry
VMExt GUEST_554R 00014000 4918% Guest S5 Access Rights YWEd
T Comrl GUEST IS o018 G0ER  Guest 05 Selector o
GUEST_DSEAS 0000000000000000  630CH  Guest 05 Bass
User GUEST_ISLIH 00000 4306 Guest S5 Linit User
GUEST_DSAR 00004093 49144 Guest [5 hccess Rights
GUEST F5 018 G080 Guest FS Selector
GUEST_FSBAS 0000000000DO0NN0 GODEH Guest F5 Base
GUEST_FSLIN 00000000 4900 Guest FS Linat
GUEST_FSaR 00004093 491CH Guest FS Access Rights
GUEST_ G5 oa1e 80AH  Guest GS Selectar
GUEST_GSBAS FFFFFE0333D73240 6910K Guest GS Base
GUEST_GSLIN 00000000 430AH Guest GS Limit
GUEST_GSAR 00004093 431EH Guest GS kccess Rights
GUEST_LDTR oaoo BOCH  Guest LDTR Selector
GUEST_LDTBAS 0000000000000000 £812H Gusst LDTR Base
CUEST_LDTLIX 0000000 43DCH  Guest LDTR Linit
CUEST_LDTSR o0010000 48208 Guest LDTR ccess Rights
CUEST_TR 4o BOEH  Gumst TR Selmctar
GUEST_TREAS FEFFFE0339074240 614N Guest TR Base
GUEST_TRLTH 00000067 490FF Guest TR Limit
GUEST_TRAR 00000038 4322H Guest TR hccess Rights
GUEST_GDTEAS FEFFFO0339D742B8 6916H Guest GDTR Base
GUEST_GDTLIX 00057 4910H Guest GDTR Linit v
Bl Cormmand (S
[Loading User Defined Hacro #2° C: Userstalans’DocusentstArius-SourcePoint-IA_7 17 S8 Macros VinDbg buttonVinDbgBenl_Chk wac -
[P0 IosdCurrent ¥inDba ()
N Exit breskpoint (FO) - Fesson: UEMSE (0020}
Fa
Fl:Help, F5:Ga, Shifts F5iStop, F:Step Into, F10:Step Over, Shifts F12Reset L 18: Stopped VMHost 648t 1

Note that you can see above that the VM EXxit reason is x’20 that is WRMSR, by typing
in the cause command in the SourcePoint Command window, opening up the VM-Exit
register in the Registers window and looking at VMEXIT_REASON, or hovering over the
processor in the Viewpoint window and looking at the tooltip.

Using Intel PT with Hyper-V

Uncheck the VM Exit breakpoint, and use a VM Resume breakpoint to put the target

back into the Secure Kernel.

Then open up a Trace window and activate Intel Processor Trace.

Disable the VM Resume breakpoint, and enable a breakpoint some point down into the

Secure Kernel code.

Hit Go. You will collect Intel PT within the Secure Kernel! Here’s an example:

©2024 ASSET InterTech, Inc.

74

SourcePoint Getting Started Guide — UP Xtreme i1l

ASSET



"

SourcePoint

Platform for Software Debug and Trace

P
GDbgC % StortWinDbgX 8§ LoadCument 48 LosdAl 953 LoadedModulelit 8 CachedModulelit ) EnabieTacerub 8 4 5 %8
@ freskponts (@ Code > Commend [E) Log B Memory IP Regiters Q Symbols o Trace. B Viewpaint G, Watch

(<} o @8 |) o [@s 551 o @)=
~ | [Hame Adiress ~ Name | Desciption Salis -
£ & PO TigerLak opped (hit bre
£
£
£ SCATSEML
£ FEFEFA03I3CED14L
@ =] |’
s 010000000000000
iy 000000000000
MBGBA al T_BITI 1 0000000000000000
anera WAFZ  000D00DODDODDO0G
;Ina'-lng':m T_| 0000000000000000
egment 5
I Coatral
Debug
oy 0000000000000000
YMM - 5P 10000000
YMM - DP 0000000000000000
YMM - Int 10000000
4 MSR. 0003EFFF
d e
Guest state T 1000000000000000
Host s
{ = [ [

MEnS ADDR THETRICTION
Y 000000106 waw VHCS pointer change: 100C44 wes
Use| 000000033 bled wee

Trace enal
000000022 FEFFEB0I39CCAFIF rdx, 20
FEFFEB0I3ICCAFAS or rax, rdx
Hdse: FEFFFE0I3ICCAFAR aow 9. rax
Ve FFFFEB0IIICCAFAS amw eax. [ - securekernel ShelpFlags]
FEFFEB0IIICCAFAF o £9,00000001
FEFFFE0333CCAFDAL 1 al 01
FEFFFRNATSCOAREIT. 4 FEFFER0I3ICCAFES now raz.xd
< B0IIICCAFEE je :securekernel . SkeFlushSingleCurzent Th+3ies
000000017 B0IIICCAFEE and rax, HEEEDOD

.
FFFFI0I9CCADAL | 9| Dassembly || GoCusor | | earfresk | [ATack® | VewD |

333333323333 TT
|
k]
i

FEFFEB0I39CCAECA aov [ s=curekernel ShvlpCodePa). rax
GCCAECE s xd
T T OGS T 20T 28 TEFTER03390CATCE mov rexzd
0000000000000000 20248
0000003F T FFFFFBO339CCAFDS mow eox_x8d

BADEDFA 40028
001013AB 401ER
0000000000008000 20348
0000000000008000  200CH
0000000000008000  2016H
VHCS_VHINST_ERR 44008
WHCS_WEID 0002 [}

900000106 | |Dsassemtly - [ Configre

Delined Hacro #2. C.wlserswalans-Docusents-Arius~SourcePoint—1A_7 12 §5-Nacros-inDbg-button-Vinbbgbtnl_Chk wac
ent¥inlbg():

breskpoint (F0) - Reason: RDMSR {D0LF)

FliHelp, F5Go, Shift~FSiStop, F&Step Into, FI0iStep Over, Shite F12Reset

Power Tip: Collecting Intel PT data from the Host while the target is in Guest mode will
cause the target to crash. As one example, if you’re in Host mode, set a VM Resume
breakpoint, and hit Go while Intel PT is enabled, this will hose the target. As another
example, while in Guest mode, if an interrupt comes along and takes the target from
Guest to Host to Guest again, Intel PT will attempt to capture the Host mode
instructions, and that will crash the target.

This will be addressed in a future SourcePoint release. Again, this capability will only be
available via JTAG.

Suggested Hyper-V Reading
Suggested reading for this section is as follows, with some tips below.
Part 1: JTAG debug of Windows Hyper-V / Secure Kernel with WinDbg and EXDI

This is a basic introduction to enabling HV/SK, and the use of the VM Launch and VM
Exit breakpoints.

Part 2: JTAG debug of Windows Hyper-V / Secure Kernel with WinDbg and EXDI
One thing to note is that the symbols for the securekernel are in fact in the public
domain, on the Microsoft symbol server. You need to ensure that these are in your
cache folder for SourcePoint to see them.

Part 3: JTAG debug of Windows Hyper-V / Secure Kernel with WinDbg and EXDI
This blog covers symbolic debug of the Secure Kernel, with Intel Processor Trace.
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It highly recommends that the number of active processors is set to ‘1’, in order to easily
distinguish transitions with the hypervisor, secure kernel, and NT OS.

Part 4: JTAG debug of Windows Hyper-V / Secure Kernel with WinDbg and EXDI
Under the SourcePoint File menu, click on Macro > Load Macro... and mouse over to
C:\Users\<my computer>\Documents\Arium\SourcePoint-1A_7.12.52\Macros\WinDbg
and select vmcs.mac. This makes the dump, vmread, vmwrite, reason and ipt
commands available. The ipt() function is crucial to ensure that Intel Processor Trace
works properly between Host <> Guest transitions. Note: the vmcs macro has been
deprecated and replaced by the VMCS Viewer/Editor; but there’s some interesting
tidbits in this article regardless.

Part 5: JTAG debug of Windows Hyper-V / Secure Kernel with WinDbg and EXDI
This is a preamble article to using Intel AET to capture RDMSR and WRMSR events,
and correlating them against the Windows MSR bitmap. For more advanced users only.

Part 6: JTAG debug of Windows Hyper-V / Secure Kernel with WinDbg and EXDI
An article about about Windows Secure Image Objects, an important structure used in
sharing information between VTL 0 and VTL 1, the normal kernel and secure kernel.
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Troubleshooting Tips on Hyper-V/ VBS Enabled Targets

VM Resume breakpoint with Intel PT crashes the target

When transitioning from Host to Guest mode, and halting in Guest mode, with Intel PT

active, the reads from Guest to Host memory do not succeed. This will crash the target.
You will have to quit out of SourcePoint, power-cycle the target, and start over. We are
working on this.

Note that if you have not disabled Automatic Repair, any system crash will often require
two power cycles of the target. It is recommended to disable Automatic Repair with:

>bcdedit /set recoveryenabled No >NUL
>bcdedit /set bootstatuspolicy ignoreallfailures >NUL

Also, don’t forget to turn off the synthetic watchdog:

>becdedit /set {default} loadoptions "systemwatchdogpolicy=disabled"

Hardware breakpoints don’t work well in the Secure Kernel

There are a few issues here, including:

(1) BP indicators in the Code view come and go, which occurs when the current CR3
differs from CR3 when the BP was set.

(2) BP set via WinDbg remains set in SourcePoint after the break.

(3) The SourcePoint cause command (which displays why a breakpoint was hit) does
not work. The DR6 bit is not getting set to indicate why the BP was hit.

These are all to be fixed in the upcoming release.

AET only partially functional

Intel’s design for AET is only partially functional, with no knowledge of hypervisors and
CR3 changes, unlike Intel PT. So, in some cases, when transitioning from Host mode to
Guest mode, and where the events occur in Host mode, you don’t see the actual
disassembly in the Event trace window (remember, for now you can’t read Host mode
memory from Guest mode), but just the event itself:
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ry o || =] &
STATE Fn ADDR INSTRUCTION TIMESTAMP -
—000000192 PO Event: MSE Write: Addr=CO0000082, Data=0000000000000000 —38.399 us
-000000147 FO Ewent: MSR Write: Addr=CO000084. Datsa=0000000000000000 —37.536 us
-000000102 Fo Ewvent: MSE Write: Addr=CO000103. Data=0000000000000000 —36.770 us
-000000057 FO Event: MER Read: Addr=C0000102. Data=0000000000000000 +0 n=

Configure...

-100000192 Disassermrbly

Display...

Fitter...

Refresh

Use LBR where applicable to perhaps get some meaningful code insight, keeping in
mind that LBR is an old instruction trace technology, and just uses MSRs to track
to/from addresses, so it is not CR3-aware either):

]

ry = || B || 23
STATE Pn ADDR INSTRUCTION TIHESTAMP ~

PO FFFFFE044EAFO3AZ2 add [rax].al

PO FFFFFE044EAFO3A44 add [rax].al

PO FFFFFE044EAFO3AE add [rax].al

PO FFFFFE044EAFO3AE add [rax].al

PO FFFFFE044EAFO3AA add [rax].al

PO FFFFFE044EAFO3AC add [rax].al

PO FFFFFE044EAFO3AE add [rax].al

PO FFFFFE044EAFO3B0 add [rax].al

PO FFFFF8044EAFO3B2 add [rax].al

PO FFFFFE044EAFO3BA add [rax].al

PO FFFFF8044EAFO3BE add [rax].al
—0o000o0712 PO FFFFFE80447580028 mow TaE.FCHE

PO FFFFFE8044758002E mow rox, 00000012

PO FFFFF80447580032 wmcall
—000000667 PO Ewvent: HSE Write: Addr=00000049%, Data=0000000000000001 +0 n=
—000000640 PO FFFFF8044EAES7B0 add [rax].al b
‘ Disassembly  ~ Configure... Display... Filter... Calibrate Refresh ‘

This behavior of AET can actually be of benefit. In some cases, it is not possible for Intel
PT to capture Host mode instruction execution while in Guest mode, without crashing
the target; AET does not suffer from this limitation — you cannot see the instructions

executed, but you can capture the occurrence of the event.

Support for VM Exit Reasons > 63

In the VM EXxit breakpoint window, you can break on any single or multiple Basic Exit
Reasons, from 0 to 63. As of the time of this writing, there are a total of 78 of them:

64 XRSTORS

65 PCONFIG

66 SPP-related event
67 UMWAIT

68 TPAUSE

69 LOADIWKEY
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70 ENCLV

72 ENQCMD PASID translation failure
73 ENQCMDS PASID translation failure
74 Bus lock

75 Instruction timeout

76 SEAMCALL

77 TDCALL

It's a bit of a kludge to include the exit reasons beyond 63, but we’'re working on it. It will
be in the next release.

Intel PT Call Chart does not work reliably

When using Intel PT for tracing code, for example, from Guest to Host transitions, you
won'’t get the Call Chart with the pretty colors to appear; pressing the Analyze button
just yields a blank display:

,t" Intel Processor Trace Search - 0 calls EI@
Code Call Tree Call Chart
Help +| 1= [x1 b Cycle:0 Total time:0ns  Measured time:Ons
# Function < Ons = Incl. Time Excl. Time
< >\P0 P13} PZ}P3}P4),PE),PELPT S < >
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Although this feature works well with Hyper-V disabled, as SourcePoint is “aware” of
function entries and exits, this is much more complex with VMM behavior, so we have
not implemented it.

F 2 x4
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CONCLUSION

Thank you for getting this far! We hope that you have enjoyed the ride, and are using
the power of SourcePoint successfully in your debugging and learning journeys. There

are many new things to discover in UEFI and the Windows kernels enabled by this
technology.

Feel free to browse the SourcePoint Academy at https://www.asset-

intertech.com/sourcepoint-academy/ for helpful reference guides, help material and
“‘how to” videos.

If you ever have any questions, please call, email or open a Support Case here:
https://www.asset-intertech.com/support/. We'll be glad to help!
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