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Welcome!

Thank you very much for your use of our SourcePoint WinDbg product! We hope that
you get great value using our tool for your debugging efforts.

If you do encounter issues or have questions on the use of SourcePoint WinDbg, please
visit our support site at https://www.asset-intertech.com/support/ to get in touch with our
Support organization.

As with any new tool, mastering SourcePoint takes an investment in terms of time and
effort. JTAG-based debug is a specialized area, and the JTAG, EXDI and Windows
interactions sometimes behave non-deterministically — Windows in particular sometimes
objects to a hardware-assisted debugger being present. We’ve done our best to
mitigate these issues. Nonetheless, you may encounter behavior that seems non-
intuitive or even wrong. If so, check out the Troubleshooting section of this document
first. Secondly, view the Troubleshooting section of the Getting Started Guide for the
AAEON UP Xtreme i11. Thirdly, refer to the Release Notes in the SourcePoint
Academy. Finally, if you're still stuck, contact us at our Support page. We’'ll do our best
to get you up and debugging again.

For those who are new to SourcePoint, it is highly recommended to review our Getting
Started Guide for the AAEON UP Xtreme i1l to get a jumpstart before using
SourcePoint WinDbg. That, and the rest of the content within the SourcePoint Academy,
are essential background reading for those new to SourcePoint.
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Introduction

It is recommended that all users have a working familiarity with SourcePoint installation,
licensing, and basic usage. Installation and licensing are described fully in the
SourcePoint Installation and Licensing Guide that is obtained from ASSET upon initial
receipt of your shipment. For basic SourcePoint usage on the AAEON UP Xtreme ill,
go to the SourcePoint Academy and read the Getting Started Guide for the AAEON UP
Xtreme i11 to learn the basics of SourcePoint run-control and trace.

The content that follows is based upon our using the AAEON UP Xtreme i1l Tiger Lake
board. Of course, any Intel board that can support either direct XDP (open-chassis)
access, or the Intel Direct Connect Interface (DCI) (closed-chassis) is suitable. Intel
customers with the appropriate NDA will have access to a plethora of Customer
Reference Boards (CRBs) that have XDP and DCI enabled out of the box. The AAEON
UP Xtreme Whiskey Lake board (for which UEFI source code is available) is also a
good platform — it is the only publicly available platform that is available with a booting
open-source Tiancore UEFI build, so you can debug Windows and the BIOS at the
same time. More information on the Whiskey Lake board is available here:

JTAG Debuqg using DCI on the AAEON UP Xtreme Whiskey Lake board

Hypervisor and OS Kernel Debuqg with DCI on the AAEON Whiskey Lake board

A key pre-requisite is that the platform must have debug consent enabled; that is, it
must be in a debuggable state. If XDP access is available on the board, you can
connect to it via the ASSET ECM-XDP3e hardware probe. Some small number of
Commercial-Off-The-Shelf (COTS) boards support direct access via the Intel Direct
Connect Interface (DCI). These include the AAEON UP Xtreme, and the AAEON UP
Xtreme i11. Documenting the steps needed to enable JTAG-based debug on other
boards is beyond the scope of this Guide; interested readers are referred to Satoshi
Tanda’s Debugging system with DCI and WinDbg.

The SourcePoint WinDbg application will work on Intel-based Windows targets, on all
CPUs that are supported by SourcePoint run-control. As of the time of this writing, all
mainstream Intel CPUs are supported. AMD support will be in a future release.

A block diagram of how WinDbg is integrated with our SourcePoint debugger is as
below:
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SourcePoint

The EXtended Debug Interface (EXDI) is used to connect a WinDbg debugging session
to an existing SourcePoint JTAG-based connection to a target.

WinDbg is the controller in all transactions over EXDI, and SourcePoint is the worker.
That is, the solution is most stable when run-control based operations (that is, Break,
Go, single-step, etc.) are initiated via WinDbg. There are exceptions, particularly in the
cases of using enhanced breakpoints for Hyper-V debug and Intel Trace features, that
we will discuss later. But, in general, WinDbg issues debug primitive commands down
to SourcePoint, which in turn uses JTAG-based run-control to perform operations on the

-~y X X
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target. Then, SourcePoint presents the results data back to WinDbg over the EXDI
connection.

Power Tip: The UP Xtreme i1l boots to the UEFI shell when initially purchased. It is
necessary to install Windows on the target. There are numerous references online on
how to do this: it is recommended to go to the AAEON https://github.com/up-board/up-
community/wiki/Windows-GSG site for helpful tips. In terms of driver installation, in most
cases all that’s needed is to install the Intel Graphics (igxpin.exe) — to improve the
monitor resolution — and, optionally, the Intel LAN.

Power Tip: Be sure that your target has sufficient memory and storage to
accommodate your Windows debugging needs. We typically recommend 16GB RAM,
and a 256GB SSD.

Before we get started, the target needs to be configured to not interfere overmuch with
JTAG-based run-control. Then, the steps needed to set up a debugging session will be
covered.

©2024 ASSET InterTech, Inc. 8 IAISSET
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Configuring the target and setting up pre-requisites - Getting
Started

Firstly, disable the UEFI TCO Watchdog timeout, and set the CRB Advanced
Debug Settings to “Platform Debug Consent” to USB DbC2 timeout, as described
in the SourcePoint Getting Started Guide for the AAEON UP Xtreme il1l. Thisis an
essential step to ensuring that the Tiger Lake target will function properly with run-
control. Otherwise, the target will reset itself asynchronously, and the Intel Trace Hub
won’t work, disrupting your debugging session.

We’'ll also need to prevent Windows from changing power states from disrupting run-
control prematurely, and VMX and VBS need to be disabled.

These steps are highly recommended (as of the time of writing) to have a successful
initial debugging session, especially for newcomers to SourcePoint WinDbg.

To adjust the power settings in Windows, open the Control Panel > Hardware and
Sound > Power Options > Change plan settings > Change advanced power settings
and set these per the below (use High performance dropdown). It also helps to set
“Turn off the display” and “Put the computer to sleep” both to “Never”:

@

o v @ » Control Panel » Hardware and Sound > Power Options > Edit Plan Settings b C Search Control Panel pe

Change settings for the plan: High performance

Choose the sleep and display settings that you want your computer to use,

@ Power Opti ? ®
[ Turn off the display: Mever X @ ower Uptions

Advanced settings

% Putthe computertoslesp:  Mever v
\ g Oelectthe power plan that you want to customize, and
i then choose settings that reflect how you want your
computer to manage power.

Change advanced power settings . .
gl P 9 'p Change settings that are currently unavailable

Restore default settings for this plan High performance [Active] »

=) Sleep
=) Sleep after
Setting: Mever
=) Allow hybrid sleep
Setting: Off
=) Hibernate after
Setting: Mever
=) Allow wake timers
Setting: Enable
w1 LISR =ettinne

‘. Restore plan defaults

0K Cancel
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For Windows VBS, go into Windows Security > Device security > Core isolation details,
and ensure that Memory Integrity is off:

Windows Security

€ 2y
t.; Core isolation
Security features available on your device that use virtualization-based Have a question?
™ Home security. Get help
O Virus & threat protection Memory integrity
& Account protection Prevents attacks from inserting malicious code into high-security Help improve Windows Security
processes
Give us feedback
() Firewall & netwark protection M\ Memory integrity is off. Your device may be vulnerable. Dismiss

3  App & browser contra — . i
o Off Change your privacy settings

| O Device security Learn more View and change privacy settings
for your Windows 11 Pro device.

3

Device performance & health . .
Memory integrity must be enabled to use this feature. Privacy settings

Family options Privacy dashboard

@

Kernel-mode Hardware-enforced Stack Protection

X Privacy Statement
) Protection history For code running in kernel mode, the CPU confirms requested return Y

addresses with a second copy of the address stored in the shadow stack
to prevent attackers from substituting an address that runs malicious code
instead. Note that not all drivers are compatible with this security feature.

Learn mare

Memory access protection

Protects your device's memory from attacks by malicious external devices

Learn more

For VMX, boot the Tiger Lake board to BIOS settings menu (pressing the F7 key when
restarting), enter the Advanced BIOS Setup (by entering the password upasswOrd) and
follow the menu path CRB Setup > CRB Advanced > CPU Configuration and

change “Intel (VMX) Virtualization Technology” to Disabled. Save and exit (pressing
F4) and the target will reset.

Power Tip: Goto CRB Setup > CRB Advanced > Platform Settings > VTIO
and make sure it is set to Disabled. This is the default in the AAEON Tiger Lake Debug
BIOS, but it's worthwhile checking.

One last thing: To avoid the WinDbg error message “Unable to read debugger data
block header” that indicates kernel debugging is not enabled, execute the command:

>bcdedit /debug on

on the target from an Administrator command prompt, then reboot the target.
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Note that this is not absolutely necessary if you're solely going to be using SourcePoint
(with no WinDbg connection) for your debugging.

Now you’re ready to set up a debugging session.

How to Establish a SourcePoint WinDbg Session

NOTE: With SourcePoint WinDbg, there is no need for the kdnet Ethernet connection,
as all the traffic is over EXDI and the specialty USB cable.

Four steps are needed to begin a debugging session with SourcePoint WinDbg:
1. Connect SourcePoint to the target
2. Run the StartWinDbg macro

3. Issue a Break from WinDbg
4. Load symbols with the LoadCurrent macro.

Step 1: Connect SourcePoint to the target
Boot the target to Windows. Log into the Windows desktop.

Follow the steps as described in the Getting Started with SourcePoint section of the
Getting Started Guide for the AAEON UP Xtreme i11.

Halt the target by hitting the Stop button in the SourcePoint Icon Toolbar at the top:

L=

You will have to hit the Refresh button to see code displayed in the Code window. This
transitions the Code view out of Safe Mode.

Your screen should then look something like this:

©2024 ASSET InterTech, Inc. 11 IAISSET
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W @ MMM e S Ooebpoins @ Code > Command [Dlog B Memory IPRegiers QSymbols o Tace 0 Viewpoint O, Watch

NGNS

I, Symbols (PIF) - Globals o =8 2 Viewpoint o= =
Name [ Mame | Description | Status ~
= & P0 TigerLake Stopped
L - F1 TigerLake Stopped
& i 3 - P2 TigerLake Stopped
7L t o 3 TigerLake Stopred .
GE6EOFLF40000+ [rax) [zax+00000000] g ]
g? st
FZLICY BN ]
= Hame_ Value
) %It
i REX 0000000000000000
T int 3 = FCE  FFFFA1GESEGFDESD
F5L o int 3 Flaating Point EDX  00000000D000ODOD
GFLF9000000000  nop rax+00000000] EEF  00000000D000ODAD
1853 push b Control RST FFEFAIBESFO11520
1 »om e8x.ecx | Debu EDI 0000000000000
G = . ,m“ RSP FFEFEG024BA74FOE
i o I 3] 0000000000000000
e et |- YMM - 3P ] FFEFALBESERFDESO
puid 1w op El0  FFEFFG0275571400
now gvord ptr [r9] eax v int FiL  0000000000000DO0
e duard prr [r3+0d] ebx Riz 0000000
dword prr [r3+06] ecx ¥ MER Ri 024340180
4 Bir [roste] eds e
drord per [ri+lc). adz F14 00000001 9F4ETEFT
N < R18 0000000000000000
cs 010
(<12 \Globals {Locals | Stack AClasses [ s 028
2 EE S5 o018
c ES 0028
48241 CC H FS 0053
FEED e S RIP  FFEFEG027S5747E2
o i FFLAGS  0000000000050246

| vew®

Cemmand
ina Comnand Language
>

©-Ta_7 12
0>

FiHelp, F5:Go, ShiftF5:Stop, FE:Step Into, F1l:Step Over, ShifteF12Reset 0 18 Stopped BBit (1]]]

Now, you have a choice to set up your environment for Windows or UEFI debugging in
this session.

Click on the Load WinDbg Macros button at the top of the screen. This will enable a

number of new “Windows debugging friendly” macros available for later use. The screen
should look like this:

F 2 x4
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EEW EE SE 8 StanWinDbgC ) StanWinDbgX 5 LosdCument & Loadal &5 -1 i g FHYUE SELEGT DS
@ Breskpoints G Code > Command [ Log [ Memory [P Registers G Symbols ## Tace B8 Viewpoint Q4 Watch LEREAL T
| SElE 200 Sl Es
Addres: Hame | Description Status
= = FO Tigerlake Stopped
T (] Tigerlake Stapped
ST 2
rax] [xax+00000000]
ot i S [@[=®
Hame — Value
i : Tt -
i : T RCH  FFFFB3SD2E1FAITO
K 3 Flaating Point ROX  D000DO00A0ODO00D
47 Segment REF 0000D000O0ODO000
000000001 Control BSI  FFEFBAOD26413020
EOL Debug EDL  0000000000000000
= v FFFEFA0213A6CECH
i ) 0000000000000000
YUM - 5P 7 98D261FAILD
e = YMM - DP R0 FFEFFE02482F1400
[41» M\ GLobals fLocals ) Stack ) Classes | YMM - Int R11 0000000000000000
MSR B2 D000000DFFEFEFFE
2L User R13 FFFFF8022BBEZ180
oL R4 0000000DIESIBIFD
o RIS 0000D00DO00DOODA
cs 0
oL 3 5 0028
3 55 0019
DIL 3 b3 0028
2 £S5 0083
i ! [ w
fra] [raxs00000000] RIF  FFEFFA02482F4da2
EiL I RFLAGS 0000000000050246
024B2FAGE2L O 3
FEFEFA024B2FA4EIL O 3
L i S
4B2FA4ESL Of int ~
FRFITRO24S2FHAZL 2 Oszssamb GoCusor || Set Break Vew P Refresh J @ Breskpoin ===
v < w
-~ 2 [EIE=E [ e ] dontibo s Al
- 1)
Tate Tine Conpanent Heszage
®05/03/2024 17.00.56.557 Buildinasnl error: Translsticn error ia FEFFFO02462FA0AZL
Edt... Add... Remove | Remove Al Enable
a
=147 12,8 tond mac
FliHelp, F5Go, Shift+F5iStop, FE:Step Into, F10:Step Over, Shifts FZReset () 18 Stopped B4 it 1

You now have extra buttons showing up, including:

StartWinDbgC This initiates a debug session with WinDbg Classic
StartWinDbgX This initiates a debug session with WinDbgX
LoadCurrent This load symbols into SourcePoint at the current RIP
LoadAll Loads all current context symbols into SourcePoint
LoadedModuleList Displays all loaded modules

CachedModuleList Shows the module list that is currently cached

Step 2: Start WinDbg via a SourcePoint macro

Next, it is time to run the SourcePoint macro that launches WinDbg and establishes the
EXDI connection. For simplicity, click on either StartWinDbgC (Classic) or the
StartWinDbgX macro button at the top of the screen. After about 30 seconds, WinDbg
will open:

F 2 x4
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e iew Debug w Help
@ T REEHAGBRE A EREE0EE00EEI A4 M

- (s =Ha 2
Offset: [B5=ccpeip P | Mot || Customize.. Reworgs Funcinfo Source Addrs Hesdings Menelatle regs Frame rums
(101902 75574745 oo PR ——
fEfEE802° 55717&3 int 3 Reg Valus -~ e arg:

e = : rax  LE1££8027587dcd0 Mare Lesz
3 vox  fEffalfeSe€fdbbi
: o o e
3 Thx 0 EEEEB02 dba74£88 [EfF1802°7557dcea llfllSﬂZ TSETATER
3 rep  LE1E£B024ba7AtEd feEHES0s- (RATAESE BO00OS03 Doootoon  omtiifiave 7atiaces
3 wp 0
: et 01£s10661011520
i w0
fop word ptr [rameax] E
13 ffifalGeSestdbsn
S0 £E1E£B0275571400
BT

r12 AEEEEREE
¥13  fE1££80243a4c180
£l 19t4e7et?

s 0

£
£
I
i
£
£ dyord ptx [vex] Tip  1EHEEAD2ISSIATED
I sax.scx efl 50246
i 3 vdu s 1
i o o
£48] xor edx_edx es 1520
nsuz TEETIRNG Gias canid s
¥iandagiqarns a1aany e dmred nte (r01 mav
9= 2
Command Ea e
[ERDT. EsdiNotifyRunChange: Initialize() recurned Ux00000000 A
EXDT. TiveHernelTargnilafe Initialise() retarned Lx00000D00 art 0
01 Terget duitialization succesded arz 0
fernel Debugger connecticn established arr 0
Connatras v Windove 16 (301 MEd thsast at (Sar Apr 27 12:02129.051 2024 (UTC - 5:00)) prxéd TRIE e+ T4ETEDEID
Exior: Change all syabol paths attespts to access 'C: aysyabols’ fa o systen cannt find the file specified e
r
Path validsticn su fper 0
Eespanse e (ns) Lecation Frr]
Ceierred iy
Erzor E \ yabols fptv O
Ceferzed ;av-: \syﬁ:sl:;;ps #/nad] microsett con/download/syabels St0 0.00000000000000e+000
Frogee =tl 0.00000000000000=+000
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Syabol ssarch path ds. arve.C:\ayayabols; SRin Syabolarhtipe v/asd] aicrosott oo = RN
Loading syabols for FEEF902° 48200000 ntkaminp exe -5 ntkralap ess =t3  0.00000000000000=+000
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» emensmm 2 00000
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Losded ext xtension DIL
=xtension DLL axd 00000
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Y ime 00000
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Ln 11, ColdS SysGeXDIKD ProcO0D Thed 0000 A

Power Tip: You have a choice of launching WinDbg Classic or WinDbgX via the macro
buttons at the top. With this release of SourcePoint, WinDbg Classic is more stable
and higher performance. See our Troubleshooting section. Alternatively, at the
SourcePoint Command line, you can type in StartWinDbg(true) to start a WinDbg
Classic session, or StartWinDbg(false) to start a WinDbgX session.

The target will be halted as part of this process, assuming the VBS override
environment variable ( NT_WINDBG_VBS) has not been set:

¥ X 7]
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Environment Vanables

LIser vanables for alans

Yariable Value 2
GPU_FORCE_B4BIT_PTR 0

GPU_MAK_ALLOC_PERCENT 100

GPU_M&K_HEAP SIZE 100

GPU_SINGLE_ALLOC_PERCE... 100
GPU_USE_SYNC_OBJECTS 1

Onelrive ChUsershalans' Onelrive - Volaris Group
CnelriveCommercial ChUsershalansh Onelrive - Yolaris Groun ~
Mew... Edit... Delete
Systemn variables
Yariable Yalue "

_NT_WINDBG_VES

_NT_WINDBG_WORKSPACE EXDI

ASSET ChScanWorks
CormSpec CAWINDOWS\systern32hemd.exe
DALINSTALLDIR ChintelSWTools\systern_studic_2019_nda_1%45\tools\DAL_1.1942.10...
DriverData CAWindows\Systern 324 Drivers\DriverData
DXSDK DIR C:\Proaram Files (x861\Microsoft Direct SOK (June 20100 w
Mew... Edit... Delete
OK Cancel

SourcePoint will then look for the KdVersionBlock structure, read the kernel memory
and retrieve all the symbol information needed to match what WinDbg has (in terms of
the Microsoft symbol server, or a local symbol cache). If you have the SourcePoint Log
window open, you may see the symbol information being uploaded, but only for
WinDbgX:

Tate Tine Compenent Heszage
00000060 G96ESEGS 64426362 00436355 GE726567 winnedBob Cellnrege

000D00AD 65766374 73004363 wiwit

=g
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If you don’t have the Log window open, you will nonetheless see the SourcePoint
“‘Dashboard Lights” at the bottom right lighting up as the JTAG-based memory reads are
done:

When the symbol load is complete, you will see that WinDbg and SourcePoint break at
the same place.

The SourcePoint Code and WinDbg Disassembly window show the same location. Both
are typically (but not necessarily) halted on logical processor 0, at a RET instruction, as

can be seen in the above image.

Step 4: Load symbols with the LoadCurrent macro

Symbols that are visible to WinDbg have to be made visible to SourcePoint as well, if
we’re going to get the most out of the joint solution.

SourcePoint has the ability to view Windows’ symbols on its own, with no connection to
WinDbg. To see what this looks like, just launch SourcePoint and load your Project, and
follow the following steps:

Ensure that the target is in a Stopped state.

Click on the LoadCurrent macro button in the SourcePoint Icon toolbar at the top.
After about 10 seconds, the SourcePoint Symbols window will display the module that
the current instruction is in:

©2024 ASSET InterTech, Inc. 16 IAISSET
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(= Symbols (P0*) - Globals o | = | =
Mame Address \a
gl intelppm.pdb | |

r

<
4 I Irl'-. Globals ..-'iLD::.als }g S1::-.||:'.]-:_.]'-H Classes f

Interestingly, SourcePoint will display the symbols associated with intelppm.pdb
(sometimes). WinDbg does not generally display those symbols.

Expand the Labels within the Symbols window, and then you will see it populated with
all functions that are in the current module, for example:

r xF x4
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e

-

(=, Symbols (P0¥] - Globals ===
MName Address ~
§. PspStorageGetObject FFFFFE075F1A7FSEL
§. PspStoragelnserntObject FFFFFa075F0C54COL
f. PspStorageMakeSlotReadOnly FFFFFE075FOC2E0CL
§. PspStorageRemoveObject FFFFFE075F3BEET 4L
§. PspStorageReplaceObject FFFFFa075F3BEF94L
§. PspSubtractAccountingValues FFFFF8075F3B74C8L1

f. PspSysAppldClaim FFFFFB075F477940L i
f. PspSyscallProviderOptin FFFFFE075F3BAFFCL g
f. PspSyscallProviderServiceDispatch FFFFFE075EE3SEDOL i
§ PspSyscallProviderServiceDispatchGeneric FFFFFE075F3B91ARL

f. PspSystem325tring FFFFFB075F4771ESL

f. PspSystemCpuFartitionMName FFFFFE075FL9E4EQNL

f. PspSystemDriveString FFFFFR075F477 2081

§. PspSystemRootString FFFFFa075F477 2181 i
f. PspSystemRootSymlinkMame FFFFFB075F4779C0OL

f. PspSystemRootTargetPrefix FFFFFa075F47 71081 i
§. PspSystemThreadStartup FFFFFa075EDS69A0T

§. PspTeardownPartition FFFFFE075F3BAT40L

f. PsplerminateAllProcessesindobHierarchy FFFFFa075FO0ASAFEL

f. PsplerminateAllThreads FFFFFE075F1B3830L1

f. PsplerminateFicoProcess FFFFFa075F3B9CFOL

£ PenTarminataPricace FRFFFANTERNATA AT b

<
\Globals I.-{ILDcals I}\Stack I.‘-'-.Il:lasses l.-'r

Power Tip: If WinDbg accesses symbols outside of intelppm.pdb (which it will during
any typical debugging session), you’ll need to run another “LoadCurrent.mac” to
additionally access these new symbols within SourcePoint.

Power tip: Right-click on a function name within the SourcePoint Symbols window, and
you'll see a rich number of capabilities that can be applied to that function, such as
setting breakpoints, opening the function’s Code window, etc.

All the Windows kernel function name symbols are displayed in the SourcePoint
symbols window, under the Globals tab. You can right-click in the window to see the
function addresses as well as function names. Right-clicking on a function name gives
you the context-sensitive options to work with these functions:

ASSET
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Edit

Cpen Code Window

Cpen Memary Windaw

Set Breakpoint Fa
Go Lnkil Cursor F7

v Hexadecimal Display
Show Mames
Show Types

v Show Yalues
sShow Return Type
Show Source Lacation

Expand Children

Collapse Children

Viewpoink g
Refresh

Properties

Now, it is possible to see the power of the two applications applied together. As an
example, go into WinDbg and set a breakpoint on the entry point to the function
MmCreateProcessAddressSpace:

bp nt!MmCreateProcessAddressSpace
Then hit Go within WinDbg.

Sometimes the breakpoint is hit right away. You might need to move the target's mouse
around, or open a window on the target, before the breakpoint is hit.

You can then see the break in both applications. Do a LoadCurrent from within
SourcePoint. You can see that the Code windows between the two applications are
symmetrical:

©2024 ASSET InterTech, Inc. 19 IAISSET

SourcePoint WinDbg Getting Started Guide — UP Xtreme i11



SourcePoint

Platform for Software Debug and Trace

Fie Edit View Debug Window Help
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o £ MSetSystemEnvronmentValusEx FEFFFa024955054 1L 000000000000044E
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n'&i‘éx‘a:ess?am-:onm £ MiSetThaadExecutionState | FEFFFB02452F581 s a010
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Command a
O Startintba false)

User Defined Macrs §2: C:\Users i 7.12 inDbgbut tonUinDbgBnl_Chk asc
s>l.oe3u:umpman

Fi:Help, F5:Go, Shift«FS:Stop, FitStep nto, F10:Step Over, ShiftsFiZReset L3 18 Stopped 4Bt

Power Tip: between individual “Go” commands and breaks, the context of the code will
often change (i.e. the value of CR3 changes). Even though the module name will still
appear in the SourcePoint Symbols window, the needed symbols will no longer appear
in its Code window. Hit the LoadCurrent button again to re-display the symbols.

F 2 x4
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Alternatively, take the following steps to ensure the Code window context is updated
upon each break:

Under the File menu, select Macro > Configure Macros..
Click on the Event Macros tab.

Select Event: Breakpoint (any)

Then browse in the main folder, and select Events.mac.

This will slow down breakpoints ever so slightly, but it will ensure the code context is
refreshed without manual intervention.

Power Tip: Once the PDB file is identified, SourcePoint will search for the symbol file in
WinDbg’s stored Symbol path, and then if not found, its Cache path. The symbol path in
most WinDbg installations is something similar to:

srv*C:\Symbols*http://msdl.microsoft.com/download/symbols

and SourcePoint has no knowledge of HTTP access, so it will extrapolate only the
C:\Symbols portion, and next go to, and include, the cache path.

When symbols are loaded solely with SourcePoint (WinDbg is not launched),
SourcePoint will refer to the WinDbg path local to your debugging PC. Type:

sympath

in the SourcePoint Command window, and you’ll see where SourcePoint will look. For
example:

c:\symbols;C:\ProgramData\dbg\sym

You can explicitly set the symbol path to be that of WinDbg Classic’s, by typing in the
Command line:

windbgc

Alternatively, typing:

windbgx

sets up the symbol path as defined within WinDbgX.

Symbol and cache paths are a little tricky with WinDbg Classic. WinDbgX allows for an
explicit description of the cache path:

©2024 ASSET InterTech, Inc. 21 IAISSET
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Debugging paths

Source path:

SRV*ch\symbols*https://msdl.microsoft.com/download/symbols
Symbol path:

Browse...

Default cache: | % GRAMDATAS\Dbg

Whereas WinDbg Classic does not; you have to embed it in the Symbol path, and that
is squirrelled away in the registry:

Symbol path:
SRV e symbols hitps://medl microsoft.com/download symbals:C:
"ProgramDatadbg sym|
Cancel
Help
Browse...

It is important to be aware of Workspaces. SourcePoint will use the settings detected for
default Workspaces (Default, AMDG64 etc), but best practice is to create a separate
Workspace; in this case, we name it EXDI:

©2024 ASSET InterTech, Inc. 22 IAISSET
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Open Workspace

Workspaces:
Default

Workspace:
ExXDI

[ ok | canced | Hep |

Be sure to load the Workspace after you launch WinDbg, and use the SourcePoint
windbgc and sympath commands to ensure the path is latched in. Once a Workspace
is decided on, you can force the specific Workspace by setting an environment variable
(_NT_WINDBG_WORKSPACE):

r xF x4
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Environment Vanables

LIser vanables for alans

Yariable Value 2
GPU_FORCE_B4BIT_PTR 0

GPU_MAK_ALLOC_PERCENT 100

GPU_M&K_HEAP SIZE 100

GPU_SINGLE_ALLOC_PERCE... 100
GPU_USE_SYNC_OBJECTS 1

Onelrive ChUsershalans' Onelrive - Volaris Group
CnelriveCommercial ChUsershalansh Onelrive - Yolaris Groun ~
Mew... Edit... Delete
Systemn variables
Yariable Yalue "
_MNT_WIMNDBG_VES FALSE
_NT_ WINDBG_WORKSPACE
ASSET ChScanWorks
CormSpec CAWINDOWS\systern32hemd.exe
DALINSTALLDIR ChintelSWTools\systern_studic_2019_nda_1%45\tools\DAL_1.1942.10...
DriverData CAWindows\Systern 324 Drivers\DriverData
DSDE DIR C:A\Proaram Files (x861\Microsoft Dhrect® SDE (lune 201014 v
Mew... Edit... Delete
QK Cancel

Editor’'s Note: WinDbg tends to store an extraneous “\sym” in the cache path that needs
to be worked around. You'll see that SourcePoint handles that properly.

Power Tip: If you're using SourcePoint by itself, it may be helpful to store as many
symbol files locally as possible. Use this following command (on the target PC) to
download them, and then copy them over to your cache path on your host debug PC:
"C:\Program Files (x86)\Windows Kits\10\Debuggers\x86\symchk.exe" /r

c:\windows /s
SRV*c:\symbols\*http://msdl.microsoft.com/download/symbols

—
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It's a good idea to disable Ethernet on the target for your debugging, to avoid Windows
Update changing the modules and their GUIDs, requiring a reload to update the cached
symbol files.

F 2 x4
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Getting SourcePoint to display module names as well as function names

WinDbg displays the fully qualified symbol name, including the module name, in its
windows, as in nt !MmCreateProcessAddressSpace. SourcePoint truncates them
by default to solely the function name, as in MmCreateProcessAddressSpace.

The module name prefix can be displayed by enabling SourcePoint’s Qualified Symbol
Name (QSN) format. In the Options menu, select Preferences, and click on “Use QSN
in disassembler”.

Preferences

General Emulator Breakpoints Code Memaory Program  IpC Colors

Source code C++ symbol name dermangler

®) Auto detect Demangled symbol names

oc Compiler: | GCC Standard v
O C++

[JHide C++ internal symbals Use QSN in disassembler

Smart symbol analysis

Load from temporary copy of program

[]5hare source file path map among all programs Source Path...
[]Internal globals are public

[]15how individual inline functions

Array expansion limit: | 10000

The Code window display will now look something like this:

— 7y
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@ Code (P0%): (64-bit) Tracking IP 000OOCO00O0DO0DOL - FFFFFFFFFFFFFFFEL =
FFFFFa0274682E07L Bo40000000 now ecx, 00000048
FFFFFE0274632E0CL OFERDD MOFZHE ed=, al
FFFFFa0274682E0FL 410895FA000000 now byte ptr [r13+000000fa].dl |
FFFFFa0274682E16L 5BC2 now =ax, edx
FFFFFE0274682E18L 40C1ELZD =hr rd=, 20
FFFFFa0274682E1CL 0F30 WEMST |
FFFFF30274682E1EL 4150A5FE000000FE and byte ptr [r13+000000£8].fe
FFFFFE0274682E26L 41BL01 000000 now r104, 00000001
FFFFFR0274682E2CL 4430702450 cnp byte ptr [rsp+50].rlEb
FFFFFE0274682E31L 7476 je crntkrnlmnp . PpmlIdleExzecuteTransition+11b9
FFFFF20274682E33L 410FERBL9ATVENDDD novex =ax,byte ptr [x13400007=9%2]
FFFFFa0274682E3BL 4408702450 now byte ptr [rsp+50].rlEh

S FFFFFE0274682E40L 84C0 test al.al
FFFFFE0274082E420 V465 je contkrnlnp . PpmldleEzecuteTransition+11b9
FFFFFa0274682E441 c54008B04 252000+ mow rax,gword ptr g=: [00000000000000207
FFFFFE02746832EADL ACEDOEACDIDVEE lea rd gword ptr [f££££80274400000]
FFFFFa0274682E54L 418EDA now ebx, rl0d
FFFFFa0274682E57L BB4624 now ecx,dvord ptr [ra=z+24]
FFFFFE0274082E0AT 4480B82A7E000D now byte ptr [raz+00007=9%a].r15hb
FFFFFa0274682E61L 418E9488D024D000 mow ed=,dvord ptr [r8][rcz=4+00d4d024d0]
FFFFFa0274682E69L BBECA now ecx, edx
FFFFFE0274682E6BL SEC2 now sax, ed=
FFFFFa0274682E6DL B2E1GE and ecx, 0000003
FFFFFE0274082E70L 48D3ES =al rhx.cl
FFFFF20274682E73L 42F702 not rh=

FFFFF80274682E1CL v| Q Disassembly ~ ~  Go Cursor Set Break B Track IP View IP Refrash

Power Tip: Note that SourcePoint’s syntax is slightly different from WinDbg’s:

WinDbg: ntkrnlmp!PpmIdleExecuteTransition+11b9
SourcePoint: c:ntkrnlmp.PpmIdleExecuteTransition+11b9

Do a Project Save to save these settings into your Project, so they’ll automatically load
for your next session.

In an upcoming release, we’ll make QSN the default in the disassembly for Windows
debugging.

Y 2 2
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Using Intel Processor Trace

Once using run-control is mastered, it is worthwhile testing out some of the SourcePoint
advanced trace features, such as Intel PT.

First, ensure that the target is in a Stopped state. If not, issue a Break from within
WinDhbg.

Then, within SourcePoint, open up a Trace window, click on the Configure, and then
click on the Intel PT tab at the top:

r xF x4
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Trace Configuration

LBR BTS Trace Hub AET IntelPT Intel PT Memory
Processors to trace
i None
@ Al
(OList: | PO
Share filcer / timestamp settings
i® Apply settings to all processors
() Apply settings to PO w
Filters
[IRange 1: | Enter symbol or start-end @
[JRange 2: | Enter symbol or start-end
ClecpL: User w
[ ]CR3:
Timestamp
TSC
CIMTC Frequency: \CTC 6 -
Cycle accurate Threshold: | 0 (fine) w |
| 0K | | Cancel | | Help |

Click on “All” Processors to Trace, or select a processor from the list. Ensure both TsC
and Cycle accurate are enabled.

Then click on the Intel PT Memory tab, and use a spare memory area to store the trace
data:

r xF x4
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Trace Configuration

LBR BTS Trace Hub AET  IntelPT Intel PT Memary
Trace buffer

() Use processor settings

(® Use SourcePoint settings:

Base address: 0000300000000P @

Length per core: |4k v|

Trace capture mode

(®) Overwrite

() Append

I oK || Cancel || Help |

NOTE: “Use processor settings” can be selected if the BIOS has been set up with this.
For the UP Xtreme i1l board, this is not the default.

Then hit Go from within WinDbg, and then hit Break, and you will see something like the
below in SourcePoint:

r xF x4
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Fie Edit View Processar Options Tace Window Help

BEW L SR e | B StanWinDbg 43 StanWinDbgX G LoadCurent 8 LoadAll 6L it i S EEYE oHLPFT DS S
@ Breskpoines G Code > Command [ Log @0 Memary IP Registers G Symbols »¥ Tace GR) Viewpoint Q3 Watch =¥ NELL ®
G Code (P): (62-bit] Tracking IP - = T3] | R Symbols (P) - Globals =& ]= 00 Viewpeint =EE=]
EEEFE EEL ceocUFLER40000+ nop Crax][zax+00000000] | [ Hame -~ Name. Descaption I Status ~
ERERES02755747E || £ MDeletoParitanResourcas | FEFEF024916229 & B0 TigarLake Stopped
EFFFES02755747E1L T _ f MiDelstePerSessionProtos | FFFFFR0240F2EQ0 o ;; ;xwﬂ;: gmp:
=1 D2755 MiDeletePinBithaps FFFFFE02494DBSE o iger] tam
SRR MiDeletePhys memPre FFFFFR0Z4BE7ESE EE Tigerlaks Stopped
FFFFE302755747F" FFFFFB0ZABEAB3E ©
EEEERADIIERTATE FEFFFA0Z4BERF2E
EFFFF302755747F - i
EFEFFQ0275574 7E IR Genen Registers (0") =Sl
Sy Snw T
ool e e a'"‘"s:“ FEL  0000000000000500
EFFFFA02755 748041 [ Fooeig Font FCE  FFFFAISESESFDERD
FFFFF3027557480 h RDX 0000000000000000
EFFFF30275574809 - Segment EEE 0000000000000D00
(R |- Control RSE FFEFAIBEEF011520
| EDI  00000000D000ODAD
EEEREdD S5 e | Deg L L L
EFFFF3027557481. | ] 000000000000P80
027557481, [Yhoa -0 9 FFEFAISESESFDRS0
302755 74B1 - YN - DP Fi0  FFFFE80275571400
EFFFFa02755 7481 oyt EIL 0000000000000000
EFFFF3027557482 & MSR ElZ  0000000OFFFEEFEE
FFFFFO027557482. 1 R13 FFEFFE0283A4C180
ATl e Rit  000D0016D95CI5FS
EFEFEA0275574624 F15 0000000000000000
FFFFF802755 748251 CC int s o010
FPFFF80275574B261 ECG60FIFR40000+ mop 5 0028
ord_dispatch_icall _nop £ 0018
EFFFFa0275574B30L FFED = 638
Fs 053
a5 028
RIP  FPFFEO027SS747F2
EFLAGS  0000000000050246
40078 [ configure... Pl | [Gte | | et

4[+]\G106a1s fTocals | Scack fClasses |

Cemmand

ding User Defined Naczo #2: C:Us 7.2 by _Chk mac
25 LeadCurrentiindba( )
25
User Defined Macro #2. C.Us 1 t-IA_7.12 S5 Hacros WinDbg-buttonVinDbgBtnl_Chk wac

ling
0>LosdCurrent¥inDbat}
>

FiHelp, F5:Go, ShiftF5:Stop, FE:Step Into, F1l:Step Over, ShifteF12Reset 0 18 Stopped BBit (1]]]

Feel free to resize the Intel Processor Trace window, and make it Floating, to see the
trace data.

Click on the Display button within the Intel PT window, and be sure to click the
appropriate buttons to ensure you see the symbols. These would include Object Code,
Symbols, Pseudo-ops, Instruction Lines, Data Lines, and Labels Lines in the
Disassembly section.

You can click the cursor at any code line within the Intel Processor Trace window, and
right-click to open up a Tracking Code window that shows you the code and symbols (if
available) for that line of code. You'll see the below when you open up the Tracking
Code window at an arbitrary line of the traceback:

F 2 x4
©2024 ASSET InterTech, Inc. 31 4?5[

SourcePoint WinDbg Getting Started Guide — UP Xtreme i11



SourcePoint

Platform for Software Debug and Trace

Fie Edit View Processar Options Code Window Help

EER LW RS | B StanWinDbg 43 StanWinDbgX G LoadCurent 8 LoadAll 6L i g it FTEEE SULET DS S
@ Breskpoines G Code > Command [ Log @0 Memary IP Registers G Symbols »¥ Tace GR) Viewpoint Q3 Watch =FHNE AL ®
@ code (P1"): (63-5it) Tracking IP - [SI[E & ] | & Symbols (Pr) - Glokals e= =] ==
FEE EEL CAGE0FLEG40000+ nop Crax][zax+00000000] | [ Hame -~ Hame | Descagtion I Status ~
FFW 7557471 vn sti £ MiDeloteParthanResources. FEFFFB024916229 & PO TigerLake Stopped
z CareaTiren 4t § MiDslsieRerSessanProtos | FFRERROzesEaEaD 71 Tigesleke Stopp=d
el MiDeletePinBilaps FFFFFB02494DESE o P2 TigerLake Stopped
MiDeletePhysmemPia FEFFFE0Z48F7ESE el Stepped =
FFFFFB024BEAB3E © *
TATEIT MiDslstePteList | FEFFFE024BESF26
5747F4L MiDslsteFtaRun | FEFFFB024BES46C
F‘Fb‘l_’?s?ﬁss?l??!l SFiranaonoonna £ MiDelat Clust FEFFFB0240F5405
FrEFFa0szassianT sas . e £ MDal bun CHIHY
B el Processor Trace (P0F)
TINESTANE
EGF1301F00
FL 48BECE now
43BEBA03000060+ it 70000000359
L 43BB05CD71A300 nov, leu IIv d ptr [HalpTinerRefersncePags]
ge54008 . rd prr [xa)u(Q]
ot rtl qwﬂrc Ptz (28]
pas
L Stboat0 les Tex, qvard nix [z (xdx
HEFHDRFJHA]UU rox. quord [Ral:ﬂllg)nelFsrlDIlanDM‘n.LEr
h| it now YT Mecrd oir frapid
hLai rda|zcx
hea 9&1 now rdi, quord ptr [ 0]
P uresna:unaoa unewPerlmnanoewmna:Al-:
lga T tes rsi.rs
i KeluezyPertornanceCaunterses
fee WEEZCNW v sbx.quord ptr [zsp+dd]
fge’ ASL 48B3C420 r=p, 00000020
lgeT L 5 rsi
pael o int 3
pasi GIBFDCO0000040 dvord ptr [rdi+000000d=].00000080
be 43BBETCOO00000  mowv zex geord phe [rdisD00000c0]
4383442438 nov quord prr [re
WCK 21 xsuusxypw(umenmu:umawm
] RaliTinesGetaternallata
i 80248E14DCHT ISEBTS TeN raw
s [ FrrromaseeLdea. :I [setBek | [ltack [ Veww | [ Refwh
fmPage | FFFFFE024BE7ETE
FFFFFROZ4RESESF
esses FFFFFB024BEEBCT
v st FFFFFBO024BE0TAD Y
3
1952 Diszssembly | configure.... | [ Deply. Fiter... Calbrate | ack AClasses
Command a
ng User Defined Macro 2. C U 7.12 by _Chk mac. ~
Z)Inudﬂlmnllsnm:g[]
ng User Defined Macro #2: C.Us t-IA_7.12 §3\Macres WinDbg button UinDbgBtnl_Chk aac.
0>budcunemhnm:g(l
FiHelp, F5Go, ShiftsF3:Stop, FiStep Into, FID:Step Over, Shifts FIZReset " 18 Stopped i

To see a visual display of the trace data, right-click within the Intel Processor Trace
window, click on Trace Search.., clickonthe Call Chart tab, and hit Analyze.

You’'ll see something like this:

Edit VMiew Processar Options 'Window Help

EER LW RS | B StanWinDbg 43 StanWinDbgX G LoadCurent 8 LoadAll 6L i g it FTEEE SULET DS S
@ Breskpoinss G Code > Command [ Log @0 Memary IP Registers G Symbols ¥ Tace G Viewpoint Q) Watch =FHNE AL ®
Cal Cnat Name | Descaption
o s c PO TigerLake
Adyee. [+ =[xt ~|  Cyde: 3533 Totaltime 16.483us Messured time 4 314 us o P1 TigerLake
> « P2 TigerLake Srapped (hit sreshratn:
£ Function < T6483us > Incl Time | Excl. Time BES TigerTabe topeea
< >
e |®] =]
| ﬂl ‘
FFFFA1GE63260080
0000007905CDRCED
0000000000100080
FFFFFSB9452EF480
10 FFFFF0244B16ER0L 7.673 us  41.027 ns 0000007905CD0C78
11 IotCaliDriver 7.070 us 57 p= FFEFF50945 2EF340
12 gusrd_dispatch_icell 7.069 us  126.775 ns FFFFF503452EF335
13 FFFFF8024AD40590L 4 967 us 69.924 ns 0000007305CDOD40
14 FFFEFO024AC603501 1457 us 4261 ns gggg;gggg?ﬁgg
15 Rt1CaptureStackBackTrace 1.453 us 1.070 ns
16 Re1Va1kFransChain 1452 us 31393 ns .Fﬁﬁf.gﬂﬂéﬁﬁﬂééiéi
17 Rt LpValkFransChain 1131 us 70548 ns
18 Relpm¥irtuallnvind 35.316 s 6 778 ns B uaonen
19 RelplavindErologue 20.536 s 26.538 ns
0000000000000000
010
0028
0018
0028
053
028
FPFFF80243240500
<5 \POLPINP2(FIRPA)PENFERPT/ |« > FLics Donbo00onnsoza
[O03633 P2 FREFFA0ZMOEACEES mov Thx. D000TEFTEETatfTE =730 s
P2 acw rax, [r=p+O00000cE ]
B2 now e
B2 EFEFFA024BEACEEA nov ré.[ré]
P2 8] rdx. r12
P2 FFEFFE024BEACCOD mov [x3p+3E].Tax
P2 EACCOS aow
B2 FFFFFA0248EACCOR l=a rax, [rsp+00000098]
B2 10 aov [rspsd].Tax
P2 mov [rsp+28].781
i i HiRian oaten
B2 [xapi20].che o >
3633 Disassembly | | Configure... | [ Display. Fiter... Calbrzte | Refresh

Cemmand

0 LoadCurrent¥inDbg () 5
i

User Defined Macro #2. C:\Users A7.12 by nlbgBtal Chk asc. .
urrent¥indba().

Fl:Help, F5Go, ShiftF5iStop, Fi:Step Into, F10:Step Oves, ShiftF12Reset 3 18 Stopped BBt

r z x4
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Move the time arrow by clicking on a section of code, or use your arrow keys. Expand
the view of a particular area of code with the mouse wheel, or using the Expand (starts
at x1) drop-down or +/- buttons at the top.

r xF x4
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Event Trace

First Step: Configuring the Intel Trace Hub

Event tracing on the TGL platform is accomplished by the Intel Trace Hub. Fortunately,
using DCI, events supported by the Intel Trace Hub can be streamed directly out of the
system, well before Windows boots, with no need for system memory to be available.

Boot to the UEFI shell. This is accomplished by powering on the target, and pressing
the F7 key until you come to the password entry screen. Note the Power Tip above that
references the newer Celeron boards, and the workaround necessary to get the target
to power up.

Click on the Trace button in the toolbar at the top, to open the Trace window; then click
on the Configure.. button; then click on the Trace Hub tab. Set the settings as
below:
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LBR BTS Trace Hub AET IntelPT Intel PT Memory
Masters to trace
(O None

OAl
@Lst: |18 | =]

Trace routing

Trace Hub: ‘DbC vl

Intel PT: System Memory v
AET: Trace Hub v

System memory trace buffer

Use BIOS settings

Use SourcePoint settings

Base address: | 010000000P @
Length: |16k v|

Timestamp

[J Alignment packets Frequency; CTC 16 v|

Master / Channel definitions

Filename: | Targets\TGL\TraceHub\ TGL Ports.xml | =]
l oK | ‘ Cancel ’ , Help ‘

Second Step: Set up Architectural Event Trace

Now, it’s time to tell the Trace Hub what you want to trace.

F 2 x4
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Once the Trace Hub has been enabled for the features you need, click on the AET tab,
select A1l as Processors to trace, and select RDMSR/WRMSR and Port In/Out
as events to trace:

Trace Configuration X

LBR BTS Trace Hub AET IntelPT Intel PT Memory
Processors to trace
(O None
@ Al
Olist: | Ppo
(e.g., PO, P4-P7)
Event sharing
® Apply events to all processors
(O Apply events to:

Event ' Enabled |
HU/SW Interrupt

IRET

Exception
RDHMSR-WRHMSR
Port In-Out
Code breakpoint
Data breakpoint
BTH

SMI/NMI- RSM
MONITOR/HWAIT
WBINVD

SGX

—

BR [ A

O00O0000RKOOO0
ODoOoOooooooooo

Advanced... Clear all \

| 0K H Cancel \ Help \

Now, you can simply do a Go/Stop to capture the event trace data. Below shows the
use the Command window to simulate a break on any read/write of, say, port X CF8’, the

¥ X 7]
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PCI CONFIG_ADDRESS. This is conveniently done by issuing at the Command window
P0O> prompt:

go til cf8io

This will run the target until the next IN or OUT to CF8.

After issuing the command, you’ll see something like this:

File Edit View Processor Options Trace Window Help
BHEBER S & §fload UEFI Macros Y 4 @ M B 0 M & £ & ©Breakpoints G Code > Command [l Log B Memory IPRegisters @ Symbols »* Trace @8 Viewpoint Q Watch
L~ e ?

- Staws
Stopped (hit br.
Stopped (hit br:
Stopped (hit br«
Stopped (hit bre«

STATE ADDR itk S—
o data available - Unablg| STATE INSTRUCTION

000008
000000
000000
[000CF8
[0A3CCO
(0CD000
BS1C00

Date Time q |
@11/17/2021 16:35:39.976 |
@11/17/2021 16:35:49.222 ]

ety | [Contprer. | | Dpay... | [\FBEA) [GaiBaEY] | Retren -

Command

oading Reset (after): C:\Users\alans\Documents\Arium\SourcePoint-IA_ 7.12.15\Macros\Intel\ADL_TCO_Timer_Disable.mac... ~
PO>npkEnableForce ("cpcie=1", "tsact=1")

PO>go til cfBio

PO>go til cfBio

PO>go til cf8io

PO>go til cfBio

PO> |

v

FlHelp, F5:Go, Shift+FS:Stop, F8:Step Into, F10:Step Over, Shift+F12Reset PO 18:Stopped 64 Bit Halt Mode [[11]

Scrolling up a little, you'll see a mix of Port In/Out and RDMSR/WRMSR. All
timestamped.

Power tip: The Last Branch Record (LBR) stack associated with each event can be
captured as well. This is a very powerful debugging utility, especially when
troubleshooting code execution leading up to events before system memory is initialized
and Intel Processor Trace is available.

r z x4
©2024 ASSET InterTech, Inc. 37 4.?5[

SourcePoint WinDbg Getting Started Guide — UP Xtreme i11



SourcePoint

Platform for Software Debug and Trace

Trace Configuration X

LBR BTS  Trace Hub AET  Intel PT Intel PT Memory

Processors to trace

(O None
OAll
@ List: |pO
(e.g., PO, P4-P7)

Event sharing

@® Apply events to all processors

O Apply events to: v

Event Enabled LBR |
HW/SW Interrupt 0 O

IRET O O
Exception O O
RDMSR/WRMSR 2 ]

Port In/Out = =

Code breakpoint O O

Data breakpoint O O

BTM O O
SMI/NMI/RSM O O
MONITOR/MWAIT O O

WBINVD O O

SGX O O

Advanced... Clear all
OK Cancel Help

1 r xF x4
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Getting Started with Hyper-V/VBS Debug

Debugging with Hyper-V and Virtualization-Based Security (VBS) is supported in the
SourcePoint 7.12.53 release.

In SourcePoint 7.12.53, the main features introduced for HV/Secure Kernel debug are:
e VM Launch, VM Resume, VM Exit breakpoints
e vmcs macro (usable in Host mode) with functions:

o vmread(encoding) // to read a specific VMCS field

o vmwrite(encoding, value) // to write a specific value to a VMCS field

o dump() /[l dumps the VMCS

o reason() /Il displays the VM Exit reason

o ipt() /I turns off “conceal” bits and enables Intel PT

Power Tip: You must be in Host mode to use the vmcs macro functions.

Within SourcePoint 7.12.54, the vmcs macro (which uses in-line assembly) will be
deprecated, and direct probe mode-based access to the VMCS in both Host and Guest
mode will be provided.

Let’s get started. We’'ll walk through a subset of the capabilities. There are a multitude
of areas to explore here.

Firstly, change the Environment Variable NT_WINDBG_VBS to TRUE, so that
SourcePoint doesn’t go scanning for the KdVersionBlock (it can’t find it in a hypervisor-
enabled target anyways):
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Environment Vanables

LIser vanables for alans

Yariable Value 2
GPU_FORCE_B4BIT_PTR 0

GPU_MAK_ALLOC_PERCENT 100

GPU_M&K_HEAP SIZE 100

GPU_SINGLE_ALLOC_PERCE... 100
GPU_USE_SYNC_OBJECTS 1

Onelrive ChUsershalans' Onelrive - Volaris Group
CnelriveCommercial ChUsershalansh Onelrive - Yolaris Groun ~
Mew... Edit... Delete
Systemn variables
Yariable Yalue "

_NT_WINDBG_VES
_NT_WINDBG_WORKSPACE EXDI

ASSET ChScanWorks
CormSpec CAWINDOWS\systern32hemd.exe
DALINSTALLDIR ChintelSWTools\systern_studic_2019_nda_1%45\tools\DAL_1.1942.10...
DriverData CAWindows\Systern 324 Drivers\DriverData
DXSDK DIR C:\Proaram Files (x861\Microsoft Direct SOK (June 20100 w
Mew... Edit... Delete
OK Cancel

It is so much easier to see VM transitions if only one processor is made active on the
target. There are several ways to do this. One is to issue this command on the target,
from an Administrator CMD prompt:

>bcdedit /set numprocs 1

And then reset the target.

Another means is via the advanced BIOS settings (with the upasswOrd password), go to
CRB Setup > CRB Advanced > CPU Configuration, disable Hyper-Threading (if you're

—
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on a target that supports it — the Celeron board does not), and set Active Processor
Cores to 1:

Aptio Setup - AMI

Main

CEDRAM [Enabled] Number of cores to
CPU Flex Ratio [Disabled] enable in each
Override processor package.
CPU Flex Ratio 18
Settings

Hardware Prefetcher [Enabled]
Adjacent Cache Line [Enabled]
Prefetch

Intel (WMX) [Enabled]
Virtualization

Technology ++: Select Screen

PECI [Enabled] Ti: Select Item

AVE [Enabled] Enter: Select

AVX3 [Enabled] +/=: Change Opt.

| CESSO0] | Fl: General Help

BIST [Disabled] F2: Previous Values

AP threads Idle Manner [MHAIT Loop] ii|F3: Optimized Defaults
AES [Enabled] F4: Save & Exit

ESC: EXRit

version 2.21.1278 Copyright (C) 2021 AMI

Disable the synthetic watchdog on the target to ensure that the target does not

autonomously reset itself in probe mode:
>bcdedit /set {default} loadoptions "systemwatchdogpolicy=disabled"

Power Tip: After crashing the target, which you will do periodically when you go “off the
fairway” with VMM debug, you will need to power-cycle, and Windows will launch
Automatic Repair to attempt to restore itself. Then you have to Restart again. There is
no need for this, so to save time, you can disable recovery boot from an Administrator
CMD window:

>bcdedit /set recoveryenabled No >NUL

>bcdedit /set bootstatuspolicy ignoreallfailures >NUL

Boot the target to the UEFI shell. This is accomplished by power-cycling the target and
holding down the F7 key until you see the BIOS login prompt:

Enter Password
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Launch SourcePoint, connect to the target, issue a Stop, Refresh the Code window, and
set a VM Launch breakpoint:

Add Breakpoint

Identifier: | WMLaunch |

Break on: |‘I.I’MLaunch v| Advanced...

Resource: Processor ~

Processor: | PO L |

Location: @ 1010...

Translate: w

Length: w

Data: 1010...

External: 1010...

SedLEnce; W

Crrrdfrrﬁcrcr:| || Browse... |
[oc ] omel || web

Hit Go. Be sure to hit Enter a couple of times to start the Windows boot process. You
will break at the first VM launch, and land in the hypervisor, in VM Guest mode. Click on
the LoadCurrent macro button, and you will see we’re in hvix64, for which there are no
symbols:

¥ X 7]
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EEW EE SE S SantWinDbgC 4 StanWinDbgX S LosoCument S LosdAl o5 ist 85 C ist S5 FEEE OoHUWES DS S
@ Breskpoines G Code > Command [l Log Ml Memary [P Registers G Symboks ## Tace B8] Viewpeint Q) Watch =N ELE T
] Code (0 rsa-sm ms-g 1P 0000000000000 - FFFFFFFFFFFFEFFEL [ =] | @ symbobs 0 - Globals QR DD Viewpoirt (=@ =]
0L RTCN0000000 o Tax. 00000010 w | [ Name Address, Hame | Descriptian Status A
mnwnmmgigi 0E0: azesune & PO TigerLake Stopped
> TTR.ICK
wneall
D31 int 3 v
FEFFFO0FSACIDILEL 40EFC dec rax 3
FFFEFB0FSACIDI1EL 75ED ne ELLE80EBac3d310L
En e o
4gC1E sa dx
FFFFFAOFSACIDIZAL 48052 = ox zd I — = —
EFEEEF 291 492800 ax 10 v;
FF! 324 rax 4 ' o
¥ep. 00000028 0000000000000000
. RCK  FFFEFA2713F23090
H WX 0000DO00N00DESIE
3 REP  FFFFFaI713F23EL0
3 RSI  FFEEFAZ4DC4D0000
3 EDI  FFEEFA0FSE1AD000
3 RSP FFEFFaI713F23CH0
Lome = FFFEFA2713£23000
- 4301, 1 k) FFFEFA0FSACIDILA
R Tep+30). Tox < > R10 FFFFFR0FSACIDZF1
rdx quard ptr [££E££B0£5acidITT) [ obals fLocals ] Seack ) Clas: R11 00000000FFFFEFFF
B R FFFFF80FSAEDSFCS
rd [pu [£E1££80f5ae3d36b] 3 0000000000000000
fllf\f adiceall 10 R4 000000000000001E
Fox.quard pir [reptdo] RIS FFFEFAOFSE1ADO00
3 cs 010
E£1£805ad0c430L s 0000
x. 10K E) 0020
s ) 0000
£
3 RIP  FFFFFAOFSACIDILS
3 RFLAGS  0000D00000010002
3
|
it ; s s x|
FFFEFOOFACIOAGIE. o int 3 >
FAFBOFSACIBIAL - || 2] [Dsssembly v | GoCursor | | SetBresk | ATackp | VewP Refresh L S e
I Lo
Tate Tine Companent Hesmage
@05-04-2024 11714.26.29) Inages nec LosdCurrent  File dossn't exist —5 hvixGd.pdbALCLEO7160610004FCO34AMDICEAIAI I hvixsd pdb
| B [ e et | [ o |
Command a
mectin ~
ing Comnand Lengusge ions: o 187 125 naz
EI>
IA_7.12 WinDbaBtnl Chk nac.

ing User Defined Hacro #2: C: U
0> LoadCurrent¥inDbg( )
i

FliHelp, F3(Go, Shifts F5iStop, FE:Step Into, F10:Step Over, Shifts F1ZReset

WMGuest  B4Bit

" 18 Stopped

Hit Go, and then LoadCurrent a second time. You're in hvloader, again in VM Guest

mode (not surprisingly, since we used a VM Launch breakpoint):

Fie Edt View Procesar Options Log Window Help
EER LR S @ 8 StantWinDbgC ) StanWinDbgX B LoadCument S Loadl it G C ist g HEEE oHBEG Mo
@ Breskpoints G Code > Command [ Log @0 Memary IP Registers G Symbols ¥ Tace G Viewpoint Q) Watch =¥ ELL F
] Code (0" (54-bit) Tracking [P DOOOOOOMNNN0NOL - FFFFFFFFFEFFFFFEL = J[ET ][] | B Symbok (P - Globals QR DD Viewpoirt EE=E)
34EAL 410F22D3 wav ex3.29 ~ | [Name Address I Descriptian Status A
FFO0567BE34SCL 41FFED anp 8 & F0 Tigerlake Stopped.
FFFFFB056 7BE345FL OC int 3
<FFEEFA0547BEMEOL 4696254346010 rsp.quord ptr [E£££B0567bi7ab0]
FEFFFQ0E47BE3467L BE01000000 2. 00000001
FEFFFA0 it v
ecx, 0000 = 3
378 II]LIS[? J
B g .o i
bpte pre [FE LB TRseD) 00 I — = —
vord pte (£[fEEQ0SG7bE7a50] D v;
gxf;: ?;Eé%"ﬁléglilﬂmgbr l’saUJ Y oot
REN 0000000000000000
add Tup. DO00DOI RCI 0000000000000
=4 B FOX 0000nao0noonnec:
pop 3 REP 0000DO00000DO00D
= iz I 0000D00000000000
Pop rdi EDI  0000D000000DO00N
P rai 0000000000000000
=] ite R ouoooaooaoonocos
=3 e ¥ oooococooooooeca
int 3 < > R0 0000000DO00D00DO
TEE34Al int 3 [ obals fLocals ] Seack ) Clas: R11 0000000000000000
“fﬂggg:;g::nl e xnt ; R12 0000000000000000
o 3 0000000000000000
FEFEFS0SATERMALL. CC in H R4 onoooooonoonooon
LAt g,
80S67BEIMBIL L3 retn = 0000
FEFFFR0ES7EESIRAL (- int 3 ) 0000
int 3 E) 0000
348 wmt H ) 0000
80S67EEMBIL (o o 3 gg o
FEFEFA0CSTBEMEAL CooPiF4a0000  hon ; ERavesTEEaiL)
ERCERUOSATRRACOL 0 i fyexitren RFLacs  ouoooo0oasuianz
0EETEE3LCIT 1109 dd e obx
FFA0567BEMCIL C3 retn
FFFFFB056 7BE34CAL OC int 3
FFFEFA056 JEEMCSL OC int 3 >
s
=== ~
File dossn't ewist —> hvlosder.pdb 64k211309EEDD1BEQOBDSODABC1 70AFEL hy losder gl

iy Dser Detined Mecro #2: Co\Users - AlbgBtn_chk ase.
ecurin T atea( - -
by _Chk mac.

ding User Defined Nacro #2: C:Us 7.12
0> LeadCurrentiindba( )
0

FliHelp, F3(Go, Shifts F5iStop, FE:Step Into, F10:Step Over, Shifts F1ZReset

WMGuest  B4Bit

" 18 Stopped

©2024 ASSET InterTech, Inc.

43

ASSET

SourcePoint WinDbg Getting Started Guide — UP Xtreme i11



SourcePoint

Platform for Software Debug and Trace

Hit Go a third time, encountering the third VM Launch breakpoint, with the target again
in Guest mode. Hit LoadCurrent again, and provided you have the securekernel.pdb file
cached, you will see the symbols for the Secure Kernel:

BEEW YE S @ 8 StanWinDbgC 84 StanWinDbgX 85 LoadCument & Losdill &5

@ Breskpeints G Code > Command [ Log B Memory IP Registers G Symbois ¢# Tace 0 Viewpeint () Warch

B Code (07 (54-bi) FFFFFFFEL = |© R, symbols (P01 - Gloals o=
T | [ Name Addrass - Description
FFFEFB056FRBFEFSL ] Tigerlake
B T 4, lumArg POBJECT_ATTRIBUTES | FEFFFROSEFRSEE14L e
FF{‘E‘EE??E{\GEE‘E&F%NF [rax][rex+00000000] . lumArg_PPORT_MESSAGE FFFFFB0SEFREBEIEL
= FFFEFROSSFEEFFOOL 3300 4 lumérg_PSID FFEFEG056EERFACL
P T oot rcorEal £ lumérg_PSID_AND_ATTRIBUTES FFEFEB056EEEC030L v
% lumérg_PUNICODE_STRING FREFFO056FEECOSCL B
£, lumirg PWORKER_FACTORY DEFERRE . | FEFFFBO56F656136L
= £ lumivg PWSTR FEEFEG056EREC090L eneral Registers (P [S@E=
£ lumAssignMemary ToSocDomain FEFFFO0S6ERALICAL P il Value
£ umAwaitSme FFFFFE0SEFEALICIL & Intel 64
RER  FEEEFA0567937000
B £ lumCreateSecureDesice | FFFFFE05EFEEATSEL Gananal = LT
nitStatus 4, lumCreateSecueSection | FFFFFEOSEFRABCSOL Flaating Point 300 SOTOGIONIRTIAT
£, lumC: age: | FEEFFE! DAOL Segment FEP 0000000000147 360
x 4 umCryplo FEFFFE056E65 AL Control RS 0000000OFFFFEFFE
" £ lumDebugAppendChar FFEFEO056EEREEDL Debug RDL  FF SE70C000
# lumDsbughumToSting FFEFFB0SEECERTOEL M e
tr g5 (0000000000000081 00000000 £ lumDebugPrintContext FRFFFE0S6FEEISEEL MM - SP T 0000000000 0FEE
4, lumDetugPinttit FEEFEB0S6EEIFBACL YMM - DP R0 0000000000000006
£, lumetugPrnthiList FEEFEG056EGERTRL MM -Int Rl D000000DA0ODOOD1
£, umDmaMapemary FEEFEB0S6EEAZLTEL 4 MSR R12 0000000000000002
£ WmEmitSmo FEFFFR0SEFEALICAL User = e paora st
£_luFlushSecursSectionBufiers | FEFFFE056FEAI37CL 318 SUIOSNOTETFrFEFE
mf“fz“f“ff‘z‘lu 4, lumGenesicSyscall | FEFFFEOSEFRI0AIDL o 001
FEFEFR055F6BFEFOL 4§, umGetDmaEnabler | FEFFFE05EFRAISDCL ™ 0019
FEEFA054T: 4 mGetExposedSacurs Section FFEFEE0S6ERAIIEAL 55 0000
£ lumGatidk FFEFEBO0SEFECEEEEL =) 0018
& mingka FrzE & o
£ luminvoks SecureSenice FFEFFO056F6IAFSOL RIP  FFFEFA0SEFSEFFON
£, lumblapSecuisia FEFFEE0S6EGAACIL RFLAGS 0000000000010002
4 ’ 4 lumOpenCurrentExtension FEEFEG0S6ERALICAL
FERFRANRAFARFFALT 4416547190 N £ mOpenSecureSectan FEFFEB0SEEATICL
< > £ ena_ | FFFFF L~ [~ nts [S@]=]
< >
FAITBOSERSAMFO0L || 4 [Dsssmembly | GoCursor | | SetBreak | ATack® | Vew® Refesh J [413]\c1cbata fLocals ) Stack J,Classes [
- 1)
Tate Tine Conponent Heszage =
05042024 11°17.00.311 lasd Iosding FDB formst C: pdbIF 374C1ADL pdn
e a
o> ~
Mosding Dser Defined Hacro $2¢ C:\Userss skrinn 1a7.12.8 bt o 1_ChE asc
L Loedcurzeatizadba ()
>
[oading Dser Defined Hacro #2: U m-IA_7.12 b WinDbgBral Chk wac.
[P0 LoadCurrentVinDbg( )
FisHel, FGo, Stifts FStop, FilStep nto, FI0iStep Oves, Shifts Fi2Reset o 18: Stopped WMGuest BBt 1

All of the Secure Kernel functions are available for debug. Enjoy!

For a more advanced topic, let’s look at using VM Exit breakpoints to capture Guest to
Host transitions, and use Intel PT to see code flow for dynamic analysis.

Turn off the VM Launch breakpoint, and add a VM Exit breakpoint:
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Add Breakpoint

Identifier: | VMExit |

Break on: |;"I.FI'~"I Exit v| Advanced...

Resource: Processor W

Processor: | PO w |

Location: (82| [1010...

Translate: w

Length: e

Data: FFFFFFFFFFFFFFFF | | 1010...

External: 1010...

Sequence; w

Crnd/macro: | | | Browse... |
| 0K I | Cancel | | Help |

Clicking on the 1010... to the right of Data, shows that we can trigger on any single or
combination of VM Exit reasons, as detailed in the Intel Software Developer’'s Manual,
Volume 3A, Appendix C, VMX Basic Exit Reasons. For now, let’s just leave them as all
F’s.

This puts us back into hvix64, and this time we’re in VM Host mode:

¥ X 7]
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Fie Edit View Processar

ens Wiindow  Help
EEQ LY @R 5 StanWinDbgC ) StanvinDbgX & LosoCument & Losdal &5 -1 i g LR R K ouﬂlﬁ*nﬂml= &
@ Breskpeints G Code > Command [l Log 8 Memary IP Registers Gk Symboks ¥ Trace 961 Viewpeint €, Wstch CC h§

B Code (P07 (54-bit) T = [E =] | R symbols #o = |[= 2D CRICHE]
LL ~ Name Addrass. Name | Descriptian Status ~
FEFEFQOFSACIE] . & B0 Tigerlake Stopped
FEEERSORSACIEIDE @ @ securekernel pdb 1 o o
b
< >
= =&
FaTE flame — Value
il 4 WM FFFFFB0567337000
T RCX 0000000000000
Floating Paint DX 0000DA00ADO10&DA
Sagment REP 0000000000000001
Control FS1  00000000FFFFEEFE
Debug EDI  FFEEFA056F70C000
o BSP 0000010000005EC0
s FFFEFa0566140020
YWM . 5P i) 0000000000000EFF
YMM - DP R0 00000000000D00DS
YMM - Int R11  00000000000DO0D1
WSR R1z  00000000000D00D2
em R13  00000000000D00DD
R4 0000000OCOODOOEE
RIS 0000000OFFFFFFFF
=y o0
= 0020
= 0020
B 0020
= 0020
o iz
=IP FEFA0FSACIEIDE
FFLAGS_0000000000010002
ﬁ
FEFEFAOFAIEIAT 1 x v Wdentifer Address Atnbutes
< > 1 ViLaunch ¥ Launch (Processor F)
FRIBOFSACIEN0BL | (4] [Dkasembly v | GoCursor | | SetBreak | FATack® | Vew P Refiesh J [A13]\52opats [Tocats | Scack | Clazaes [ © VHEx VE Exit (Frocessor B0). Da
ﬂ ]
ompanent =1
OHS/HA/ZUN u 2] 47.066 In;=5 nac LosdCurrent File dosen’t exist —» hvixéd.pdb ALC1E0716D61D004FLII4AMD7CEAIAIL hvixsd pdb
Ede.. Add.. Remove | RemoveAl || Diabe
Command a
[0 LoadCerzentUinba () ~
Eoadiog User Detinsd acro £2 € Users =driu 47125 1 Chk nsc.
;3>Lnad6urzantUsuDhg
lLoading User Defined Macro #2° C-\Ussrshalans'DocunentsAriun SourceFoint-TA_7 .12 §3"Kecros¥inDbg button'#inDbgBtnl_Chk aac
ED Toadrursentifiatibal)
Fl:Help, F5iGo, ShiftF5iStop, F&:Step Into, F10:Step Over, Shifts F12Reset L] 18 Stopped WMHost  BBit |

Now, let’s load the vmcs macro. Go to the File > Macro > Load Macro... and select the
vmcs.mac, and hit Open.

Type the reason command in the Command window:

B
Command

PO

Loading User Defined Hacro #2: C:“Users“alans“Documents-Arium~SourcePoint-IA& 7.12 S3“Hacros ~WinDbg“button“-WinDbgBtnl_Chk nac. ..
P0:LoadCurrentWinDbg( )

ooy

Loading Macro: C:“U=zershalans Docunents“Arium~SourcePoint-IA_ 7 .12 53-Macros=~WinDbg vmncs. mac. . .
Pl rreason

WEMSR (32)

i |

In this instance you’ll see the VM Exit Reason was a WRMSR (Basic Exit Reason #32).

Use the dump command to look at select fields within the VMCS, with one example
below:

PO>dump
Guest-state:
RIP: FFFFF8056F657F9%4
CR3: 0000000004600000
IA32 DEBUG CTL: 0000000000000000
IA32 RTIT CTL: 0000000000000000
IA32 LBR CTL: FFFFEF80567937000
Host-state:

F 2 x4
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Exception bitmap: 00060002
I/0 bitmap (0000-7fff) address: 0000000101403000
I/0 bitmap (8000-ffff) address: 0000000101404000
MSR bitmap address: 000000010DC45000
EPT pointer: 00000001102EFO1E
VPID: 0002
VM-execution:
Pin-based: 0000003F
BO: External-interrupt exiting: TRUE
Processor-based primary: B6A06DFA
B23: Move DR causes VM-exit: TRUE
B24: Unconditional I/0 exiting: FALSE
B25: Use I/0 bitmaps: TRUE
B27: Monitor trap flag: FALSE
B28: Use MSR bitmaps: TRUE
Processor-based secondary: 001813AB
BOl: EPT enabled: TRUE
BO5: VPID enabled: TRUE
Bl14: VMCS Shadowing: FALSE
B19: Hide NR bit in Intel PT PIPs: TRUE
B24: Intel PT uses Guest physical: FALSE
VM-entry:
Primary: 00Q213FF
B02: Load IA32_DEBUGCTL: TRUE
B17: Conceal VM-entry from Intel PT: TRUE
B18: Load IA32 RTIT CTL: FALSE
B21: Load Guest IA32_LBR_CTL: FALSE
MSR load count: 00000000
VM-exit:
Primary: O0l103EFFF
B02: Save IA32 DEBUGCTL: TRUE
B24: Conceal VM-exit from Intel PT: TRUE
B25: Clear IA32 RTIT CTL: FALSE
B26: Clear IA32 LBR CTL: FALSE
Secondary: 67937000
MSR store count: 00000000
MSR load count: 00000000

To use Intel PT, use the ipt command from the SourcePoint Command window, set up
Intel PT as you normally would, and hit Go to break at the next VM Exit.

©2024 ASSET InterTech, Inc. 47 IAISSET

SourcePoint WinDbg Getting Started Guide — UP Xtreme i11



Fie Edit View Processar Options Tace Window Help

BEW YU R &

G5 StanwinDbgC 4 StanWinDbgX & LesoCument & Losdan &5
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@ Breskpeints G Code > Command [l Log 8 Memary IP Registers Gk Symboks ¥ Trace 961 Viewpeint €, Wstch SHHE
] Code (PO (84-bi0) Tacking P 0L [S == | @ symbols $ - Globals se SHRET
SEIOIL 070 ~ | [Name - Hame | Description Status ~
EEFEFO0ESACIEI0GL Lo E — 4 _chisti FFFFFE05EF6926A0L = PO TigerLake Stopped
FEFEFAOFSACIEDL 0L 5p426) . rox 4. _GSHandlaChack | FEEFFB0S5ER7058EL
FREFBOFSACIEIIAL £ _GSHandlerCheck_SEH FFEFFBO0SEFET0E14L
£ _GSHandlerCheckComman FFEFFBOSEFE7OSACL v
4 _NLG_Dispatch? FFFFFB056F670FI0L ] B
£ _NLG Retum2 FFEFEB056E670FADL
& _petype_func FEEFFE05eEe71470L | I Gonernl Regictos (07 [S@s
4 _ropon_gsfaiure FEFFFO0S6E670564L paTT) Vaiue
§ _repont_rangecheckfailure FEEFFBOSEFET0S74L & Intel 64 o TS
#_securty_check_cookie | FFFFFROSEFETOSAOL Geneaal TR
: Floating Paint X 0000DO0DN0OL04DA
E Segment REP 0000DO00000DO0DL
T INSTRUCTION TINESTANP ~ || - Control BSI  0000000OFFFFEFFE
g DFEACIEZIT acw 10, [rex-20 Debu EDI  FFEEFA0S6E70C000
E EFEFFA0ESACIEZID nov sitbeacil ﬂ RSP 0000D100000DSECO
g UFSACIEZIF movaps rox-601. e 0 0000000040000001
: e ['“"g‘ nd YMM - SP k) 0000000000000FFF
: ey e g Hall YMM - DP R0 0000DO0D00ODOCDS
x EFEFFA0ESACIEZAF navaps rex-20] xand YMM - int Rl 0000000000000001
x FFFFFR0FSAC3EZBS movaps rcx-10]. zaml ISR R12 0000000000000002
x EFEFTROFSACIELET navas [rcx].xand Doer R13 0000DO0DODODOCDD
b EFEFFUOESACIEIEE mov Trewd B St0don0 o onchanomR
B EFEFFA0ESACIEZCE nov seie] 0gucane a oo
kB FFFFFR0FSAC3EICE mov . [ ]
x EFEFFA0FSACIEZD? nov 5 0020
T FFFFFU0FSACIEZD? mov a 55 0020
] FFFFFA0FEACIEZDE mov u’ﬂ 00000000 ES 0020
b EFEFFA0ESACIEZED nov rex-661 . 00000000 e 2020
o EFFFFROFEACIEZER nov [rspt: ) 0020
" EFEEFA0F! Trapszed; 00000000 —_—_——_—_
x PO vmnwnclsm EEEE£00{5ac3ed0IL
Hlomsn £ m G e mm, - a7 482 na Retacs oononoioatoibice
1 672 ns
i | Founes £ mg:&g;g: Taasme z8d. [rex01] 2111677 ns @ Breatpoint S [@)=
FREEFOOFACIEIARE “{ Foaoso #o wax CRI 100103000 awe -211.672 Identifier Address Ainbutes
= [i033 P0  FFEFFADSEFSEIFID rdnar i 1 PMLaunch Launch (Processor Fi)
FATBIFACGENBL || ) [Dsssmembly v | Gocusor | | 8| B0 EFEEF0SEECSIFOF ssl rde. 20 NEx v sor F
PO FFFFFB0S6F657FAS or rax.rde
PO EFEFFO0SGEGSTFAG nov 3.7ax
PO FFFFFU0SEFESTFAT mov eax, [FEEEFO0SE£6£dA00]
PO FFEFFA0SEFEETFAF or 5, 00000001
B0 EFEFFO0SGEGSIFED test 1101
PO FFFFFR0S6F657FBS mov rax.T9
PO  FFFEFA0S6FESFES 5o ££££100561699430L v
00105 Disassembly Dephy... Fiter... Calborate Refrash EdE... Add... Remove Remove Al Disable
Command a
POipt ~
P>
o 18:Stopped WMHow BBt 1

Fl:Help, F5Go, ShiftF5iStop, Fi:Step Into, F10:Step Oves, ShiftF12Reset

To trace within the Secure Kernel, with symbols, uncheck the VM Exit breakpoint, and
turn off Intel PT (there’s still a bug in tracing VM Resume transitions) and add a VM
Resume breakpoint:

= ===

@ Breakpoints

Identifier
THILaunch

| Attributes
VM Launch (Processor FPO)
?H Exit (Processor PD}
une [Pr

VHE=it Da-

Edit... | Add... | Remove Rermove All Disable

Hit Go, and you’ll land back in the Secure Kernel:

F 2 x4
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)
Fie Edit View Processar Options Window Help

EEW EE SR S SantWinDbgC 4 StanWinDbgX S LosoCument S LosdAl o5 ist 85 C ist S5 TEES oHbEg Do S
@ Breskpeints G Code > Command [l Log 8 Memary IP Registers Gk Symboks ¥ Trace 961 Viewpeint €, Wstch e N IS
B Code (PO7): (64-bit) Tracking |P DODO0OOCO0000000L - FFFFFFFFFFFFFFFEL o|[@]= DD Viewpoint ERICEES
T ot T ~ Hame | Descrption Status ~
FFFEFB056F657E25L CC int 3 & PO Tigerlake Stopped (hit breakpoini
3 4§, SkmmFreePoolMemory FFFFFEN5EFETFNSCL ger]
FFFFFB056FE5TF26L CC int 3
FFFFFR056F657F27L (0 int 3 _§ SkmmFreePrch | FEFFFBOS6FE78610L
securekeinel ShvlplnitializeHypercallSuppart & SkmnF oL
0SEFESTE2AL 4baiErd ub r3p.00000028 ' T v
FFFEFA0SAFES7E2 x.ecx £ = 3
FFFFFB056FE5TF2EL 7655 curekernel ShviplnitializeBypercal por £ 76CBL
FFFEFA0S6FES7E 0L 469R05DI700A00 quard per [ sacurekernel Skelosdarblock] 5 FEFFFa056FReERTAL
T T, 3 St i e [EiCiEy
FEFS0SSEESTEASL 400b. £ SkmmGetDabugld FEEFFO0S6EGODES AL Hame — Valu
Eggggéz%gz;s:% ‘;;&‘;Eje‘altl)l]m securskernel ShvlpHypereal1CodeP i 1L
46C1 1
FFFFFB0SEFESTFEIL 462307 = ist I 26L et
T £££££68000000000 i FFFFFROSEFBAD1I4L
-quacd gt joax)fxex] H i “B}c a FFFFFE0S6E6ALOCEL . LT
FEF G000FEE£EeEEL000 i eBoundary REP 0000DO00000DO0DL
FFFEFA0S4T5 7E 2 Tdx 4 SkmmGotPhyscalAddress | FEFFFBO0S5FRIFATBL BSI 0000DO0OFFFFFEFE
FFG0S6FES7ETLL 452300FOBA0A00 quord ptr [ securekernel HveallCodeVa].zox i RDI  FFEEFB0SEF70C000
FFFFFA0SEFESTFT7AL 4B3505DIEDOA0D quord ptr [ securskerne]l ShwlpCodePa], rsx -
FEFS0SSEESTETEL 40051z Tep, 00000028 £ odelntagrity R
FFFFFB056FE57FB3L C3 £ FFFFFRO56FES0ER4L
FEFEFG0S6TE57ERAL Co 3 H eiClp FEFFEB0S6E5D346L " 0000000000005 E
G0S6FESTFESL BE614A0000 eax. 00004261 R10 00000000000D00DS
FEFFFA0SGFESTEEAL DATK040100 dx, 0001040= 4, SkmmintializePageEnciypbon | FEEFEB056E6SBOSAL Rl DO0ODOODODODOODL
ggggggg,g;;sg?f BI00000040 ecx, 40000000 f L 12 0000000000000002
AL 0E30 R13 0000000000000000
FFFFFO0S6TESTEOSL 44304101 x6d.dword prr [rexe0l] £ 1 R14  000ODOODCOODOOBE
FFFEFR0C6FESTFIAL 419809 ecx 384 £ FEFEFBUSEERSDFYOL RIS 0D0ODO0OFFEFFEFE
FEFEFA0EGFESTECE 1712
<L o : e =
4BOBC
FETFFO0SGTOSTEACL 4conCy . § [ & SkmmintializeUserSharedData | FFEFFB0SEFeS 6261 55 0000
FEFEFAORFERTEAFL 40050001 Sonng ¢ [ Securekemnel ShvipFiags $._ SkmmintSystam | FEEFEBOSEEGSIOIBL L
FEFEFSSCESSTEBRL 45061 faizs £4 | FEFTROUBIEeoBEoNE & foois
3  Escurekas >_08_1BABIN " TeRAH? RIP FFFFFR056FE57FIF
FEFEFA0SGFSSTFBOL 0700A100400 ;sécurskarnsl . 77_CB_1EMINBADOLPHTCARETSAAR § Shomishdaress FEFFEEOSeEE 7CaICL L. e
guord ptr [ - securskernel ShelpCodePa]. rax 4 SkmmlsthEnforced FEEFE0S6E6691AML o
E T Breakpoints S E=]
FEFERRIEAFAS TRCRT, 45501 rax T4 o £ gEnabled } L
< > £ SkmmlonFaribon | FEFFFROSEFESFAgEL Address T — -
i 'age: FFFFFE0SEFEDZLIEL unch (Processor
s S B oy e e |t L e
4, SkmmKsWalkPinDatabase | FFFFFE056FEB3100L =
§_SkmmListSecurePages | FFFFFB0SEFEAB360L
£ SkmmLoadEnciaveData FFFFFB055EETARDAL
" § Skmnl [ 00041
< >
[T R, ciceaze /ucai eacaocinn et amm— | e Remove | pemove Ml | | Deate |
ot a
ript ~
05
FliHelp, FGo, StiftF5:Stop, Fi:Step Into, FI:Step Over, ShiteF1Z2Reset o 18:Stopped WMGuet BBt

Then set Intel PT back up again, uncheck the VM Resume breakpoint, set a VM Exit
breakpoint, and we’ll see the code traced as we go from Guest mode back to Host
mode:

F 2 x4
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STATE Pn ADDE INSTRUCTION TIMESTAME

And yes, we need to demangle some of these function calls. It's on the to-do list.

One last SourcePoint trick: when in the Secure Kernel, with the conceal bits turned off
with the ipt command, turn Intel PT back on, turn off the Label lines in the Display...
Trace Display Settings, but this time use the Append radio button within the Intel PT
Memory tab, and single-step away:

r 2 a4
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e
~

STATE Fn ADDE INSTRUCTION
03025 PO FFFFFA056F657FEE mow rd=. r9
—-0289%7 PO FFFFFR056F657YFEE call r=ecurekernel  SlkmmMapBootPage
-02769 PO FFFFFA056F65923C mow rll rc=
-02641 PO FFFFFA056F65923F mow eax, rid
—-02513 FO FFFFFA056F659242 and al, 02
—-02385 PO FFFFFA056F659244 mow rl0d. r&d
-02257 PO FFFFFA056F659247 neg al
-02129 PO FFFFFA056F659249 =bb r9d . r9d
—-0z2001 PO FFFFFR056FA5924C and r9d. 00000003
E0 FFFFFA056F659250 inc r9d
FO FFFFFA056F659253 mowv ecx, rid
PO FFFFFE056F659256 or =ecx, 00000002
PO FFFFFA056F659259 and r10d, 00000010
FO FFFFFA056F65925D cnove ecx,rid
E0 FFFFFA056F659261 mow r9, 0000000fEE££E£££E
PO FFFFFA056F65926E mow SaX, BCE
PO FFFFFE056F65926D or =ax, 00000010
PO FFFFFA056F659270 and r8d. 00000020
FO FFFFFA056F659274 cmove E3X, BCE
E0 FFFFFA056F659277 and rd=. r9
PO FFFFFA056F659274 =al rd=. 4
PO FFFFFR056FR5927E lea rcx, [ :securekernel  SkmiFProtectionToFPte]
FO FFFFFR056FR59285 mow rcx, [roe] [rax=8]
E0 FFFFFA056FE59289 mowv rax, f£££000000000ef £
FO FFFFFA056F659293 and rCH, Tax
PO FFFFFAB056F659296 movex ax. [ :=ecurekernel SkmniState]
PO FFFFFA056F65929D and =ax, 00000001
PO FFFFFA056F6592A0 or rax, rd=
E0 FFFFFA056FE592A3 mov rdz, PEEfffEEf££E£££ 1
PO FFFFFR056F6592AD =al rax, B
FO FFFFFA0L6FA592B1 or TTHE, TAE
FO FFFFFAO0LAFGE592B4 mow TaX,.TCHE
FO FFFFFA056F6592E7 and rax, rd=
E0 FFFFFA056F6592BA test rl0d, x10d
PO FEFFFFA056F6592BD cnove rax.TCE
PO FFFFFA056F6592C1 mow rox, fEE££68000000000
PO FFFFFA056FGA592CE mow rd=, rax
E0 FFFFFR056F6592CE or rd=z, 00000018
FO FFFFFA056F6592D2 test rid.rid
FO FFFFFA0LEFA592D5 cmove rd=. rax
PO FFFFFA056F659209 shr rll. 9
PO FFFFFR056F65920D mow raz, 0000007Ef£f£fE£££8
E0 FFFFFA056FE592E7 and rll, rax
FO FFFFFA056F6592EA mov rax, ffE£f££8482413000
PO FFFFFA056F6592F4 add rox, rll
PO FFFFFA056F6592F7 add rax, . rll
FO FFFFFA056F6592FA mow [rc=]. rd=
E0 FFFFFR056FE592FD cmp rax, 000007f £
—01878 PO FFFFFA056F659303 ja crzecurekernel  SkmmMapBootPage+£5
-01750 PO FFFFFE056F659331 retn
—-01601 FO FFFFFA056FG57FF3 mow rax, [ : :securekernel  ShvlpHypercal lCodeFPage]
-01473 PO FFFFFA056F657FFA mow ecx, 00000001
—-01345 PO FFFFFA3056F657FFF mov [::securekernel HvcallCodeVal, rax
-0121% PO FFFFFA0L6FA58006 =all crzecurekernel  SkeFlushCurrentTh
-01089 PO FFFFFE056F6EEATD te=t ECE, BCE
-00961 PO FFFFFA056F6EEATZ mow rax,cri
—QgQg3a PO FFFFFA3056FREEATE je s rzecurekernel | SkeFlushCurrent Th+i
—-00705 PO FFFFFA056F6EEATT test rax,. 00000030
—-00582 PO FFFFFA056FGEEATD jne s rz=ecurekernel  SkeFlushCurrentTh+16
-00449 PO FFFFFA056F6EEATE mow rax,crd
002397 PO FFFFFR056F6BEARZ mow cr3, rax
—-001les PO FFFFFA056F6EEARS retn
—Qo017? PO FFFFF2056F65E800E Jmp cczecurekernel  ShwlplnitializeHypercal lSupport+57
<
-03025 Disassembly  ~| | Configure... Refresh
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Suggested reading for this section is as follows, with some tips below.

Part 1: JTAG debug of Windows Hyper-V / Secure Kernel with WinDbg and EXDI
This is a basic introduction to enabling HV/SK, and the use of the VM Launch and VM
Exit breakpoints.

Part 2: JTAG debug of Windows Hyper-V / Secure Kernel with WinDbg and EXDI
One thing to note is that the symbols for the securekernel are in fact in the public
domain, on the Microsoft symbol server. You need to ensure that these are in your
cache folder for SourcePoint to see them.

Part 3: JTAG debug of Windows Hyper-V / Secure Kernel with WinDbg and EXDI

This blog covers symbolic debug of the Secure Kernel, with Intel Processor Trace.

It highly recommends that the number of active processors is set to ‘1’, in order to easily
distinguish transitions with the hypervisor, secure kernel, and NT OS.

Part 4: JTAG debug of Windows Hyper-V / Secure Kernel with WinDbg and EXDI
Under the SourcePoint File menu, click on Macro > Load Macro... and mouse over to
C:\Users\<my computer>\Documents\Arium\SourcePoint-1A_7.12.52\Macros\WinDbg
and select vmcs.mac. This makes the dump, vmread, vmwrite, reason and ipt
commands available. The ipt() function is crucial to ensure that Intel Processor Trace
works properly between Host <> Guest transitions.

Part 5: JTAG debug of Windows Hyper-V / Secure Kernel with WinDbg and EXDI
This is a preamble article to using Intel AET to capture RDMSR and WRMSR events,
and correlating them against the Windows MSR bitmap. For more advanced users only.
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Troubleshooting Tips and Errata

Chances are, you'll run into something strange during your testing. We're the first to
admit that JTAG-based run-control and trace are not always deterministic. JTAG is a
30-year hardware protocol, and when something goes astray at a very low level within
the chip, SourcePoint tries to (but sometimes doesn’t) recover gracefully. There will be
times that the board will power cycle on its own. Or the firmware thinks that a thread is
running but gets out of sync with the SourcePoint software, which thinks it's halted. Or
the DbCStatus.exe ball stays red instead of turning green, while you swear you have a
good DbC connection. Sometimes you have no choice but to quit SourcePoint and
power cycle the target. That usually clears up the one-of’s. But, of course, that means
quitting out of WinDbg (preferably first), then quitting out of SourcePoint, power-cycling
the target, and then re-establishing the connections from scratch. Tedious.

And, we all know that WinDbg has its quirks as well. And Windows sometimes objects
to the presence of JTAG-assisted debuggers. Combine the three, and, well, you're
bound to run into some bugs and misbehaviors.

Hopefully you don’t run into this too many times. But, on the other hand, if you didn't,
we’d have nothing to fix. @

In the meantime, here are errata for the UP Xtreme i11, and the steps needed to
mitigate where possible.

Windows crashes

If you work with SourcePoint WinDbg long enough, you'll likely crash Windows at some
point. Most of the time, Automatic Repair (presuming you have it on) will clean things
up, but rarely it won’t. In which case you will need to re-install Windows. Really, it's no
different from reinstalling Windows in a VM, only more onerous.

Drop us a note on our Support line, or call us, if you can reproduce this.

WinDbg Classic is better than WinDbgX

WinDbgX, in intermittent circumstances, directs SourcePoint to do numerous memory
reads at low memory. In which case, if you have the Log window open, will display
messages like:

Page table is not present
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Page table is not present. Linear address: 0000000000001800L

Most of the time, these error messages are just informative. But they do occur much
more frequently with WinDbgX than WinDbg Classic.

Pause in Initial Symbol Load

Intermittently, after issuing the first Break in WinDbgX, in the middle of the memory
reads associated with the symbol loading, WinDbg stops sending commands to
SourcePoint, and the transactions stop. The SourcePoint Dashboard Lights stop
flashing, and a look at the Log window shows no traffic.

This issue seems to be very host and target specific. On some, it does not occur at all.
In others, we see more frequent failures.

The only option at this point is to quit out of WinDbg and SourcePoint, power cycle the
target, and start over. It is currently under investigation.

This issue only manifests itself with WinDbgX. WinDbg Classic does not have this
issue.

LoadCurrent versus LoadAll

The LoadCurrent macro makes the symbols available within the module at the current
instruction pointer visible to SourcePoint. LoadAll will retrieve all symbols for what’s in
the addressable context. It takes a long time.

COM(32) Surrogate
After a crash, when you restart SourcePoint, once in a blue moon it will misbehave.

Run-control will not work properly.
Open Task Manager, and look for a COM(32) Surrogate task. If you see one, kill it.

Viewing the Stack

SourcePoint’s Stack display does not work. It's on the to-do list to fix. For now, use
WinDbg'’s stack view.
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LoadCurrent intermittently fails in User code

When hitting a breakpoint set in user code, about 50% of the time a LoadCurrent will not
successfully display the symbols within the SourcePoint Code window. WinDbg
correctly displays the symbols. If you have a SourcePoint Log window open, you may
see:

File doesn't exist -> \000000000000000000000000000000000\

It's not a critical issue, and we’re working on it.

Breaks are not process-aware

Setting breakpoints in WinDbg to break within a specific process, such as with:

bp /p <address> nt!NtReadFile explorer.exe

does not work properly. Instead of halting in the instance of nt!NtReadFile associated
with explorer.exe, it will halt at the first instance of the shared code, likely in a different
process. This is because EXDI does not provide process/thread information down to
SourcePoint, unlike the standard WinDbg kdnet interface.

Mangled function names

You may sometimes see a mangled function name, as in:
JNE ?7? CQ@ OBH@CBDMLJDN@RtlCreateUnicodeString(@

SourcePoint does not have a built-in C++ name demangler. It's on the to-do list.

WinDbg FP register display is not working

WinDbg does not display the floating point registers. SourcePoint displays the registers
correctly.
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Troubleshooting Tips on Hyper-V/ VBS Enabled Targets

VM Resume breakpoint with Intel PT crashes the target

When transitioning from Host to Guest mode, with Intel PT active, the reads from Guest
to Host memory do not succeed. This will crash the target. You will have to quit out of
SourcePoint, power-cycle the target, and start over. We are working on this.

Note that if you have not disabled Automatic Repair, any system crash will often require
two power cycles of the target.

Hardware breakpoints don’t work well in the Secure Kernel

There are a few issues here, including:

(1) BP indicators in the Code view come and go, which occurs when the current CR3
differs from CR3 when the BP was set.

(2) BP set via WinDbg remains set in SourcePoint after the break.

(3) The SourcePoint cause command (which displays why a breakpoint was hit) does
not work. The DR6 bit is not getting set to indicate why the BP was hit.

These are all to be fixed in the upcoming release.

AET only partially functional

Intel’s design for AET is only partially functional, with no knowledge of hypervisors and
CR3 changes, unlike Intel PT. So, in some cases, you don’t see the actual disassembly
in the Event trace window, but just the event itself:
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» o || E | ER
STATE Fn ADDR INSTRUCTICH TIMESTAHE
-000000192 PO Ewvent: MSE Write: Addr=CO000082. Data=0000000000000000 —38.399 us
-000000147 FO Event: MSR Write: Addr=CO000084. Data=0000000000000000 —37.536 us
-0o0000i0z Fo Event: MER Write: Addr=CO000103. Dats=0000000000000000 —36.770 us
-000000057 FO Ewent: MER Read: Addr=C0000102. Data=0000000000000000 +0 n=

-000000192 Disassembly — ~ Configure...

Display...

Fitter...

Refresh

Use LBR where applicable to perhaps get some meaningful code insight, keeping in
mind that LBR is an old instruction trace technology, and just uses MSRs to track

to/from addresses, so it is not CR3-aware either):

L = |[= | 2=
STATE Fn ADDR INSTRUCTION TIMESTAMP ~

Pl FFFFFE044EAF0342 add [rax].al

PO FFFFFE044EAF0344 add [rax].al

PO FFFFFE044EAFO346 add [rax].al

PO FFFFFE044EAFO3A8 add [rax].al

Fl FFFFFB044EAFO3AL4 add [rax].al

PO FFFFFB044EAFO3AC add [rax].al

PO FFFFFB044EAFO3AE add [rax].al

PO FFFFFB044EAFO3B0 add [rax].al

PO FFFFFB044EAFOD3B2 add [rax].al

PO FFFFFB044EAF03B4 add [rax].al

Pl FFFFFE8044EAF03BE add [rax].al
—gooooo7iz PO FFFFFE0447580028 mow Tax.rcx

PO FFFFFE044758002E mow rcx, 00000012

PO FFFFFE80447580032 wmcall
—0000006e? PO Event: MSE Write: Addr=00000049%, Data=0000000000000001 +0 n=
—000o000e40 EO FFFFFE044EAES7BO add [rax].al hd
Disassembly  ~ Configure... Display... Fitter... Refresh

Support for VM Exit Reasons > 63

In the VM EXxit breakpoint window, you can break on any single or multiple Basic Exit
Reasons, from 0 to 63. As of the time of this writing, there are a total of 78 of them:

64 XRSTORS

65 PCONFIG

66 SPP-related event
67 UMWAIT

68 TPAUSE

69 LOADIWKEY

70 ENCLV
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72 ENQCMD PASID translation failure
73 ENQCMDS PASID translation failure
74 Bus lock

75 Instruction timeout

76 SEAMCALL

77 TDCALL

It's a bit of a kludge to include the exit reasons beyond 63, but we're working on it. It will
be in the next release.

Intel PT Call Chart does not work reliably

When using Intel PT for tracing code, for example, from Guest to Host transitions, you
won'’t get the Call Chart with the pretty colors to appear; pressing the Analyze button
just yields a blank display:

#7 Intel Processor Trace Search - 0 calls EI@
Code Call Tree Cal Chart
Help + =] &1 ~ Cycle:d Total time:0ns  Measured time:Ons
# Function < Ons > Incl. Time Excl. Time
< >\P0{P13,P2},P3), P4} P5} P63 PT < >
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Although this feature works well with Hyper-V disabled, as SourcePoint is “aware” of
function entries and exits, this is much more complex with VMM behavior.

F 2 x4
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Conclusion

Thank you for getting this far! We hope that you have enjoyed the ride, and are using
the power of SourcePoint WinDbg successfully in your debugging and learning
journeys. There are many new things to discover in the Windows kernel enabled by this
technology.

Feel free to browse the SourcePoint Academy at https://www.asset-
intertech.com/sourcepoint-academy/ for helpful reference guides, help material and
‘how to” videos.

If you ever have any questions, please call, email or open a Support Case here:
https://www.asset-intertech.com/support/. We’'ll be glad to help!
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