SourcePoint

rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr

SourcePoint WinDbg

Getting Started Guide for the

AAEON UP Xtreme 11l

Revision 1.1

©2024 ASSET InterTech, Inc. 1 IAISSET

SourcePoint WinDbg Getting Started Guide — UP Xtreme i11



Platform for Software Debug and Trace

Contents
REVISION HISTOIY .ttt et e s et e e s eaba e e e s bb e e e e e b e e et bae e e smbe e e s s beeesenneeesnnees 3
WWEICOMIE! <.ttt st e et e s a bt e e ab e e sa b e e e bt e s bt e e ab e e s e b e e e bt e sa b e e eabeesabeeeabeesabeeeabeesabeeenreesares 4
INEFOAUCTION ...ttt ettt ettt et e b e e e bt e s bt e e bt e e b b e e bt e e s ae e e bt e e sabe e seeesabeeanbeesmbeenneeesabeenaseesaneennneesas 5
Configuring the target and setting up pre-requisites — Getting Started..........cccceeeiieeieciii e 8
How to Establish a SOUrcePoint WINDDE SESSION .......ccicciiiiiiiiiee et e et e ettt e e e ette e e e e tae e e st eeeesatae e ssasaaeesatseeeesraeesennees 10
Step 1: Connect SoUrcePoint tO the Target ... e s 10
Step 2: RUN the StartWinDDBg MaCtro.......c.coiiii ettt ettt st e s bt e s bt e st e s b e sabeesaseesanes 11
Step 3: ISSUE @ Break from WINDDE .......oi ittt et e e rtte e e s eata e e e st e e e e stae e snsaaeesataeaeestaeesnsens 12
Step 4: Load symbols with the LoadCUurrent MaCIO..........eeeeciiiiieiiee e citee et eette e e stre e e ste e e e eaba e e e saba e e e ennraeeeases 14
Getting SourcePoint to display module names as well as function NAMES ........cccceevcieeieciiic e 19
USING INTEI PrOCESSON TIACE «..veiiuiiieitieeitee ettt ettt e sttt e sttt e st e st e e s bt e s bt e sabeesabeesabeesabeesabeeeabeesabeeeaseesabeesaseesabeeenseesabeesneesanes 21
V=T o) A N = (o] T T O OO P TP PP PP PP PPPPPPN 26
First Step: Configuring the INtel Trace HUD........c.vii ettt et e e et e e e e 26
Second Step: Set up Architectural EVENT TIraCe ..uciiiiiiiiiiiieee ettt e e e e e e s et e e e e e e s e s aataeeeeeseeennens 27
Getting Started With HYper-V/VBS DEDUE .......cccueiiiiiieiieieeteeete ettt ettt ste e te e eveeve b e etaeetaesbeenbeeabesasesasesaeesseenseenns 31
o101 o1 12T gL o X1 o ¥ T o PRSPPI 32
Y Y aYed F=Te B U] o Lot 4o o o ¥ [ 4 1= USSP 32
WinDbg Register window slows things down badly ... e e 32
WinDbg FP register display iS NOt WOIKING ........viiiiiiiiiiiiee ettt ettt e e e e e s e satr e e e e s e sesnntaaaeeeseesnnnens 33
Pause in INitial SYMBDOI LOAM ....ccoeuiiiiiiiiie ettt e s e et e e st e e e s bt eesenteeesasaeeesnsaeeeensseeesnnnes 33
LOAdCUrrent VErsuS LOATAIL.....c...oiiiieieee ettt ettt ettt s sae e sreesreesne e 34
WWINOWS CIaSNES ... ittt ettt b et e bt e s bt e b b e s bt e e s ab e e bt e e sabeeabe e e sabeesmeeesabeesaneesaneennneenns 34
COMIB2) SUITOZATE .. ueiiietiiee ettt e ettt e eetee e e ettt e e e ettt e e eetaaeeestaeeeeasbeeeaassaseesbseaaansssseaanssssessssaaeassasaeanssasesassaaasasaeeaanes 34
L0 o Tol [V ] T o IS TSP PO T USSR 35

©2024 ASSET InterTech, Inc. 2 IAISSET

SourcePoint WinDbg Getting Started Guide — UP Xtreme i11



SourcePoint

Platform for Software Debug and Trace

Revision History

Revision Number Description Date

1.0 Original document. December 6, 2023

1.1 Update for beta release SourcePoint March 31, 2024
7.12.52. Support for HV/VBS debug.

r xF x4
©2024 ASSET InterTech, Inc. 3 4?5[

SourcePoint WinDbg Getting Started Guide — UP Xtreme i11



Platform for Software Debug and Trace

Welcome!

Thank you very much for your use of our SourcePoint WinDbg product! We hope that
you get great value using our tool for your debugging efforts.

If you do encounter issues or have questions on the use of SourcePoint WinDbg, please
visit our support site at https://www.asset-intertech.com/support/ to get in touch with our
Support organization.

As with any new tool, mastering SourcePoint takes an investment in terms of time and
effort. JTAG-based debug is a specialized area, and the JTAG, EXDI and Windows
interactions sometimes behave non-deterministically — Windows in particular sometimes
objects to a hardware-assisted debugger being present. We’ve done our best to
mitigate these issues. Nonetheless, you may encounter behavior that seems non-
intuitive or even wrong. If so, check out the Troubleshooting section of this document
first. Secondly, view the Troubleshooting section of the Getting Started Guide for the
AAEON UP Xtreme i11. Thirdly, refer to the Release Notes in the SourcePoint
Academy. Finally, if you're still stuck, contact us at our Support page. We’'ll do our best
to get you up and debugging again.

For those who are new to SourcePoint, it is highly recommended to review our Getting
Started Guide for the AAEON UP Xtreme i1l to get a jumpstart before using
SourcePoint WinDbg. That, and the rest of the content within the SourcePoint Academy,

are highly recommended background reading.
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Introduction

It is recommended that all users have a working familiarity with SourcePoint installation,
licensing, and basic usage. Installation and licensing are described fully in the
SourcePoint Installation and Licensing Guide that is obtained from ASSET upon initial
receipt of your shipment. For basic SourcePoint usage on the AAEON UP Xtreme ill,
go to the SourcePoint Academy and read the Getting Started Guide for the AAEON UP
Xtreme i11 to learn the basics of SourcePoint run-control and trace.

The content that follows is based upon our using the AAEON UP Xtreme i1l Tiger Lake
board. Of course, any Intel board that can support either direct XDP (open-chassis)
access, or the Intel Direct Connect Interface (DCI) (closed-chassis) is suitable. Intel
customers with the appropriate NDA will have access to a plethora of Customer
Reference Boards (CRBs) that have XDP and DCI enabled out of the box. The AAEON
UP Xtreme Whiskey Lake board (for which UEFI source code is available) is also a
good platform — it is the only publicly available platform that is available with a booting
open-source Tiancore UEFI build, so you can debug Windows and the BIOS at the
same time. More information on the Whiskey Lake board is available here:

JTAG Debuqg using DCI on the AAEON UP Xtreme Whiskey Lake board

Hypervisor and OS Kernel Debuqg with DCI on the AAEON Whiskey Lake board

A key pre-requisite is that the platform must have debug consent enabled; that is, it
must be in a debuggable state. If XDP access is available on the board, you can
connect to it via the ASSET ECM-XDP3e hardware probe. Some small number of
Commercial-Off-The-Shelf (COTS) boards support direct access via the Intel Direct
Connect Interface (DCI). These include the AAEON UP Xtreme, and the AAEON UP
Xtreme i11. Documenting the steps needed to enable JTAG-based debug on other
boards is beyond the scope of this Guide; interested readers are referred to Satoshi
Tanda’s Debugging system with DCI and WinDbg.

The SourcePoint WinDbg application will work on Intel-based Windows targets, on all
CPUs that are supported by SourcePoint run-control. As of the time of this writing, all
mainstream Intel CPUs are supported. AMD support will be in a future release.

A block diagram of how WinDbg is integrated with our SourcePoint debugger is as
below:
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SourcePoint

The EXtended Debug Interface (EXDI) is used to connect a WinDbg debugging session
to an existing SourcePoint JTAG-based connection to a target.

WinDbg is the controller in all transactions over EXDI, and SourcePoint is the worker.
That is, the solution is most stable when run-control based operations (that is, Break,
Go, single-step, etc.) are initiated via WinDbg. There are exceptions, particularly in the
cases of using enhanced breakpoints and Intel Trace, that we will discuss later. But, in
general, WinDbg issues debug primitive commands down to SourcePoint, which in turn
uses JTAG-based run-control to perform operations on the target. Then, SourcePoint
presents the results data back to WinDbg over the EXDI connection.

=g
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Power Tip: The UP Xtreme i1l boots to the UEFI shell when initially purchased. It is
necessary to install Windows on the target. There are numerous references online on
how to do this: it is recommended to go to the AAEON https://github.com/up-board/up-
community/wiki/Windows-GSG site for helpful tips.

Power Tip: Be sure that your target has sufficient memory and storage to
accommodate your Windows debugging needs. We typically recommend 16GB RAM,
and a 256GB SSD.

Before we get started, the target needs to be configured to not interfere overmuch with
JTAG-based run-control. Then, the steps needed to set up a debugging session will be
covered.

©2024 ASSET InterTech, Inc. 7 IAISSET
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Configuring the target and setting up pre-requisites - Getting
Started

Firstly, disable the UEFI TCO Watchdog timeout as described in the SourcePoint
Getting Started Guide for the AAEON UP Xtreme i11.

We’'ll also need to prevent Windows from changing power states from disrupting run-
control prematurely, and VMX and VBS need to be disabled.

These steps are highly recommended (as of the time of writing) to have a successful
initial debugging session, especially for newcomers to SourcePoint WinDbg. More
advanced users can jump directly to having VBS/Hyper-V enabled.

To adjust the power settings in Windows, open the Control Panel > Hardware and
Sounds > Power Options > Edit Plan Settings and set these per the below:

4 Edit Plan Settings - = (]

€ v % » Control Panel » Hardware and Sound » Power Options »  Edit Plan Settings ~ G Search Control Panel »

Change settings for the plan: High performance

Choose the sleep and display settings that you want your computer to use.

-~ Power Options s X
[L&' Turn off the display: MNewver i E i

Advanced settings
W Putthe computertosleep:  Mever ~
<= Select the power plan that you want to customize, and
j& then choose settings that reflect how you want your
computer to manage power.

Ch ol i ver settings
aNgE advanced power seting -y Change settings that are currently unavailable

Restore default settings for this plan High performance [Active] "

= Sleep
= Sleep after
Setting: Mever
= Allow hybrid sleep
Setting: Off
= Hibernate after
Setting: Mever
= Allow wake timers
Setting: Enable
1 _LISR =ettinns

' Restore plan defaults

For Windows VBS, go into Windows Security > Device Security > Core Isolation and
turn Memory Integrity off:
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Windows Security

¢ o
t.; Core isolation
Security features available on your device that use virtualization-based Have a question?
(0 Home security. Get help
) Virus & threat protection Memory integrity
& Account protection Prevents attacks from inserting malicious code into high-security Help improve Windows Security
processes,
Give us feedback
{9} Firewall & network protection A Memory integrity is off. Your device may be vulnerable. Dismiss
8 App & browser control — . .
@® ) off Change your privacy settings
| O Device security Learn mare View and change privacy settings

for your Windows 11 Pro device.
% Device performance & health X X
Memory integrity must be enabled to use this feature. Privacy settings

& Tamily options Privacy dashboard

Kernel-mode Hardware-enforced Stack Protection

. Privacy Statement
D Protection history For code running in kernel mode, the CPU confirms requested return v

addresses with a second copy of the address stored in the shadow stack
to prevent attackers from substituting an address that runs malicious code
instead. Note that not all drivers are compatible with this security feature

Learn more

Memory access protection

Protects your device's memory from attacks by malicious external devices

Learn more

For VMX, boot the Tiger Lake board to BIOS settings menu (pressing the F7 key when
restarting), enter the Advanced BIOS Setup (by entering the password upasswOrd) and
follow the menu path CRB Setup > CRB Advanced > CPU Configuration and

change “Intel (VMX) Virtualization Technology” to Disabled. Save and exit and restart.

Power Tip: Goto CRB Setup > CRB Advanced > Platform Settings > VTIO
and make sure it is set to Disabled. This is the default in the AAEON Tiger Lake Debug
BIOS, but it's worthwhile checking.

One last thing: To avoid the WinDbg error message “Unable to read debugger data
block header” that indicates the kernel debugging is not enabled, execute the
command:

>bcdedit /debug on

on the target from an Administrator command prompt, then reboot the target.

Now you’re ready to set up a debugging session.
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How to Establish a SourcePoint WinDbg Session

NOTE: With SourcePoint WinDbg, there is no need for the kdnet Ethernet connection,
as all the traffic is over EXDI.

Four steps are needed to begin a debugging session with SourcePoint WinDbg:
Connect SourcePoint to the target
Run the StartWinDbg macro

1

2.

3. Issue a Break from WinDbg

4. Load symbols with the LoadCurrent macro.

Step 1: Connect SourcePoint to the target

Boot the target to Windows. Log into the Windows desktop.

Follow the steps as described in the Getting Started with SourcePoint section of the
Getting Started Guide for the AAEON UP Xtreme i11l. Your screen should then look
something like this:

SourcePaint ¢7.12.0 [DC] - TigerL ke - CA\Users\alams Documnents\.

Fie fdt View Procemon Options Code ‘Windaow Help

BEWH D &0 & Lo UF Mecos B BF ek EnableTH 5 LaunchWinDbg S LoadSymbols | & B 1 U W0 | M 0 § o @ Breakpoinis @ Code > Command [ Log B Memory TP Registers @ Symbols p¥ Trace BE) Viewpoint G, waich | T (4 “§ |2

Gy Symbos (P1°) - Globals [SE]E]
Va

EEFFER0ORATENECL | [Name Address T_Hams Description Status.
FFEFFRO0RATEIFEIL OO O ST e
3 c P2 TigerLake Funning
Trax] (raz+00000000]  P3 Tigerlake Funning
e« ==
£ Hame [ Value
guws e
H v X FEFFAB097AR33DA0
Floating Paint RDE  0000000000000000
| - Segment REE  FEFFAB0S73D90010
H Cantrol RSI FFFFI100E4FE0180
Dabug EDI  DO0DODODNODOODOD
s FSP FEFFFCEASODAGEAD
70 D000000DOPA0DND
b - 58 R3 FEFFAB07A433D30
cx VUM DR Rl FEFFEE00837E15A0
dx < VUM -int Bl 0000000000000000
[{T>N\s1cba1s {Tocals fstack jclasses ] 4 MSR Bz 0000
et B3 00000000B9150759
R4 0000000000D00000
RIS FEFFAB0978D90000
(= oo1o
bl 002
sax] (rex+00000000] ]
Ea FS 0053
= 002
RIP  FEFFFBODBA7EADNZ
FFLAGS  D0000DODDODS0246

FFFFFB00R7B404BL CC

int H
FRFFFO0066704002L | (9] [Diassembly  ~| |G Clser | | Setlesk | TP Niew

[ i Th_7 12 47 M d.nac

3 1By [T

Click on the Load WinDbg Macros button at the top of the screen. This will enable a
number of new “Windows debugging friendly” macros available for later use.

F 2 x4
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Halt the target by hitting the Stop button in the SourcePoint Icon Toolbar at the top:
You may have to hit the Refresh button to see code displayed in the Code window.

Step 2: Run the StartWinDbg macro

Next, it is time to run the StartWinDbg.mac SourcePoint macro, that launches WinDbg
and establishes the EXDI connection. Go to the File menu, select Macro > Load
Macro.. and select C: \Users\<your name>\Documents\Arium\SourcePoint-
IA 7.12.XX\Macros\WinDbg\StartWinDbgX.mac. Alternatively, and more simply,
click on the StartWinDbgX macro button at the top of the screen. After about 10
seconds, WinDbg will open:

Power Tip: You can assign a button in the SourcePoint Icon Toolbar at the top to
perform a one-click equivalent to the above operation, or to run any other macro. Refer
to the SourcePoint User Guide or online help for how to do this.

Power Tip: You have a choice of launching WinDbg Classic or WinDbgX (aka Preview)
via the macro buttons at the top. With this release of SourcePoint, WinDbg Classic is
more stable. See our Troubleshooting section. Alternatively, at the SourcePoint
Command line, you can type in “windbgclassic” (an alias for invoking

©2024 ASSET InterTech, Inc. 11 IAISSET
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SetCustomWinDbgVariables("Classic", true), or windbgx (an alias for invoking
SetCustomWinDbgVariable(“Classic”, false).

Step 3: Issue a Break from WinDbg

Now, hit the Break key within WinDbg. It will take ~ 30-50 seconds for SourcePoint to
read the kernel memory and retrieve all the symbol information needed to match what
WinDbg has (in terms of the Microsoft symbol server, or a local symbol cache). If you
have the SourcePoint Log window open, you can see the symbol information being
uploaded to WinDbg:

EI.

If you don’t have the Log window open, you will nonetheless see the SourcePoint
“‘Dashboard Lights” at the bottom right lighting up as the JTAG-based memory reads are
done:

T

When the symbol load is complete, you will see that WinDbg and SourcePoint break at
the same place.

The SourcePoint Code and WinDbg Disassembly window show the same location. Both
are typically halted on logical processor 0, at a RET instruction:

©2024 ASSET InterTech, Inc. 12 IAISSET
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& KD 'exdiCLSID=(BSFA1822-6B47-4A22-A369-216370F58F 2B} Kd =VerAddr:-8786431403688, DataBreaks=Exdi, EXDI Connection (Quiet) - WinDbg 1.2308.2002.0
File View Breakpoints Time Travel Model Scripting Source Memory Command

mEB 7

Step Into Stop Debuggin:
Bresk Go \ )P PDEDUIING  Sattings Source Assembly Local Feedback
{}' Step Over Detach Help +

X | Command X

opeip EXDI: DbgCoInitialize returned ©x@0000001

A ZRIRCaaaR S L3t MW REL L ESUR IO EXDI: CoCreateInstance() returned ©x00000000
:::gz:g; 22:;1;:; ﬁ?ii(AZQ : 26h EXDI: QueryInterface(IExdiServer3) returned 8x00000000 ) )
BB idodhs Interfac not implemented by COM server. ExecuteServerCommand() failed getting the IeXdiCo
ALl kel EXDI SetTargetInfo() returned 6xe0000060
AL EXDI: Ser Setkeepalivelnterface() returned 0x60000000
e ce EXDI: Server::GetNbCodeBpAvail() returned 0x80000600
S8ESd ; EXDI: Ex ifyRunChange: : Initialize() returned ©x@e@00@00
ferefeo2 Saf5afec cc EXDI: LiveKernelTargetInfo::Initialize() returned 6x00000000
felTrmos et atedice EXDI: Target initialization succeeded
SEtsiBez, SEIBatecice Kernel Debugger connection established

;::;;:g; ;;:2;:2; €c Connected to Windows 10 22621 x64 target at (Mon Sep 4 13:19:03.197 2023 (UTC - 5:00)), ptré

FFFFFBO2 58F53FF1

FFFFFB02° 58F53FF2

fFFff802° 58F53fF3

FFFFF802° 58F53FF4

FFFFF802° 58F53FF5 i 3

£FFFF802 58F53FF6 66660F1fB840000000000 nop word ptr [rax+rax]
fFFFf802° 58F54000 fb sti

f££f802° 5854001 f4

ffff802 5854002 c3 ret

802" 5854003 cc int

FFFFF802 5854004 ccC int

FFFFf802° 5854005 cc int

FFFFfB802° 5854006 cC int

fFFff802° 58F54007 cc int

fF££f802° 5854008 cc int 3

FFFFFB02° 58F54009 Of1fB3000000000 nop dword ptr

fFff802° 5854010 4853 rbx

fFFFF802° 5854012 8bcl eax, ecx kd>]|
fffff802 5854014 4c8bca \ r9, rdx
FFFF£B02° 58f54017 33db : ebx, ebx
fFFff802° 58F54019 33c9 or ecx, ecx Id Location e Type Hit Count
802" 58f5401b 33d2 edx, edx

fFFff802° 58f5401d Ofa2

FFf802° 585401 418901 dword ptr [r9], eax

FFFFF802° 58F54022 41895904 > dword ptr [r9+4], ebx

FFFFF802° 5854026 41894908 \ dword ptr [r9+8], ecx

fFff802° 58f5402a 4189510cC [r9+0Ch], edx

£LfCCOANCOLEANNA €

0 Aiowaiy

xx¥xxxxxxxxr® Path validation summary **¥sssssssssss
Response Time (ms) Location

Deferred srv*

Symbol search path is: srv*

Executable search path is:

Loading symbols for fffff802 3200000 ntkrnlmp.exe ntkrnlmi
ModLoad: fffff802 3f200000 fffff802 40248000 ntkrnlmp.exe

Windows 10 Kernel Version 22621 MP (4 procs) Free x64

Product: WinNt, suite: TerminalServer SingleUserTS

Edition build lab: 22621.1928.amd64fre.ni_release_svc_prod3.230622-8951
Kernel base = oxfffff882 3f200000 PsLoadedModuleList = @xfffff802" 3fe13460
Debug session time: Mon Sep 4 13:19:20.960 2023 (UTC - 5:080)

System Uptime: @ days ©:35:43.064

fFfff802° 58f54002 3 ret

<

Breakpoints

s alars\ Decurmentsh Ariumi SourcePaint-14_7.12.33\T6L_Demo_1prj

File Edt View Processor Options Code Window Help

R IE I 8§ Load UEFI Macros. & % WK 5 EnableTH B WinDbg symboliond | %0 M B 0 AT | M © Breakpoints @ Code > Command [ Log B Memory IP Regiters @ Symboks #¥ Trace € Viewpoint 4 Waich | B (@ "3 B 7
(o S » S
Code (P07): (64-bil] Tracking B || dentifer Address Aftributes = ln'lir"e 5 _Descrgtion Status.
Bl igerLoks
EFFFEY T 2 - - B TigarLoke
3 = TigerLake
FiL CC 3 - e3 TigerLake
FEL CC 3 =
FFEL 66660FIFAE0000+ [RAX][RAE+0000000D]
BES1000L FB
s4001L E4
Ad...
cc 3 a
3 . a3
3 » intel 64
: STRTE Bn ATOR TRETRUCTION - Genersl 00000000000
3 Trace source iz not emsbled 4 Point EEREEOBUTAEARG L
[RAX+00000000] Floating Poin 00D800000000000D
REE Segment ‘ 010
Cantiol il 180
- 000
) Si=is Osg
Hame Valie a 000
FFFEE02416E3F5D0
DHORD ETR [R9].EAX EFFEF40250FS15A0
DugkD PTR [Ro+i4). EBY 0000000000000000
- ot s 0000000 0FFFEF
DRORD PIR [R3+0c).EDR 000000050906 37
00D000000008000D
3 < FFFFE08016ADE00D
3 001
3 Dsassewbly ~  Configure... Dispay... 0028
E Y o018
- 0028
FFFFBIZSBFSADOL || f2) |Dsassemaly | Go Cursor | | SetBwak | [ Trck P View I Rafian 028
0028
FFFEFS0258FS 4002
obals fLocals Stack )\ Classes 0000000000050246
Tate Tias Conpanent Hessage
D00DODED  BSSI0474 114CABCF 4DOBCE4E BEDE4EOD =
0000070 CDEOZEF7 FEFF4ESE 5C243048 BEGC20
D00000ED  4ESBTE24 404BBETC 20481883 CA2041
00000080 C3COCCOC COOCOCCE CCCOCEnT
000000A0  GFIFE400 BA00G000

d Language Extensions: C:\Ussrs\slsns Documents driuw SourcePoint-Th_7.12 33 Hacros'sa sasxt
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Step 4: Load symbols with the LoadCurrent macro

Symbols that are visible to WinDbg have to be made visible to SourcePoint as well, if
we’re going to get the most out of the joint solution. Follow the following steps:

Ensure that the target is in a Stopped state. Hit Break within WinDbg if necessary.

Load the symbols by going into SourcePoint, under the File menu, select Macro >

Load Macro.. and select C:\Users\<your
computer>\Documents\Arium\SourcePoint-

IA 7.12.XX\Macros\WinDbg\Load Current.mac. After about 10 seconds, the
SourcePoint Symbols window will display the module that the current instruction is in:

= = || = | =
Mame Address Wa
- intelppm.pdb

< >

VGlokbals l.-'-(.ILDc:als I}-.I.Stac:]-: .}5. Classes I.-'(

Interestingly, SourcePoint will display the symbols associated with intelppm.pdb
(sometimes). WinDbg does not display those symbols.

Expand the Labels within the Symbols window, and then you will see it populated with
all functions that are in the current module, for example:

©2024 ASSET InterTech, Inc. 14 IAISSET
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e

-

(=, Symbols (P0¥] - Globals ===
MName Address ~
§. PspStorageGetObject FFFFFE075F1A7FSEL
§. PspStoragelnserntObject FFFFFa075F0C54COL
f. PspStorageMakeSlotReadOnly FFFFFE075FOC2E0CL
§. PspStorageRemoveObject FFFFFE075F3BEET 4L
§. PspStorageReplaceObject FFFFFa075F3BEF94L
§. PspSubtractAccountingValues FFFFF8075F3B74C8L1

f. PspSysAppldClaim FFFFFB075F477940L i
f. PspSyscallProviderOptin FFFFFE075F3BAFFCL g
f. PspSyscallProviderServiceDispatch FFFFFE075EE3SEDOL i
§ PspSyscallProviderServiceDispatchGeneric FFFFFE075F3B91ARL

f. PspSystem325tring FFFFFB075F4771ESL

f. PspSystemCpuFartitionMName FFFFFE075FL9E4EQNL

f. PspSystemDriveString FFFFFR075F477 2081

§. PspSystemRootString FFFFFa075F477 2181 i
f. PspSystemRootSymlinkMame FFFFFB075F4779C0OL

f. PspSystemRootTargetPrefix FFFFFa075F47 71081 i
§. PspSystemThreadStartup FFFFFa075EDS69A0T

§. PspTeardownPartition FFFFFE075F3BAT40L

f. PsplerminateAllProcessesindobHierarchy FFFFFa075FO0ASAFEL

f. PsplerminateAllThreads FFFFFE075F1B3830L1

f. PsplerminateFicoProcess FFFFFa075F3B9CFOL

£ PenTarminataPricace FRFFFANTERNATA AT b

<
\Globals I.-{ILDcals I}\Stack I.‘-'-.Il:lasses l.-'r

Power Tip: If WinDbg accesses symbols outside of intelppm.pdb (which it will during
any typical debugging session), you’ll need to run another “LoadCurrent.mac” to
additionally access these new symbols within SourcePoint.

Power tip: Right-click on a function name within the SourcePoint Symbols window, and
you'll see a rich number of capabilities that can be applied to that function, such as
setting breakpoints, opening the function’s Code window, etc.

All the Windows kernel function name symbols are displayed in the SourcePoint
symbols window, under the Globals tab. You can right-click in the window to see the
function addresses as well as function names. Right-clicking on a function name gives
you the context-sensitive options to work with these functions:

ASSET

©2024 ASSET InterTech, Inc. 15
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Edit

Cpen Code Window

Cpen Memary Windaw

Set Breakpoint Fa
Go Lnkil Cursor F7

v Hexadecimal Display
Show Mames
Show Types

v Show Yalues
sShow Return Type
Show Source Lacation

Expand Children

Collapse Children

Viewpoink g
Refresh

Properties

Now, it is possible to see the power of the two applications applied together. As an
example, go into WinDbg and set a breakpoint on the entry point to the function
MmCreateProcessAddressSpace:

bp nt!MmCreateProcessAddressSpace

Then hit Go within WinDbg.

Sometimes the breakpoint is hit right away. You might need to move the target's mouse
around, or open a window on the target, before the breakpoint is hit.

You can then see the break in both applications. They are symmetrical:

©2024 ASSET InterTech, Inc. 16 IAISSET
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LSID=(BSFA1822-6B47-4A22-A369-216370F58F2B} Kd=VerAddr:-8786431403688 DataBreaks=Exdi’, EXDI Connection (Quiet) - WinDbg 1.2308.2002.0
View Breakpoints Time Travel Model Scripting Source Memory Command

(¥ step Out . ? N\l

Step Into Stop Debuggin:
Bk /G L) S0P POEIEIING. | settings iSourcel Assembly | Local Fesdback
« {} StepOver Detach Help =

X | Command

i Response ) Location
Deferred sryv*

| Symbol search path is: srv*

Executabl earch path is:

$scopeip current instruction

0 hiowapy

B PR e —

FFFFF802° 3899bb9 4883420

fffffee2 Sf

FFFFFBO2° 3FB99bbe C3

FFFFFB02° 3FBI9BDF cC

fffff802° 3f899bc@ @3cf

fffff802° 3f899bc2 3d7

fFfff802 3f899bcS5 66413bde

fFfff802° 3f899bc9 7203

FFFF£802° 3f899bcb @fb7d3

fffff8e2" 3f899bce 413bcb ecx, riid

ffFFf802° 3f899bd1 72b7

FFFFFB02° 3F899bd3 Bbcb ecx, ebx

FFFFFB02 3f899bd5 €959592200

fffff802° 3f899bda cc

fffff802° 3f899bdb cc

fffff8e2° 3f899bdc cc

FFFFFB02° 3F899bdd cc

fffff802 3f899bde cc start end

Gifftoz 3o hdficc FFFFFB02° 3200000 FfFFfB02° 40248000 (pdb symbols) C:\ProgramData\Dbg'
nt!MmCreateProcessAddressSpac 0: kd> .logclose

FFff802° 3f899be3 48895808 . gword ptr [rax+8], rbx kd> bu ntIMmCreateProcessAddressSpace

fffff802° 3f899be7 48896820 qword ptr [rax+20h], rbp

fFFff802° 3f899beb 4c894018 gword ptr [rax+18h], r8

fffff802° 3f899bef 48895010 gword ptr [rax+10h], rdx

fffff8e2 3f899bf3 56 rsi

fffff802° 3f899bfa 57 p rdi

fFFFf802° 3f899bf5 4155 push ri3

fFFFf802° 3f899bf7 4156 push ri4

fffff802° 3f899bf9 4157 push ris

fFfFff802° 3f899bfb 4883ec4d sub rsp, 4eh

FFF££802° 3F899bFf 4883601000 and qword ptr [rax+1@h], d Function

fffff802 3f899c04 458bf9 mov ri5d, rod

fffff802° 3f899c07 488b3552766b00 mov rsi, qword ptr [ntkrnlmp!PspMir

fffff802° 3f899cOe 498be8 mov rbp, r8

FFFFFB02 3789911 488bbC2498000000 mov  rdi, qword ptr [rsp:98h]

ffFf£802° 3f899c19 488970c8 mov quord ptr [rax-38h], rsi

Loading symbols for fffff802 3200000 ntkrnlmp.exe - ntkrnlmp.exe
ModLoad: fffff802 3f200000 fffff802 40248000 ntkrnlmp.exe

Windows 1@ Kernel Version 22621 MP (4 procs) Free x64

Product: WinNt, suite: TerminalServer SingleUserTS

Edition build lab: 22621.1928.amd64fre.ni_| a svc_prod3 951
Kernel base = @xfffff802 3f200000 PsLoadedModuleList = @xfffff8e2 3fel13460
Debug session tim .960 2023 (UTC - 5:00)

System Uptime: © days ©:35:

fffff802° 5854002 c3

0: kd> g

fffff8e2 58f54002 c3

9: kd> .logopen C:\Users\alans\AppData\Local\Temp\WinDbgExdi.log

Opened log file 'C:\Users\alans\AppData\Local\Temp\WinDbgExdi.log"

9: kd> r rip

rip=fffff80258154002

0: kd> 1Im 1

ssAddressSpace:
ffff£802 3f899bed 488bc4 rax,rsp

7 SourcePont 7,120 [0C) - Tgerake - CAUsesalans\Documentsrum)SouscePoint- 7,12
File Ed View Processor Opions Code Window Help

BED Bd @ @ B Load UEFI Macros 43 45 NPX 85 EmableT 465 WinDbg symbolood | w8 b i ° | M © Bresigoins @ Code > Command [ Log B Memory IP Regiters G Symbaks o Tice 9 Viewpoint (L, Watch

I =
Cade (P17): (64-bit) g a Identifier Address Atnbutes = F"ums T l{D-stnrmcw
FEFFO0ZIFOS9BEEL o T " o1F :
802393 3 oD ECX EDT :
oD bt - E2
il DE_REY - B3
PsffalectliodeForProcess+?
CX_R11D
FapiSelectlicdeFerProcesss de
ECK EEX Add...
BIIEDEL E959552200 HVirtuslhecessFault+ds?
AT 3 %A
: R - e B4
3 INSTRICTION - General
3 Flaating Pot
Sogmant
ORD FTE [RAX=20 Q ® = Debug PR L
ORD TR (RAZ+1% ] prv z
ORD FTR [RAX:10] RDX Hame Value e 0000000000000158
2 - - i . 5P 2000
v . 0P 0
VMM -t EFFFEQB1ED0
24 MSR 000000000001
ESP. 00000040 Usar
QIORD_FTR [RAX+10].00000000
How E15D_RaD <
023FE93C07 i FSLGUORD BTR [PepHinimus¥orkinaSet ] | cs
6023F639COEL {30EE now KEP. Disassembly | | Configure... | | Dsphy.| 05
£023FE33C1 1T §BEEBCZ438000000 HOW FOIQVCRD FTR [RSP+000000381 > ] =5 an1g
FRFFOZIFEISHED. | |7 [Dsasarbly kP | VeWE = e
o QuzB
RIP  FFFFEQ0Z3F99
a15 {Tomats fstack fciasses | FFLAGS  0000000000050207
Date Tine Component Heszaas
0D0DUSD 00752048 SSFFOFE4 CFFFEFE 4ESECFES
00000070 A1000000 ESSFEFFE FFASABCE EES7IRC3
00000080 FFEEBAES SOCSCRFF EED9ISFE EBADCOLC
00000030 CCCCLTCC 40534683 EC200EB7 42084066
00DODDAD  DSd8536d 242000C1

Fo =
[E0>
[Loading User Defined acra #8: C;'\Dsers“alsns xS int-Ia_7 12,13 Nac. =
[Flishell ‘o users alans docusenisariun sourcep 33 Nacros-UinDbg~loadSynbols vhs Loadall®
enp- LosdSynt

pabolz an
€ vtexphlosdSysbols. wac

Power Tip: between individual “Go” commands and breaks, the context of the code will
often change (i.e. the value of CR3 changes). Even though the module name will still
appear in the SourcePoint Symbols window, the needed symbols will no longer appear
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in its Code window. Hit the LoadCurrent button again to re-display the symbols.
Alternatively, take the following steps to ensure the Code window context is updated
upon each break:

Under the File menu, select Macro > Configure Macros..
Click on the Event Macros tab.

Select Event: Breakpoint (any)

Then browse in the main folder, and select Events.mac.

This will slow down breakpoints ever so slightly, but it will ensure the code context is
refreshed without manual intervention.

Power Tip: Once the PDB file is identified, SourcePoint will search for the symbol file in
WinDbg’s stored Symbol path, and then if not found, its Cache path. Symbol path in
most WinDbg installations is srv*, which SourcePoint has not knowledge of, so it will
next go to the cache path. WinDbg tends to store an extraneous “\sym” in the cache
path that needs to be worked around. Use the following commands as needed:

WinDbgCachePath /I displays the Cache path
WinDbgSymPath /Il displays the Symbol path
WinDbgCachePath Il sets the cache path manually; i.e.

WinDbgCachePath = “C:\\symbols”
Power Tip: You must be in Host mode to use the vmcs macro functions.

Power Tip: You must do WinDbgCachePath after the first LoadCurrent, or it does not
stick for the session. To be fixed.

©2024 ASSET InterTech, Inc. 18 IAISSET
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Getting SourcePoint to display module names as well as function names

WinDbg displays the fully qualified symbol name, including the module name, in its
windows, as in nt !MmCreateProcessAddressSpace. SourcePoint truncates them
by default to solely the function name, as in MmCreateProcessAddressSpace.

The module name prefix can be displayed by enabling SourcePoint’s Qualified Symbol
Name (QSN) format. In the Options menu, select Preferences, and click on “Use QSN
in disassembler”.

Preferences

General Emulator Breakpoints Code Memaory Program  IpC Colors

Source code C++ symbol name dermangler

®) Auto detect Demangled symbol names

oc Compiler: | GCC Standard v
O C++

[JHide C++ internal symbals Use QSN in disassembler

Smart symbol analysis

Load from temporary copy of program

[]5hare source file path map among all programs Source Path...
[]Internal globals are public

[]15how individual inline functions

Array expansion limit: | 10000

The Code window display will now look something like this:

— 7y
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Q‘i Code (P0™): (64-bit) Tracking [P 0000000000000000L - FFFFFFFFFFFFFFFEL E=0E= u
FFFFFa0274682E07L Bo40000000 now ecx, 00000048
FFFFFE0274682E0CL OFEADD NOwEE ed=, al
FFFFFa0274682E0FL 410895FA000000 now byte ptr [r13+000000fa].dl |
FFFFFa0274682E16L 5BC2 now eax, edx
FFFFFE0274682E18L 42C1ELZD zhr rd=, 20
FFFFFa0274682E1CL 0F30 WEMST |
FFFFF30274682E1EL 4150A5FE000000FE and byte ptr [r13+000000£8].fe
FFFFFE0274682E26L 41BA01000000 now r104, 00000001
FFFFFR0274682E2CL 4430702450 cnp byte ptr [rsp+50].rlEb
FFFFFE0274682E31L 7476 je crntkrnlmnp . PpmlIdleExzecuteTransition+11b9
FFFFF20274682E33L 410FERBL9ATVENDDD novex =ax,byte ptr [x13400007=9%2]
FFFFFa0274682E3BL 4408702450 now byte ptr [rsp+50].rlEh
=FFFFFE0274682E40L S4C0 test al.al
FFFFFE0274082E420 V465 je contkrnlnp . PpmldleEzecuteTransition+11b9
FFFFFa0274682E441 c54008B04 252000+ mow rax,gword ptr g=: [00000000000000207
FFFFFE0274682E4DL 4CEDOSACDIDVEE lea r8, gword ptr [f££££80274400000]
FFFFFa0274682E54L 418EDA now ebx, r10d
FFFFFa0274682E57L BB4624 now ecx,dvord ptr [ra=z+24]
FFFFFE0274682E5AL 4400B80ATEOODD now byte ptr [rax+00007=9%a],r15hb
FFFFFa0274682E61L 418E9488D024D000 mow ed=,dvord ptr [r8][rcz=4+00d4d024d0]
FFFFFa0274682E69L BBECA now ecx, edx
FFFFFE0274682E6EBL BBC2 now sax, edx
FFFFFa0274682E6DL B2E1GE and ecx, 0000003
FFFFF80274682E700 45D3ES =al rhx.cl
FFFFF20274682E73L 42F702 not rh=
FFFFF80274682E1CL v| Q Disassembly ~ ~  Go Cursor Set Break B Track IP View IP Refrash

Power Tip: Note that SourcePoint’s syntax is slightly different from WinDbg’s:

WinDbg: ntkrnlmp!PpmIdleExecuteTransition+11b9
SourcePoint: c:ntkrnlmp.PpmIdleExecuteTransition+11b9

Do a Project Save to save these settings into your Project, so they’ll automatically load
for your next session.

r xF x4
©2024 ASSET InterTech, Inc. 20 %SE
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Using Intel Processor Trace

Once using run-control is mastered, it is worthwhile testing out some of the SourcePoint
advanced trace features, such as Intel PT.

First, ensure that the target is in a Stopped state. If not, issue a Break from within
WinDhbg.

Then, within SourcePoint, open up a Trace window, click on the Configure, and then
click on the Intel PT tab at the top:

r xF x4
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Trace Configuration

LBR BTS Trace Hub AET IntelPT Intel PT Memory
Processors to trace
i None
@ Al
(OList: | PO
Share filcer / timestamp settings
i® Apply settings to all processors
() Apply settings to PO w
Filters
[IRange 1: | Enter symbol or start-end @
[JRange 2: | Enter symbol or start-end
ClecpL: User w
[ ]CR3:
Timestamp
TSC
CIMTC Frequency: \CTC 6 -
Cycle accurate Threshold: | 0 (fine) w |
| 0K | | Cancel | | Help |

Click on “All” Processors to Trace”, or select a processor from the list. Ensure both TSC
and Cycle accurate are enabled.

Then click on the Intel PT Memory tab, and use a spare memory area to store the trace
data:

r xF x4
©2024 ASSET InterTech, Inc. 22 %SE
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Trace Configuration

LBR BTS Trace Hub AET  Intel PT Intel PT Memoary
Trace buffer

() Use processor sethings

(® Use SourcePoint settings:

Base address: | 2D0000000P re

Length per core: | 1gk w

Trace capture mode
(@ Overwrite

) Append

Gncel | [ Heb

NOTE: “Use processor settings” can be selected if the BIOS has been set up with this.
For the UP Xtreme i11 board, this is not the default.

Click OK. The Intel Processor Trace window will, after a few seconds, sometimes
refresh with some data. This first set of execution trace is not valid. It's a feature of
SourcePoint that enables a JTAG “hotplug” dump of processor instructions if the

-~y X X
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T
emulator had been unplugged and then plugged back in again. Only subsequent Go
and Stop will yield valid trace data.

Then hit Go from within WinDbg, and then hit Break, and you will see something like the
below in SourcePoint:

File Edt View Processor Options Trace Window Help

EEW R S & & Losd UEF Macros G 5 NPK 88 EnableT @ WinDbgsymboliosd 89 M @) 0 W M @ & 4 | © Breskponts G Code > Command [ Log B Memory IP Registers Gk Symbols p7 Tace GR Viewpoint Qwatch | T @1 "1 I8 4 00| ¥
o ——————— (T G e T
) (62 bi) Bachireg P OCOOCRO0O0B000NL - FFFFFFFFFFF : & [ Ticenter “Address “Allnbites. i Name Description Status
| & PO Tigerlake Stopped
FFFEFO022EFIFFE WP TRAX] [RAK+ 3 i et
EFFEFB022BFA1000L FB STI 32 ¢
FFFEF8022BF44001L F4 HLT @)= Tigexlake
=<DFFFFFB022BF44002L C3 RETN - v Lake
FFFFF8022BF44003L CC INT 3 Address Valu
FFFFF8022BF44004L CC INT 3 £ nfigurats 1854CCL
%2525;5: 821 Sg },’3 ; 4§ KeQueryDpcWatchdoginformation FFFFF80207E1CD40L
EFEFRB0IBFA00EE CC I 3 = . et o
FFFFF022BF44009T OF1F8000000000  NOP [RAX+00000000] =5 KeQunER ciPrtyJiesat EEEERSG207822400L _
EFFEFB02IBFAMDICL $BCT wov" EAE Bt folo e N
022BF 440141 4CHRCA oY RS_RDX THSTRUCTION - General ]
FFFFF022BF440171 3308 TR EBX,EBX JE ispatch_icall+21 Floating P Lot IVEEISIS 17 408 1K
FFFFFB022BF44019L 33C3 XOR ECX. ECX PO ﬂ";,mm"'m Tretpoline_iasge_bita loating Point RDX 0000000000000000
ggggggigg }g‘l: gé?g égﬁm EDX. EDX PO MOV R10, RAX Segment RBP FFFF92053722F140
TEST i 80204298180
EFFEFB022BF440IFL 418301 Koy DuokD FTR (R) EAX = JE i aluetoh loaliese S W1 osboo0oiononaon
FFFFFB022BF44022L 41895504 MOV DVORD PTR [R9+04).EBX 00061 PO LFENCE Debug RSP FFFFF8020C754EAR
FFFFF2022BF44026L 41894908 HOV DUORD PTR [R3+408).ECX PO JuE RAX N
FFFFFB022BF4402AL 4189510C MOV DVORD PTR [R9+0c].EDX 00055 PO SUB RSP, 00000028 YMM-SP R8 0000000000000000
FFFFFB022BFA402EL 5B POP REX o ¥ov. B3, RCX. W 3 FEFF9205372407B0
FFFFF8022BF4402FL C3 RETH PO ¥ov. EAX, RED YMM - OP R10 FEFEF8022BF41540
EFFEFR022BF44030L CC wr 3 Eo I DL RAX, 0050 YMM - int Rl 0000000000000000
RS g 8 I 1 sest— R
3 ser
FFFFFB022BF44034L CC T 3 ) oV EBK BVORD £15 [RoE160] L, L
EFFEFB022BFLU0IEL CC o 3 Po CALL QUORD PTR [£Ef{£B022b862390] . HEIES2063/228100
FFFFF8022BF 36L 66660F1FE40000+ NOP [RAX] [RAX+00000000] -00051 PO JMP RAX =3 010
FFFFF2022BF44040L FFEQ JNP RAX —00047 PO PUSH REX I 0028
FFFEFB022BF440421 CC INT 3 h & PO SUB RSP. 00000020 ss o018
[Freraozzsrsaoozt | 3 sexdek | [Tk e = o e = ]
— wonr 8 G Mo s wum
I ﬁ FFEFF022BF44000 FB ST CEEUEER RIP FFFFFE022EF44002
< RFLAGS 0000000000050246
™ [00063 | Osassembly | Confiure... [ Dips Gibatn Rafresh
Date Tine Conponent Hessas
T snnu oo ey e
4COBFCH 1149D1EE 41891142 «
00000080 89140149 F7D84389 1401C366 66666666 = 1 EFEEEDAZ0318 GhaRT
00000030 OF1FG400 00000000 4DBSCO74 118B114E =
00000040 BD4COIFE 4983F801 =L .I
6L
3EAOL

Feel free to resize the Intel Processor Trace window, and make it Floating, to see the
trace data.

Click on the Display button within the Intel PT window, and be sure to click the
appropriate buttons to ensure you see the symbols. These would include Object Code,
Symbols, Pseudo-ops, Instruction Lines, Data Lines, and Labels Lines in the
Disassembly section; and Source Lines in the Source code section.

You can click the cursor at any code line within the Intel Processor Trace window, and
right-click to open up a Tracking Trace window that shows you the code and symbols (if
available) for that line of code. You'll see the below when you open up the Tracking
Trace window at an arbitrary line of the traceback:

r xF x4
©2024 ASSET InterTech, Inc. 24 4‘5[

SourcePoint WinDbg Getting Started Guide — UP Xtreme i11



SourcePoint

Platform for Software Debug and Trace

Fle [dt View Procesor Options Code Window Mep
FEEEE SF § BB Load Ui Macros G GENOK G EnatieT™ G WirDbgmymicliond @0 M B P W M 8 & & ©Brestponts G Code > Command [l Log B Memory TP Regaten Qi Symbols »7 Face EH Veewpeint Q Watch
ir.uamvx

etk

Status.
ECX_EDT | Stopped (hat breskpoint)
ﬁ gu e P1 Tigerlake Stopped (hit breakpoint)
spSelectSodeFarProcesss92 = P2 TigerLake Stopped (hit breakpoint)
HovzX - . e 3 TigerLake Stopped (hit breakpoint)
cne ECX_RIID
LectNodeForProcesss e
¥aVirtuslhcoessFaultsds? -
wr s " Cos [ Neove | | memor Al | | e ]
= - —
» AR v,
}ﬁ g e Procemer Yace 92 i S el 64
7 3 STATE Pn  ADOR CPCODE TRSTRUCTION Genseal ] mgnounosz::g:
FFFFFB060EADS330 488903 HOV GIORD PTR [RET) 3 Fiosting Pont
483BCL Hov RAY. RSP B2 FEFRESDOEADS)) seBOLISAs MOV EAX. DUORD {00000000000001A4]
48235508 WOV QUORD PTR (RAX+02] REX B2 6OEADSI9B 911000000 OV ECX 00000011 REP  FEFFAS
48896920 HOY QUORD PTR (RAX+20):REF B ERrabcoitake Sambis AND EAX; 0000001¢ Control Rr 0000600000060000
L 4394018 Hov QUORD PTR [RAX+18) RY P2 FFEFFS00EADSIA3 48 MoV RDI,QUORD PTR (RST](RAXed] ut EDI  0000000000000000
T MOV QUORD PTR (RAX+10) DX P2 EFFFFS060EADS3A7 33C0 XOR EAX, EAX bug TR
3L S8 PUSH w51 FFFFPE0G0EADSIA9 FOMBOFBIOF  LOCK CNPXCHG QVORD PTR (RDI).RCX e =y 0000000000080155
7 FUSH 01 B2 FEFFFBUGOEADSIAE 7642 IBE i reCachehvarePushLockSharedEx Vi - 5P
L 4155 FUSH R13 F07536 B2 FFEFFS060EADSIBO 488508 TEST REX. L] 0000608006080000
45 PUSH Rt B2 383 3E ExhcquizeCache Vi - 0P B10  FEFFAS004AIZEIDO
PUSH RS H07534 P2 EFFFFS060EADSIBS C6d31201 MOV ETTE FTR (REX+12],01 MM - et BRIl 0000000000000000
{ieece U8 RSP 00000040 P2 B3 488BC7 WOV RAX, RDI © MSR Ri2  0000000000000000
EFFL 4883501000 AND QUORD FTR (RAXe19],00000000 C2450 MOV ROI. QUORD PTR (RSP+50) ®11  0000000000060001
45 Hov RISD_FID B2 EFFFFSOGUEADSICI 483C(30 ADD FSP100000030 ) User T T
dsemassarecnon  Mov ESI.QUORD PTR [PepMininualorkingSet] & FEEFRANKOR -~ RIS FFFFAS004AS2EDD0
CERoaciit dasbee MOV RD1.QUORD PTR I 3 0010
[ 0028
s5 o018
Fr g Trace. 5 0028
o:msnu w7 DVORD FTR Emml)vm 5 0083
FL 4 i RCX2MEEEEREELEEEC G5 0028
uuosnu w0 BAX_EST RIP  FEEEESD
5% -~ RFLAGS 0000000006040502
1 488303 v omv D TR (REK R
§58B0425A4010000 MOV " Sooo000000000sae)
— Bt g EEEel
Tine o Wasza
§iEs piishr B100006# EEaionen dotteads 3 Saep ¢ % By g T e
00090080 SESD300C 00004833 COERSAE2 EEFFABSE . | FO480FBLOF 10CK CHPXCHG_CWORD PTR (RDI}.RCX
00030050 3508000 goggsﬁs E3000080 4seEevEs = 0E4DSIAEL 7542 e nwgim-mawsamdnnn
0000040 00000042 SDASAG0D 5 o . o
wov BITE TR (REXe12).01
a:unssasr. 4885C i 4T B
488B7C2450 wor QVORD FTR [RSP450)
OEADSICTE 4003043 00 nsr S0s0050
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0E4DSICEL S Boe =
£ 202 EX
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GEADIICE G N 3
OE4DSICAL 41050008 FREFETCHY  BYTE FTR (70)
09 Dser Defined Macro #1 C \Users\al 7.12 Dby I |- [Re1
Cogom £ P 7:42 ] voe® “Ci\te} L OFBAF215 il e
Srun("C:\ oadSynbols xac”)
e Losditolei s ), F04107BL10 LOCK CMPXCHG DWORD PTR [R8].EDX v
FIFFFB0G0EADSIO0L |/ Dmssembly [BREISL| [ ENRT Gtk Vew P Refresh I
FGe, SuMteFL iete, P2 I8 Stopped sise (11T

To see a visual display of the trace data, right-click within the Intel Processor Trace
window, click on Trace Search.., click onthe Call Chart tab, and hit Analyze.
You'll see something like this:

I 8 Load UEFI Macros % %85 NPK 43 EnableTH 8 WinDbgsymbolioasd | &0 M @1 P I | I @ & & | © Breakpoints G Code > Command [E Log BB Memory IP Registers @ Symbols p¢ Trace €B)Viewpoint QWatch | Tw @ *3 |8 4 5 ¥
Code (717} {451 Tracking ¥ 0000000000000000L
m;;;;e:«z;:z;;;; FRFTFFRFFRRFIL - Code CallTme CafCrat i
0208 L 03CH ECX.EDT fodve || Hep = v|  Cycle 5683 TotaltmeS4808us Measured tme:-22.471 s makpmnt;
FFEFF80208299BC21L 6603D7 ADD DX.DI
FFFFF80208299BCSL 66413BD0 DX, ReW ] Function Inci, Time. Excl. Time ]| breskpoint)
EFEFF30208299BCS1 7203 ac PagSelectlodeForProcess+32
EFEFES02000935CHL DERTDS Kovzx SEEC 1 RelhcquirePrivilege % 36.713 us  731.601 ns
BCEL 2 2 RtllnpersonateSelfEx 30 140 us 459.873 ns
TPFPFID?DEZ9‘JBDI'L 7257 igv Ys;&l;clblnd.l’u?«lmsl'lc 3 ZwDuplicateToken 27.773 us 29 970 ns
rmnnznszasnou sssssazznn JHP ¥nVirtusldccessFault+d987 4 NtDuplicateToken l g 127.743 us  81.918 ns
EFEFFA0208 INT 3 5 SepbuplicateToken 3 T |14.282 us  389.943 ns
nnnuzunzssnm cc AT 3 6 48,285 ns
Zgggﬁ cc %g g 7 AuthzBasepallocateSecurityAttribute 1.332 ns 0000000424600
FEFFB0208299B0EL CC INT 3 B ExAllocatePool2 302.697 ns  [F9205366F6EED
EFEFEa0308390BbEL G INT 3 3 ExplL icoutaPool U KTogfronicds | 701.298 ns 666 p= [F920538D57030
ormn;gmsmx o T i — 10 ExAllocatelsapPoo. | 700.632 ne  406.926 ns [FE30D35556C30
11 RelpBptinslori ocate | 258,075 ns 206127 us 0000000000000
D Tro9003990E7, 42890030 oy [ 12 ReIpLERBlockE: taapal locate |48 951 ns 48951 ns 0000000000000
EFEFF80206299BE8L WV (NORD TR (A 18] 86 i Lededdd e
0208299BEFL 49895010 ¥ov QUORD PTR (RAX+10].RDX i 0000000000155
FFFFF80208299BF3L 56 PUSH RSI 00000000001
FFEFFB0208299BF4L 67 PUSH RDI [FDC0816297A30
FERHAES Ly B B
i 3 - e
1000 AND QUORD PTR [RAX+10].00000000 [F92053F39BOCO
FFEFFQ0200203604L 4 oV RISD_R9D
EFEFERDI08295C00T 430BI652766B00 oY FS1.QWORD PTR [ o
FFFFF80208299COEL 498BES ¥ov REP.R8 B
FFEFF80208293C111 488BBC2498000000 ¥OV RDI.QWORD PTR [RSP+000000981 3
FFFFFB02082998E0L || 0] Diassembly v [[G0GUIN | [SHEWK| DTekp | VewP H
B
[FEB0208299BE0
0000000050202
[€ > \POLP1 >
o
Date Conponent Hessage
00000050 52498DSS S0489BCE EGS30000 008
onoono7o S4De7eid sscozeip 48sDssts 4as
00000080 D8O 84DB7522 4038
00000030 4 IB 9C 24800000 0048)
00000040 D41
>

Move the time arrow by clicking on a section of code, or use your arrow keys. Expand
the view of a particular area of code with the mouse wheel, or using the Expand (starts
at x1) drop-down or +/- buttons at the top.

F 2 x4
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Event Trace

First Step: Configuring the Intel Trace Hub

Event tracing is accomplished with the Intel Trace Hub (ITH). Fortunately, using DCI,
events supported by the ITH can be streamed directly out of system reset. The one
limitation that exists is that some events (like Port IN/OUT tracing) happen so frequently
at some points of the boot process that they overwhelm the capacity of the USB 2.0
(DbC2) connection and event processing, and thus cause trace buffer overflows — but
these should be rare as long as the events collected are relatively close to the debug
point of interest.

The first thing to do is to configure the ITH. Reset the target by clicking on the Reset
button in the Icon Toolbar at the top of the screen, and it will halt at the reset vector,
physical address FFFFFFFO:

* SourcePoint ¥7.12.0 [DCI] - TigerLake - C\Users\alans\Documents\A

File Edit View Processor Options Code Window Help
FEWHEBEW ST §load UEFIMacros S @] @ M B P10 M # £ & @ Breakpoints G Code > Command [ Log B Memory IPRegisters @& Symbols # Trace B8 Viewpaint Q Watch
=i AL ?

ERViewpoint o | =%
FFFFFFEBL 0000 I E PTR [BX+ I Name Description Status
FFFFFFEDL 0000 I E PTR [BX+ I = PO TigerLake Stopped
FFFFFFEFL 00 E
PEFFFFFFOL 90 NoP
FFFFFFF1L 90 NOE
FFFFFFF2L E923C0 M e r ffffe
FFFFFFESL ( ADI BY BX+5T],AI
FFFFFFEIL ( ADI BL,
FFFFFFFOL | I 3+ I ol . =1
F - . o L . [AGeneral Registers (P07} o=@ =]
FFFFFFFDL 0 I H, +1A-32 Name  Value
FFFFFFFFL EF E £f - Intel 64 RAX 0000000000000000
General [FBX 000000000000000
Floating F|H°% oo
Segment [FDX
Control RB‘P
A Debug :;;
FRFFFFFOL ~| » Disassembly - GoCursor || SetBreak [|Track P | ViewIP | MMX
YMM - SF| -
@ Breakpoints = | =2 = YMM - DHp g
- YMM - Inl|, 1
Identifier Address Altributes “MSR e
User R12
R13 0
R14 0000000000
Edit... Add... Remove Remove All Enable Disable All R15 0000000000
cs
Bies us
Date Time Component. Message Es
@#11/17/2021 15:20:08.130 tco.clearbars Cleared BCI Express Base .
Gs
RIP 000000FFFO
> |RFLAGS 0000010002
commend |
Scanning Devices... -~
Configuring Devices...
Connecting...
Loading Command Language Extensions: C:\Users\alans\Documents\Arium\SourcePoint-IA_7.12.15\Macros\aa\aaextend.mac...
PO
PO>
Loading Reset (after): Ci\Users\alans\Documents\Arium\SourcePoint-IA 7.12.15\Macros\Intel\ADL TCO Timer Disable.mac...
PO
Target Stopped: Target reset PO 18: Stopped Special Halt Mode (|

The next step is to run the ITH macros that enable the Trace Hub and hide it from the
OS. Fortunately, SourcePoint comes equipped with a macro button built in to make this
process easier, At the top of the screen, you'll see a button labeled NPK and
EnableTraceHub. Click on it. Wait about five seconds.

F 2 x4
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You can then boot up to Windows (or not).

Second Step: Set up Architectural Event Trace

Now, it’s time to tell the Trace Hub what you want to trace. Click on the Trace button in
the toolbar at the top, to open the Trace window; then click on the Configure... button;
then click on the Trace Hub tab. Set the settings as below for the Tiger Lake platform:

Trace Configuration X

LBR BTS Trace Hub AET IntelPT Intel PT Memory
Masters to trace
(O None

OAl
@Lst: |18 | =]

Trace routing

Intel PT: | System Memory

AET: Trace Hub

System memory trace buffer

Use BIOS settings

Use SourcePoint settings

Base address: | 010000000P (2
Length: 16k

Timestamp

[J Alignment packets Frequency: [€TC16

Master / Channel definitions

Filename: [ Targets\TGL\ TraceHub\ TGL Ports.xml \ |

[ ok ]| cancel || Hep |

r xF x4
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Once the Trace Hub has been enabled for the features you need, click on the AET tab,
select A1l as Processors to trace, and select RDMSR/WRMSR and Port In/Out
as events to trace:

Trace Configuration

LBR BTS Trace Hub AET IntelPT Intel PT Memory
Processors to trace
(O None
@ All
Olist: | Ppo
(e.q., PO, P4-P7)
Event sharing
® Apply events to all processors
(O Apply events to:
Event 'Enabled | LBR | A
HUW-SW Interrupt O O
IRET O O
Exception O O
RDMSR-/WRHMSR % O
Port In/Out % O
Code breakpoint O ||
Data breakpoint O O
BTH O O
SHI/NMI/RSH O O
HONITOR/MWAIT O O
WBINVD O O
SGH O O v
Advancad... l Clear all \
I OK | | cancel | l Help ‘

r xF x4
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Now, you can simply do a Go/Stop to capture the event trace data. Below shows the
use the Command window to simulate a break on any read/write of, say, port XCF8’, the
PCI CONFIG_ADDRESS. This is conveniently done by issuing at the Command window

P0O> prompt:
go til cf8io

This will run the target until the next IN or OUT to CF8.

After issuing the command, you'll see something like this:

Fi View Processor Options Trace Window Help

CEEHBH S @ 4Load UEFI Macros @ B @ @ M B P 10" M & & F @ sreakpoints @ Code > Command [ Log Bl Memory IPRegisters @ Symbols * Trace @8 Viewpoint Q Watch
?

A— t . Status
INSTRUCTION | Stopped (hit br:

f Stopped (hit br:
Stopped (hit br:
Stopped (hit bre

STATE ADDR i
o data available - Unablg| STATE

000008
000000
000000
[000CF8
[0A3CCO
0CDO00
BE1C00
0A3C40
[E9D3BO
[00000E
000000
0A3AFO
1A23018
000002
1000001

000000375 Disassembly ‘- i

Date Time k
11/17/2021 16:35:39.976 i
11/17/2021 16:35:49.222 { Looof

Command

cading Reset (after): C:\Users\alans\Documents\Arium\SourcePoint-IA_7.12.15\Macros\Intel\ADL TCO_Timer_Disable.mac...
PO>npkEnableForce ("cpcie=1", "tsact=1")

PO>go til cfBio

P0>go til cf8io

PO>go til cf8io

PO>go til cfBio )
PO>

F1Help, F5:Go, Shift+F5:Stop, F&:Step Into, F10:Step Over, Shift+F12Reset PO 18:Stopped 64 Bit Halt Mode 111

Scrolling up a little, you'll see a mix of Port In/Out and RDMSR/WRMSR. All
timestamped.

Power tip: The Last Branch Record (LBR) stack associated with each event can be
captured as well. This is a very powerful debugging utility, especially when
troubleshooting code execution leading up to events before system memory is initialized
and Intel Processor Trace is available.

r z x4
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Trace Configuration X

LBR BTS  Trace Hub AET  Intel PT Intel PT Memory

Processors to trace

(O None
OAll
@ List: |pO
(e.g., PO, P4-P7)

Event sharing

@® Apply events to all processors

O Apply events to: v

Event Enabled LBR |
HW/SW Interrupt 0 O

IRET O O
Exception O O
RDMSR/WRMSR 2 ]

Port In/Out = =

Code breakpoint O O

Data breakpoint O O

BTM O O
SMI/NMI/RSM O O
MONITOR/MWAIT O O

WBINVD O O

SGX O O

Advanced... Clear all
OK Cancel Help

1 r xF x4
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Getting Started with Hyper-V/VBS Debug

Debugging with Hyper-V and Virtualization-Based Security (VBS) is beta for this
SourcePoint 7.12.52 release.

Pre-requisite reading for this section is as follows, with some tips below. This content
will be incorporated in this document upon the production release:

Part 1: JTAG debug of Windows Hyper-V / Secure Kernel with WinDbg and EXDI
This is a basic introduction to enabling HV/SK, and the use of the VM Launch and VM
Exit breakpoints.

Very important note: the command to disable the synthetic watchdog on the target is:
>bcdedit /set {default} loadoptions "systemwatchdogpolicy=disabled"

Part 2: JTAG debug of Windows Hyper-V / Secure Kernel with WinDbg and EXDI
One thing to note is that the symbols for the securekernel are in fact in the public
domain, on the Microsoft symbol server. You need to ensure that these are in your
cache folder for SourcePoint to see them.

Part 3: JTAG debug of Windows Hyper-V / Secure Kernel with WinDbg and EXDI

This blog covers symbolic debug of the Secure Kernel, with Intel Processor Trace.

It highly recommends that the number of active processors is set to ‘1’, in order to easily
distinguish transitions with the hypervisor, secure kernel, and NT OS.

Part 4: JTAG debug of Windows Hyper-V / Secure Kernel with WinDbg and EXDI
Under the SourcePoint File menu, click on Macro > Load Macro... and mouse over to
C:\Users\<my computer>\Documents\Arium\SourcePoint-1A_7.12.52\Macros\WinDbg
and select vmcs.mac. This makes the dump, vmread, vmwrite, reason and ipt
commands available. The ipt() function is crucial to ensure that Intel Processor Trace
works properly between Host < Guest transitions.

Part 5: JTAG debug of Windows Hyper-V / Secure Kernel with WinDbg and EXDI
This is a preamable article to using Intel AET to capture RDMSR and WRMSR events,
and correlating them against the Windows MSR bitmap. For more advanced users only.

SourcePoint 7.12.52 has added breakpoint support for VM Resume.

Power Tip: Don’t do LoadCurrent from User Space. The macro will scan forever. To be
fixed.
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Troubleshooting Tips

Chances are, you'll run into something strange during your testing. We're the first to
admit that JTAG-based run-control and trace are not always deterministic. JTAG is a
30-year hardware protocol, and when something goes astray at a very low level within
the chip, SourcePoint tries to (but sometimes doesn’t) recover gracefully. There will be
times that the board will power cycle on its own. Or the firmware thinks that a thread is
running but gets out of sync with the SourcePoint software, which thinks it's halted. Or
the DbCStatus.exe ball stays red instead of turning green, while you swear you have a
good DbC connection. Sometimes you have no choice but to quit SourcePoint and
power cycle the target. That usually clears up the one-of’s. But, of course, that means
quitting out of WinDbg (preferably first), then quitting out of SourcePoint, power-cycling
the target, and then re-establishing the connections from scratch. Tedious.

And, we all know that WinDbg has its quirks as well. And Windows sometimes objects
to the presence of JTAG-assisted debuggers. Combine the three, and, well, you're
bound to run into some bugs and misbehaviors.

Hopefully you don’t run into this too many times. But, on the other hand, if you didn't,
we’d have nothing to fix. @

In the meantime, here are errata for the UP Xtreme i11, and the steps needed to
mitigate where possible.

Mangled function names

You may sometimes see a mangled function name, as in:
JNE ?7? CQ@ OBH@CBDMLJDN@RtlCreateUnicodeString(@

SourcePoint does not have a built-in C++ name demangler. It's on the to-do list.

WinDbg Register window slows things down badly

Having the Registers window open within WinDbg slows things down quite a bit.
Updating the WinDbg Registers view causes EXDI to transact hundreds of memory
reads. This can cause problems. In particular, it has been seen to cause failures of the
symbol load from WinDbg to SourcePoint. LoadCurrent.mac will fail quietly.

If it remains open, you may at some point see the below within WinDbg:
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Name Value
User Unexpected
Eernel Unexpected
SIMD Unexpected
VEE Unexpected
FlocatingPoint Unexpected
CET Unexpected

Close it out (presuming that you had it open), and consider using the SourcePoint
Registers window instead. You can see all the GPRs, Control Registers, Debug
Registers, MSRs, VMX registers, and many more. And context-sensitive help (right-
click) provides the selective ability to find a particular MSR, open a Code or Memory
window, and other features.

General Registers (P0¥) ﬂ
- 1A-32 MName Walue Mumber Description A
é Intel B4 Ia32_ ARCH _CAPARILITIES 10aH Enumeration of Architectural Features

- General I432_APIC_BASE 00000000FEEOD200  1BH APIC Base
HSE_EBIOS_DEEUG A7H Indicates If WEMSE 79H Failed To Configure PREM Hemory and G
Floating Paint MSR_BIOS_DONE
- Segment MSE_EIOS_HCU_ERECORCODE ADH BIOS HWCU ERRORCODE
Control I&32 BIOS_SIGH_ID 0o00o0ga00no00000  8BH BIOS Update Signature Register
- Debug I432_BIOS_UFDT_TEIG 001Coo0000000001  7S9H BIDOS Update Trigger Register
MM T432_BNDCFGS opooooooooooon00l  D90H Supervisor State of MHPEX Configuration
Ia32 CLOCE MODULATION 0000000000000000  194H ACPI Thermal Ho
=~ YMM - SP HSR_CONFIG_TDE_CONTROL 0000000000000000  64BH ConfigTDP Contr
~YNMM - DP HSR_CONFIG_TDF LEVEL1 649H ConfigTDFP Lewvel
= YMM - Int MSRE_CONFIG_TDE_LEVELZ 644H ConfigTDP Lewsl| MSR Address: 151 w
. MSR WSE_CONFIG_TDF_HOMINAL £48H Wominal TDF Rat
General I&32 COPY_LOCAL TO PLATFORM *xxxxexxxAxRxxx  DI1H Copy Local Stat
I432_COPY_PLATFORM_TO_LOCAL Exxxxmeneesnxnex  DIZH Copy Platforn S Cancel
-MTRR Th32_COPY_STATUS 990H Status of Host 1
Machine Check MSE_CORE_C1_RESIDENCY GE0H Core Cl Residency Counter
- Debug WSE_CORE_C3_RESIDENCY 662H Core C3 Residency Counter
XOAPIC HSE_CORE Cé_RESIDENCY 3FDH Core Cb Residency Counter
- UNCORE HSR_CORE_C7_RESIDENCY 3FEH Core C7 Residency Counter
I432_CORE_CAPABILITIES CFH Core Capability
VMX MSR_CORE_GFIE_OVERLAF CO 65EH Core and Graphics Engine Overlapped CO Residency
- User MSE_CORE_HDC_RESIDENCY 653H Core HDC Idle Residency.
HSE_CORE_UARCH _CTL ooooooooono0000l  S41H Core Hicroarchitecturs Control
IA32_CPU_DCA CAP 1F9H CPU Direct Cache Access Capsbility
MSE_CRASHLOG_CONTROL 0000ooo0000oonnn  1F1H Write Data to a Crash Log Configuration v

WinDbg FP register display is not working

WinDbg does not display the floating point registers. SourcePoint displays the registers
correctly.

Pause in Initial Symbol Load

Intermittently, after issuing the first Break in WinDbgX, in the middle of the memory
reads associated with the symbol loading, WinDbg stops sending commands to

ASSET
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SourcePoint, and the transactions stop. The SourcePoint Dashboard Lights stop
flashing, and a look at the Log window shows no traffic.

This issue seems to be very host and target specific. On some, it does not occur at all.
In others, we see more frequent failures.

The only option at this point is to quit out of WinDbg and SourcePoint, power cycle the
target, and start over. It is currently under investigation.

LoadCurrent versus LoadAll

The LoadCurrent macro makes the symbols available within the module at the current
instruction pointer visible to SourcePoint. LoadAll will retrieve all symbols for what’s in
the addressable context. It takes a long time.

Windows crashes

If you work with SourcePoint WinDbg long enough, you’ll likely crash Windows at some
point. Sometimes Automatic Repair will clean things up, sometimes it won’t. In which
case you will need to re-install Windows. Really, it's no different from reinstalling
Windows in a VM, only more onerous.

Drop us a note on our Support line, or call us, if you can reproduce this.

COM(32) Surrogate

After a crash, when you restart SourcePoint, once in a blue moon it will misbehave.
Run-control will not work properly.

Open Task Manager, and look for a COM(32) Surrogate task. If you see one, kill it.
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Conclusion

Thank you for getting this far! We hope that you have enjoyed the ride, and are using
the power of SourcePoint WinDbg successfully in your debugging and learning
journeys. There are many new things to discover in the Windows kernel enabled by this
technology.

Feel free to browse the SourcePoint Academy at https://www.asset-
intertech.com/sourcepoint-academy/ for helpful reference guides, help material and
‘how to” videos.

If you ever have any questions, please call, email or open a Support Case here:
https://www.asset-intertech.com/support/. We’'ll be glad to help!
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