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~Floating Point RDX 0000000000000000
—Segment RBP FFFFC4015C61E010
' . .Control RSI FFFFF802564A3180
o Chit Address Value -Debug RDI 0000000000000000
- : 4 | RSP FFFFF8025E944EA8
Help | ’_'!'.] [:_ x1 v Cycle: -862 Totaltime:85.334 us Measured time:+81.067 us T FFFFFED2576A03E0L : MMX RS 0000000000000000
: #] Function 1 < 85334us > |__Incl. Tim Excl. Time | A o B FERCADLSESERLED
e EoLbl < 09334 us > : ncl. Time | Excl. Time andlerCheck | FFFFF80257648348L . .YMM -DP R10 FEFFF8027EEE1SA0
1 KiRetireDpcList ' 15 351 us 457 209 ns andlerCheckCommon | FFFFF802576A4836CL © L YMM - Int R11 0000000000000000
| s 2 :
FFFFF8027H || 2 KiProcessExpiredTimerList , 14.626 us  66.267 ns ARG IV Wor SEREEClZ57 0800k - MSR §i§ O DOeETaaEbat
FFFFF8027H : : iset_query FFFFF80257648740L Eit)ser
3 |guard dispatch icall ! e —) 4.756 us  7.992 ns B R14 0000000000000000
e rranaod||4 FFFFFeo273683080L , =il 4.732 us  7.326 ns hset_repmovs | FFFFF802576A86C0L R D cenisceiEnoD
FFFFFE027H || S KdPollBreakIn | , B | 4.644 us 43.290 ns pset_spec_ermsb  FFFFF802576A8ACOL ce 0010
FFFFFB027H || 6 _security_init_cookie+0xCCS8 | { [ 1 .} 4.600 us 32.967 ns pset_spec_ermsb_repmovsb | FFFFF802576A8C00L DS 002B
FFEFF8027H || 7 _security_init_cookie+0xFCS8 | i_--= W=S= 4.321 us 8.658 ns \set_spec_plain FFFFF802576A8C80L SS 0018
118 VWaitForSpecificRzUdpPacketEx i | 4.312 us 1.332 ns c ES 002E
FFFFF8027EEE4( |l - It_gsfailure FFFFF802576484C0L
: 9 VaitForSpecificRxIpPacket N | [ 1 B - | | ] 4.311 us 999 ps 'iig'"éhét:'k"cookie FFFFF802576A8490L - - FS 0053
10 VaitForSpecificRzPacket | i { | ‘ 4.309 us 999 ps 'ty init ki iFFFFF802576C9UOBI. GS 002B
11 VaitForRxPacket ol M N e N 4.308 us 3.996 ns o LR RIP FFFFF8027EEE4002
12 guard_dispatch_icall_nop . | ! R . By 5 4.220 us 1.665 ns 0eContextSize FFFFF802576A0028L RFLAGS 0000000000050246
13 UndiGetRxPacket L B e B 4.219 us 1.665 ne InMicroseconds  FFFFF80257673824L
14 guard_dispatch_icall nop | N | | | | 4.211 us 10.989 ns acquire_nvm_generic FFFFF8025767F740L
15 guard_dispatch_icall_nop /g | H - B ) 4.200 us 147 .519 ns ) acquire_swiw _sync i210 | FFFFF8025768C760L
I8 coo 16 IsLinkUp Il I-I | . n 1.395 us 666 ps blink_led_generic | FFFFF80257679F00L
Date 17 £1000_InDword I B . | = 1.395 us 6.327 ns check alt mac_addr_ge... | FFFFF80257679F84L
S Aas AV ey .. . = EnE LAS0ue  ble.ds os check_downshif_generic | FFFFF8025767C054L
19 guard_dispatch_icall nop — .'l,- | |L - -= 1.375 us  1.375 us it fne o link | FEREEANC7£74100T v
1 - . It N Y BN >
i1 [ | 1 II Locals ) Stack A Classes /
| P v
< >\PoP1)\P2\P3/ | < >

SourcePoint ScanWorks®

Platform for Software Debug and Trace © 2023, ASSET InterTech, Inc. Platform for Embedded Instruments



WinDbg
= SourcePoint

=  Why combine the two?

= Enhancing WinDbg with JTAG-based run-control and trace
features

= “Debugging the Undebuggable”

=  Demo configuration
= What you'll see in the demo

= Demo
=  Wrap-Up
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WinDbg is a kernel-mode and
user-mode debugger that's
included in Debugging Tools

Disassembly > Command

_ U, Using NET
rrent instruction Opened Wint

° 2 [a
TTTTTeun rass ny Waiting to .
FIFffaec 74236 it nnected to target 192.168.1.167 on port 5080@ on local IP 192.168.1.26.
i . %n: u can get the target MAC addi y running .kdtargetmac commani
A : int nnected to Windc e 64 target at (Sun Jun 18 15:81:81. 23 (UTC - 5:00)), ptré4 TRUE

1240000000000 nop ptr [raxtrax] o

**** - KD 'net:port=51 ="', Default Connection - WinDbg 1.2306.12001.0

int
FHffae

FEFEFB
FFFEFBO6

De facto standard for Windows =

@

int
int
int
int
int
int

o

@

621 MP (4 procs)
TerminalS Singlel
21.1.amd64fre. release 5086
nop dword ptr [rax+rax] s aee LoadedModuleList xff{ff206° 74a134b0
time: Sun Jun 18 15:01 -686 9)

o

vt v v i i i
@ o

int

int 3

N CTRL+BREAK (if you run GUI kernel debugger),
1840000000000 nop dword ptr [rax:rax] on your debugger machine’s keyboard.
° FFfffae6 74236260 cc int THIS TS NOT A BUG OR A SYSTEM CRASH

FRFFFEI 3 .
... ALibbgBreakPointiiithstatustnd: . * If you did not intend to break into the debugger, press the then
FF806° 74236 ?": the "Enter” key now. This message might immediately re -

int "_m " o

and "Enter" again.

int E ' & 3

FEFFF 6 int kR A A A SO R R R R AR R ok ok ok B AR ok R kR

int

= nt!DbgBreakPointWithStatus:
ooeannan int FFFFFE06° 74236260 cc
1840000000000 nop dword ptr [rax+rax]

rod, rad

Very powerful: 0OS-aware iR e T ,
processes, threads, jobs,
kernel symbols, etc.)
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SourcePoint

=  Best-in-class UEFI debugger

o"".".. r. = -y
. e . gesmet 8 RS = z..»,éi
= Support for x86: Intel (all CPUs) T e B
and AMD (EPYC) = 411HR & = EEE B
S =- e g R
' = gt ==EdcEs =
= Source-level symbolic debugger, ‘ FNEEE | =GRS E
2 4 -

full run-control (stop, go, single-

. RS ===

step, breakpoints, etc.) o ?‘ = & F L

" EAEE == @ GriE T

= Supports Advanced (Conditional) BAEE = 0

Breakpoints on AMD %%fg = =

. . SNEE SS== i B E s

= Supports innovative Trace ———— i
features on Intel B S
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Why combine Winbg and SourcePoint?

= Microsoft released update to EXDI (Extended
Debug Interface)

= EXDI is an adaptation layer between a
software debugger and a debugging target.

=  Extends WinDbg by adding support for
hardware-based debuggers (i.e. JTAG-based)

= WinDbg is the controller; SourcePoint is the
worker

= “Debugging the Undebuggable”
https://www.andrea-
allievi.com/blog/debugging-the-
undebuggable-part-1/
But on steroids!

6
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mbine SourcePoint with WinDbg?

Take advantage of powerful features of
both applications:

WinDbg
=  (OS-aware
= Extensible
= (Go-to tool for kernel debugging

SourcePoint

= Advanced breakpoint support (SMM
entry/exit/data access, machine
check, etc.)

= Intel Processor Trace
= Trace Hub
= Architectural Event Trace (AET)

7
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. File Edi ew Processor Options Window Help
- ,H,E “\ 87H |7ﬂ 2 & @}ond UEFI Macros NPK %ﬁinableTH %ﬁsheﬂ d :ﬂinclude and | & M B W mﬁ. i é | @Breakgoims GCche > Command [ Log .Memoiy IPEegisters Q?xmhols !"Trace ©0 Viewpoint Qwratchi
=@k 4E HE

5 |
29 Viewpoint Ei@

Intel Processor Trace (P0Y) :
° STATE P TIMESTAHP _|_Name |_ Descripion [ Staws ]
—-00862 = 3 & PO TigerLake Stopped
G| P1 TigerLake Stopped
] O P2 TigerLake Stopped
- o P3 TigerLake Stopped

General Registers (P0)

° #1A-32 .
. 7 ":'.(.i';zem REX  0000000000000000
¢ 3 RCX FFFFC4015C3F8210

Floating Point RDX 0000000000000000

s ~-Segment REP FFFFC4015C61E010

| L.Control RSI FFFFFB02564A3180

Code Call Tree Call Chart Address Value | .Debug RDI 0000000000000000

RSP FFFFF8025E944EAS

) o =k i | ~MMX
Help | [+ [=]x1 v|  Cycle: 862 Totaltime:85.334us Measured time:+81.067 us = “rs R8 0000000000000000
—— = - : init | FFFFF802576483E0L . _YMM-SP o EFRC{DTESIEUIED
- e Exl EEHH . < 85334us > |_incl. Time | Excl. Time | |~ JandierCheck | FFFFF802576A8348L [ LyMM-DP 0| FEEtreos Eerithd
| F802576A836CL i
KiRetireDpcList 15 351 us 457 209 ne andlerCheckCommon | FFFF! 6 ~YMM - Int R11 0000000000000000

[
1
1 1
FFFFF8027E || 2 KiProcessExpiredTimerList | 14.626 us 66.267 ns | read_nvm_word | FEFERB0257647 8861, @®-MSR I‘:ig ggggggggggggii
FFFFF8027H ; : set_quel | FFFFF802576A8740L
3 guard_dispatch_icall | 4.756 us 7.992 ns query ‘ User Rid 0000000000000000
FETECo278 |4 FrrErFeo273683080L | 4.732 us  7.326 ns set_repmovs | FFFFF802576A86C0L RIS FFFFC4015C61E000
FFFFFS027H | |5 KdPollBreakIn i 4.644 us 43.290 ns set_spec_ermsb | FFFFF802576A8AC0L e 501D
[ ] FFFFF8027H || 6 _security_init_cookie+0xCCS8 | 4.600 us 32.967 ns set_spec_ermsb_repmovsb | FFFFF802576A8C00L DS 002B
FFFFF8027H | |7 _security_init_cookie+0xFCS8 | 4.321 us 8.658 ns set_spec_plain | FFFFF802576A8C80L ss 0018
8 WaitForSpecificRxUdpPacketEx 4.312 us 1.332 ns g ES 002B
. FFFFF8027EEE4 ! It_gsfailure | FFFFF802576A84C0L
9 VaitForSpecificRxIpPacket i 4.311 us 999 ps "';9 T T EEPEeanoc7ERAL00T FS 0053
2 E y_check_cookie | FFFFF802576A8490L
) ) Tolart torSpecy i cisRacket ! foifyus 1990 Is rity_init_cookie | FFFFF802576C9008L £ o0e8
11 VaitForRxPacket | 4.308 us 3.996 ns Iy it coonie { RIP FFFFF8027EEE4002
12 guard_dispatch_icall_nop | 4.220 us  1.665 ns OeContextSize | FFEFF802576A0028L RFLAGS | 0000000000050246
ol o 13 UndiGetRxPacket | 4.219 us  1.665 ns InMicroseconds FEFEF80257673824L
14 guard_dispatch_icall_nop 4.211 us 10.989 ns acquire_nvm_generic FFFFF8025767F740L
15 guard_dispatch_icall_nop 4.200 us 147.519 ns acquire_swiw_sync_i210 | FFFFF8025768C760L
lod Log 16 IsLinkUp 1.395 us 666 _ps _blink_led_generic | FFFFF80257679F00L | il
Date 1; ;:Ogg_lr}l?w:rd 1333 us ;35;7“5 check_alt mac_addr_ge... | FFFFF80257679F84L
AceyioeTenory e 220 08 i ic | FFFFF8025767C0S4L
19 guard dispatch_icall nop 1.375 us  |1.375 us e e e g

Locals ) Stack )\Classes [

= Up to 2GB instruction trace e
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ntel Trace Hub

- Logic that comprises trace sources, a

global hub with timestamp, trace
destinations, and a trigger unit

s A slave device for writes from cores and

any other trace sources

= Acts as a PCI device, and aligned with

industry standards

= Sources include Architectural Event Trace

(AET), ME Trace, SW/FW Trace, etc.

= Trace destinations include:

= MTB (8kB, out of reset)

= System Memory (after MRC)

= Direct Connect Interface (out of reset,
supports streaming trace)

SourcePoint

Platform for Software Debug and Trace
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ctural Event Trace (AET)

Event Trace, that complements Instruction Trace. Requires JTAG.

Event Type Event SubTypes

HW/SW Interrupt HW_INTR HW interrupt trace

IRET IRET IRET trace

Exception Exception Exception, fault, trap trace
MSR RDMSR, WRMSR MSR trace

10 PORT_IN, PORT_OUT, PORT_IN_ADDR IO trace

SGX AEX, EENTER, ERESUME, EEXIT SGX trace

CODE_BP CODE_BP Code breakpoint trace
DATA BP DATA BP Data breakpoint trace
FIXED INT SMI, RSM, NMI “Fixed” interrupt trace
SW_POWER MONITOR/MWAIT MONITOR/MWAIT trace
WBINVD WBINVD_BEGIN, WBINVD_END Write-back invalidate trace

SourcePoint ScanWorks®
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AET Tips #1

Probe-mode (JTAG) needed to initialize AET — use outside
of probe mode (i.e. BIOS, device driver) causes #GP.

AET is implemented in CPU microcode and does not

modify the architectural behavior of the processors — no
need to instrument code!

= *Enabling CODE/DATA_BP changes the behavior of normal
breakpoints — causes a trace event rather than a debug
exception. Great for critical sections of code, concurrency
issues, debugging memory accesses, etc.

This is event trace, not instruction trace: source code/
symbols not required (but it's great if you have them!)

sourcepPoint ScanWorks’
Platform for Software Debug and Trace © 2023, ASSET InterTech, Inc. Platfor dded Instruments
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AET Tips #2

= A Last Branch Record (LBR) instruction trace stack can be
added to all event traces — a fast way to trace back ~ 300

Instructions

= | BR uses MSRs to track from_address and to_address pairs, so
operates out of reset — no need for system memory

= |ntel Processor Trace and AET can run concurrently
= Intel PT places trace data in system memory

=  Onlce Lake processors and later, both AET LBR tracing

and Intel Processor Trace can be enabled at the same
time

SourcePoint
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&'Demo — what you'll see

1. SourcePoint makes JTAG
connection at reset vector with DCI

2. COTS Tiger Lake target booted from
reset vector to Windows desktop

3. SourcePoint launches WinDbg,

makes EXDI connection Sour_ﬁgzgfgilillinDbg ,
4. Symbols visible in both WinDbg & -
SourcePoint ®
5. Demonstrate run-control, symbolic N
debug (stop, go, set breakpoint, AAEON UP Xtrerme i11

single-step, etc.), Intel Processor

Tiger Lak
Trace, AET, etc. Ieer Rake
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Resources

= SourcePoint Academy: https.//www.asset-

intertech.com/resources/academy/sourcepoint
-academy/

= SourcePoint WinDbg Getting Started Guide
= Getting Started Guide for the AAEON UP Xtreme i11
= Videos, Online Help, Release Notes, etc.

sourcepPoint ) ScanWorks’
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Questions and ontact Information

alan.sguigna@asset-intertech.com
X DM @AlanSguigna
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