from Code to Silicon

ScanVVorK

e i L




Introduction

= Reference Platform: AAEON Whiskey Lake w/DCI

= The Command Language

= (Getting Help

= Macro buttons, User-Defined macros, Event macros
= The SourcePoint Assembler

= Built-in Macros: platform.mac, processor.mac, pch.mac,
npk.mac

= Some helpful references
= Wrap-Up and Q&A
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= A very powerful
JTAG-based
debugger

Optimized for low-
level firmware
debug

Learning curve —
lots of features

SourcePoint”
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On AAEON Whiskey Lake (WHL) UP Xtreme board:

Specialty USB cable
SourcePoint

WhiskeylakeOpenBoardPkg
DbC3 & FSP — “Choppy Seas”

ScanWorks®
Platform for Embedded Instruments
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v SourcePoint Command Language

A programming language very similarto 'C’ " Overview
. - Introduction
Conditional logic, branching, loops, typed data, operators, functions, etc. _ syntax Notation
etC - Comments
Additional support for run-control, target access, and unique e
SourcePoint capabilities N
- Debug Variables
go - Debug Variable Arrays
halt - Debug Procedures

dbgbreak - Control Variables

- Command Files

Step - Filenames
fpnntf - gf;ﬁg:st Processor and Processor
- Symbolic References
Strcmp - Qualified Symbol Names
asm/endasm v Commands and Control Variables
- aadump
etC etC - abort
> 240 commands and control variables, ~ 400 pages of e
documentation D
4 - asmmode

SourcePoint”
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Examples:

go til 8010
go til 8010;
while
walt;

ax
ax}

SourcePoint”

Platform for Software Debug and Trace

walt; ax

x9B47]

go til 8010;

ocuments\Arium\SourcePoint-IA_7.12.22\WHLAdvTopics1.prj

File Edit View Processor Options Command Window Help

EEWLEE @2 & 88 LoadCurrent 88} PEIMs 58 DXEs &% GoToNextDri y i1 Is ¢85 hadowedPeiCore & HOBs &3 SysConfigTable & DumpMemMap & DumpCalistack | & ¥ & O* UF | @ & = &
@ Breakpoints (& Code » Command [l Log Bl Memory IP Registers @ Symbols s Trace @ Viewpoint ( Watch =Nk LE ®

€912/03/2022 13:50:56.152 load

Loading EFI(PE) format E:\fw2\UpX\Build\WhiskeylakeOpenBoardPkg\UpXtreme\DEBUG_VS2019\X64\CoffeelakeSiliconPkg\SystemAgent\SaInit\Dxe\SaInitDxe\DEBUG\SaInitD

0>

a |

Processing macro - Press Ctrl+Break to stop

N
PO 18: Stopped SMM(64 Bit) 1

& Code (P0*) Tracking IP: EAfw2\..\library\k ialportlib16550\k ialportlib16550.c = =N ©0) Viewpoint = EN
644 Result = NumberOfBytes; ~ [ Name | Description | Status ]
645 while (NumberOfBytes != 0) { @ PO SkyLake / Kaby Lake Stopped

1/ ¢
// Wait for the serial port to be ready, to make sure both the transmit FIFO o2 Skylake / Kaby Lake Stopped
// and shift register empty. :
//
=650 while ((SerialPortReadRegister (SerialRegisterBase, R UART LSR) & (B_UART_LSR_TEMT |
, [IF] General Registers (P0*) = | ==
// Fill then entire Tx FIFO @1A-32 Value ~
77 S Intel 64 000000 43000
655 for (Index = 0; Index < FifoSize && NumberOfBytes != 0; Index++, NumberOfBytes--, Bu: General 0000000000000003
1/ ' Floating Point| & 0000000000000CF8
// Wait for the hardware flow control signal s 9' 00000000A124A000
/. . . . . - oegmen 000000008CF1A970
while (!SerialPortWritable (SerialRegisterBase)): Control 000000005CF 12640
/) ai:’;g 000000008CF1A7F0
// Write byte to the transmit buffer. YMM - 5P 000000008CFLATE0
77 - 0000000000000084
664 SerialPortWriteRegister (SerialRegisterBase, R _UART TXBUF, *Buffer); ~YMM-DP 0000000000000003
) ~YMM - Int 0000000000000001
) ©MSR 0000000000000000
667 return Result; User 0000000000000040
668 ) 000000008CE33518
000000000000000A
/** i o R15 000000008CE37C18
Reads data from a serial device into a buffer. cs 5038
@param Buffer Pointer to the data buffer to store the data read from the se s gg;g
@param NumberOfBytes  Number of bytes to read from the serial device. . f:z e
< > FS 0020
Gs 0020
FECBAL v | | Source ~|[ Gocursor || SetBreak | [Tracktp | ViewIP || Refresh RIP 000000008CFECB44
< > |rFLAGS 0000000000010087 v
og E=Tleree]
Date Time Component Message ~
€912/03/2022 13:50:56.151 Images.mac: fileExists  FileNameString = "E:\fw2\UpX\Build\WhiskeylakeOpenBoardPkg\UpXtreme\DEBUG_VS2019\X64\CoffeelakeSiliconPkg\SystemAgent\Salnit\Dxe\SaInitDxe\DEBUG\SalnitDxe.de
€912/03/2022 13:50:56.151 Images.mac:_fileExists FileNameString = :\fw2\UpX\Build\WhiskeylakeOpenBoardPkg\UpXtreme\DEBUG_VS2019\X64\CoffeelakeSiliconPkg\SystemAgent\SaInit\Dxe\SaInitDxe\DEBUG\SaInitDxe.ef
€012/03/2022 13:50:56.151 Images.mac:_loadPgm Using Base

v
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Pracessing macro - Press Ctrl+Break to stop

Loading User Defined Macro #0: Ci\Usersialans\Documents\Arium\SourcePoint-IA 7.12.22\Macros\EFINEFI.mac,..
PO>go til B0io; wait; ax
007FH
Pl>while (ax !'= 9B47) {go til B0ioy wait; ax}
DAL4H
DASOH
DAS1H
DASZH
DATFH
DDO0H
LD1BH
DDI1CH
DD1EH
DD21H
DD22H
DDZ23H
DD24H
DD27TH
DD43H
DD26H|
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—In'a macro

Procedures are defined, anc! can
be executed, within macro files

Procedures have parameters (post
code is “val”) as well as global and
local variables

do/while

dbgbreak enables a breakpoint
on an |I/O access, hamed
“POST80" for port 80 and a word
(16 bits)

This routine is equivalent to:

while (ax != wval) {go til 801i0;
walt,; ax}

6
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first.asm X

EFl.mac X Alan1.mac b4 Processor.mac b4

define proc RunToPostCode(val)
define ord2 val

{
dbgbreak = e, I/0 access, n=P0ST80, 1=0x80, s=word;

do {

go;

wait;

printf(“ax = %04x\n”, ax);
} while(ax != val)
dbgremove;

H

ScanWorks®
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Can be assigned to buttons or P

Eoe e moomre s drde

events
= Up to 20 buttons of your own e

creation
=  Event macros are very powerful, |

and can be triggered based upon: T EE

. Breakpoint (any) e I
=  Emulator connected

= Go

= Project Load/Unload

Configure Macros

= Reset (before, after)

Select event: |Breakpoint (any)

. St O p cmd/macro file: |

‘ | Browse... |

= Target configure
= Target power on
= etc.

Description

This event runs after any breakpoint is hit.

SourcePoint”

Clear All
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The'SourcePoint Assembler

SourcePoint v7.12.

The command language provides _ _
° File Edit View Processor Optins Command Window Help 7
a CceS S tO th e SO u rce PO I nt a S S e m b I er EEW |ﬁ = ‘ = = | ﬁ ‘ %Load(ﬁurrent %PEIMS %DXES %GoToNextDriverEntry %LoadSmramSymbols %GoTaShadowedPeiCore %HOBS %SysConﬁgTable %DumpMemMap %DumpCellStack ‘ = T ] g | mw = 5

o
@Breakpoints {# Code » Command Log B Memory IP Registers @ Symbols _l:Trace 1212 Viewpoint Q@Watch (1S @l "3 r: O B | 7

o o o Code (P0*): (64-bit) Tracking IP 0000000000000000L - FFFFFFFFFFFFFFFEL &8 Viewpoint [= &3] =]
Can use the Command ||ne or W|th|n J933000033000EEAL 0 o S T Tiame | Dessrition | it I
) 00000000000006FCL 0000 ADD BYTE PTR [RAX],AL & 20 SkyLake / Kaby Lake Stopped
00000000000006FEL 0000 ADD BYTE PTR [RAX],AL
0000000000000700L 48E80100000000+ MOV RAX, 0000000000000001 o2 SkyLake / Kaby Lake Stopped
I I lacros =3000000000000070AL 48FFCO INC RAX
000000000000070DL EBFB JMP short ptr 000000000000070aL
000000000000070FL 0000 ADD BYTE PTR [RAX],AL
0000000000000711L 0000 ADD BYTE PTR [RAX],AL i
. 0000000000000713L 0000 ADD BYTE PTR [RAX],AL (Il General Registers (P0*) == ]=]
Sln Ie_ aSS assembler' Cannot use 0000000000000715L 0000 ADD BYTE PTR [RAX],AL =1A-32 Name Value
) 0000000000000717L 0000 ADD BYTE PTR [RAX],AL o Intel 64 0 1
0000000000000718L 0000 ADD BYTE PTR [RAX],AL General RBX 0000000000000000
M 000000000000071BL 0000 ADD BYTE PTR [RAX],AL . . RCX 0000000000000C0OA
labels not yet defined (but can use or T
000000000000071FL 0000 ADD BYTE PTR [RAX],AL - Segment RBP 0000000088F10B50
0000000000000721L 0000 ADD BYTE PTR [RAX],AL - Control
d M M 0000000000000723L 0000 ADD BYTE PTR [RAX],AL - Debug Egi gggggggggg;g;ggg
irective for out-of-order assem an i Do
) 0000000000000727L 0000 ADD BYTE PTR [RAX],AL RSP 00000000827D2A%0
’ ~YMM-SP  |zs 0000000000000009
0000000000000728L 0000 ADD BYTE PTR [RAX],AL
000000000000072BL, 0000 ADD BYTE PTR [RAX],AL YMM-DP  |rs 0000000000000049
use COI I II I lan anguage Or a e S 000000000000072DL 0000 ADD BYTE PTR [RAX],AL YMM -Int  |R1O 0000000000000001
000000000000072FL 0000 ADD BYTE PTR [RAX],AL mMSR R11 0000000000000000
0000000000000731T 0000 ADD BYTE PTR [RAX],AL User R12 0000000088F11380
0000000000000733L 0000 ADD BYTE PTR [RAX],AL R13 0000000000000040
) 0000000000000735L 0000 ADD BYTE PTR [RAX],AL RrR14 00000000897D2D70
Exal I I |e 0000000000000737L 0000 ADD BYTE PTR [RAX],AL Ric 0000000000000004
° 0000000000000735L 0000 ADD BYTE PTR [RAX],AL i 0038
000000000000073BL 0000 ADD BYTE PTR [RAX],AL oa 030
000000000000073DL 0000 ADD BYTE PTR [RAX],AL
000000000000073FL 0000 ADD BYTE PTR [RAX],AL 55 0030
[ | asm 1 000 — 0000000000000741T, 0000 ADD BYTE PTR [RAX],AL ES 0030
0000000000000743T, 0000 ADD BYTE PTR [RAX],AL Fs 0030
0000000000000745L 0000 ADD BYTE PTR [RAX],AL GS 0030
0000000000000747L 0000 ADD BYTE PTR [RAX],AL RIP 000000000000070A
nAnnNNNNNNNNNNTAGT nnnn AN RYTE DTD [ecnvil DT RFLAGS 0000000000000246
u I I IOV a 01 |000000000000070AL - | 4> | Disassembly v | GocCursor | SetBreak [/]TracklP ~ ViewIP | Refresh a >
)
ommand e B S
PO> A
= moval, 02
J POR0000000000000700L>mov rax, 1
PO@000000000000070AL>ine rax
POG000000000000070DL>Fmp 702
P0E000000000000070FL>endasm
PO>rip=7001
= mov al, 03
Y P05
= endasm
F1:Help, F5:Go, Shift+F5:Stop, F8:Step Into, F10:Step Over, Shift+F12:Reset PO 18: Stopped 64 Bit I
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Useful'macros within SourcePoint

TraceHub.mac
= Platform.mac
= Processor.mac

= Example:

= define nstring strpath =
defaultpath

" defaultpath = strpath +
\\Macros\\Intel

" 1include platform.mac

-
= pfmGetDetails ()

PO>pfmGetDetails ()

Macro Versions: Platform vl1.04, Processor v1.03, PCH v1.03

H Show Target Platform is Whiskey Lake
CPU: Whiskey Lake U-Processor Line (Mobile) Dual Core, Stepping V0O, Processor ID: 0x806EC
IGD: GT1
PCH: CannonlLake-LP Premium U, Stepping DO
PO>

SourcePoint”

Platform for Software Debug and Trace F1:Help, F5:Go, Shift+F5:Stop, F8:Step Into, F10:Step Over, Shift+F12:Reset
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00d Resources

- SourcePoint Academy:
https://www.asset-intertech.com/resources/academy/sourcepoint-academy/
“How To” Guides and all our technical documentation online

= Blogs:
https://www.asset-intertech.com/resources/blog/category/arium-probes-sourcepoint/
Tons of articles on timely debugging and JTAG topics

n Videos:
https://www.asset-intertech.com/resources/videos/
Our recorded webinars: DCI debug of UEFI and hypervisor technologies on the AAEON UP Whiskey
Lake and Tiger Lake boards, JTAG-based debugging of AMD EPYC servers, etc.

= Webinars:
https://www.youtube.com/c/UEFIForum/videos
Beyond Printf — Real-Time Firmware Debugging
UEFI Debug with Intel Architectural Event Trace
JTAG-based Debug & Trace
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https://www.asset-intertech.com/resources/academy/sourcepoint-academy/
https://www.asset-intertech.com/resources/blog/category/arium-probes-sourcepoint/
https://www.asset-intertech.com/resources/videos/
https://www.youtube.com/c/UEFIForum/videos

Questions?

Reach me at alan.sguigna@asset-intertech.com,
DM @AlanSguigna
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