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Introduction

This eBook provides insight into unique memory fault diagnostic capabilities that can be applied
to the latest Intel platforms to help engineers with both board bring-up and production test.
Feedback from the marketplace is that memory testing continues to be a big challenge for
customers. Thus the purpose of this eBook is to describe a unique solution to that problem. The
current Processor-Controlled Test (PCT) functional test tool within the ScanWorks® platform

delivers the unique features needed to help solve the memory test challenge.

The PCT capabilities discussed in this paper can be applied to most Core™ and Xeon® designs.
The paper is targeted at memory setup and testing on an Intel Customer Reference Board (CRB)
using the Intel® 4th Generation Core Processors (Haswell desktop and mobile) to demonstrate
the capabilities of PCT. Memory testing requires two distinct steps. The first is the memory
controller setup and the second is the actual testing of the memory devices. The memory setup
will be discussed at a high level to establish a foundation for the paper.To illustrate the
abilitiesies of PCT, the DIMMs were modified to simulate hardware faults. Both shorts and

opens were inserted on data pins, data mask pins, and data strobes pins of several DIMMs.

The Platform Memory Setup

Intel provides for almost all platforms the Memory Reference Code (MRC), which is required to
make the memories work. The MRC executes from the BIOS, to provide the initialization of
memory devices and the training of the memory devices to operate at the most efficient
performance level. However, using this methodology for production test has some significant
inherent problems. These problems, consisting of boot-costs, memory controller obfuscation, and

others are discussed in the eBook “Testing Memories without BIOS on the Latest Intel

Platforms.” Suffice it to say, we need to simulate the execution of the MRC as part of the test but
eliminate the inherent problems mentioned to have a viable, deterministic solution. PCT
overcomes these problems by combining a model-based test profile, with a run-control engine,
and a special proprietary MRC. The profile is a sequence of register writes to the memory
controller to accomplish the task of lane training. Should the lane training fail, PCT provides a
detailed diagnostic error message. Once the memory setup is successful, the memory testing can

begin. Note that for the purposes of this study, from a functional test perspective, the memory
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controller does not see a difference between SO-DIMMs and soldered memory. In fact, an SO-

DIMM has just soldered memory on a separate PCB that is inserted into the SO-DIMM socket.

The Platform Background

The memory tests were conducted on an Intel Shark Bay platform, specifically the Grays Reef
Customer Reference Board (CRB). The Grays Reef CRB has the facility for a 2 SO-DIMM

population, to place the memory controller (CPU) into dual-channel or single-channel operation.

This study was targeted at diagnosing a faulty SO-DIMM, memory device or failing bit for
manufacturing test. Each fault injected consisted of modifying an SO-DIMM to allow fault
detection with PCT. For soldered-down memory, the diagnosis will be identical to the method
for SO-DIMMs. The PCT test profile uses a variety of built-in memory test routines. The profile
starts at the highest level of test abstraction to isolate the grossest memory errors, and successive
testing narrows the scope until at the lowest level the resolution is at the bit level. The reason for
this approach is to minimize the test time for the quickest error detection with the focus being on
production test. These profiles can be manipulated by the test developer to allow for a shift in

focus as dictated by any particular situation.

Fault Insertion 1: SODIMM with DQS7# and DQS7 Short Circuit

A fault was added by shorting pins 186 and 188 on an SODIMM (DQS7# and DQS7). The
physical fault is shown in Figure 1:

T mmemmyn

Figure 1: DQS7#/DQS7 Short
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After inserting the faulty DIMM, the PCT test profile was executed. The memory setup
completed indicating no memory controller issues but failed the memory tests. The PCT error

information is shown in Figure 2:

ke&kks: ramtest channel A **%%*

- Punning Memory Testzs - Channel &
—— Testing in Dual Channel Mode (Legacy)
—— Memory Tests Passed

wwkkd ramtest channel B #¥%w*

— Punning Memory Testzs — Channel B

—— Testing in Dual Channel Mode (Legacy)
Data Hi/fLo Test:

Defect at O0x0000000040
Ce3-048 - 00000000++++++4+4
C47-D3Z - +++++++++++HH111
C31-Dl&:-+++++++4++4++H4444
C15-000 - ++++++++++++4444

Figure 2: DQS7#/DQS7 Failure Detail

This diagnostic information points to the failing Channel (B), and that the data bus test has failed
while running the Data Hi/Lo Test and highlighted the failing data bits DQ63-DQ56 (0
indicating stuck low). This error is pointing to either a Data Mask Fault with DM7 or a Data
Strobe fault with DQS7 as these are the only two possible pins that exercise control over this
portion of the data bus. Functionally, a fault with DM or DQS will have the same failure
signature, so PCT cannot distinguish between these two failures. However, the operator should
now know the fault is either DM7 or DQS7#, and if soldered memory is being used, the relevant
device can be isolated. If the operator is not familiar with DIMM memory designs to failure
types, additional informational hints may be added to the diagnostic message by the test

developer to assist the operator as necessary.

Fault Insertion 2: SODIMM with DQ18, DQ19, and DQ24 Short Circuit

A fault was added by shorting pins 51, 53 and 57 on an SODIMM (DQ18, DQ19, and DQ24).

The physical fault is shown in Figure 3:
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Figure 3: DQ18/DQ19/DQ24 Short

Again the PCT test profile was executed on the target. The memory setup completed but failed

the memory tests. The PCT error information is shown in Figure 4:

wwkwd ramtest channel A *&¥s*

- Bunning Memory Tests - Channel A

—-— Tesating in Dual Channel Mode (Legacy)
Datae Bus Shorts Test:

Defect at 0x0000000000
Da3-D48 - +++++++++ 4444444
C47-D32 - +++++HHHH R
Cb31-Dl&:+++++++++5+H4444

Cl15-D0o: +++++++++ 44444

whwkd ramtest channel B **&+*

- Bunning Memory Tests - Channel B

—-— Teating in Dual Channel Mode (Legacy)
-— Memory Tests Passed

Figure 4: DQ18/DQ19/DQ24 Failure Detail
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This information points to the failing CHANNEL (A), and Data Bus Shorts Test failed. The
failure signature is highlighting data bit DQ22 (shorted) as failed. Once the “swizzling” decode
(see Figure 5) has been performed on the failure, the correct bit (DQ18) is the first failing bit on

the bus.
& RE: Memory faults - Internet Explorer [IEEN N ES
|:§ https://east.exch083 serverdata.net/owa/#viewrnodel= ReadMessageltern &dternD= AQMIADA2 0D QzZjcAL T cd YWYENGNANIOAMmV mLWViYzEH @
10.0 DDR Data Swizzling ~
The BGA processors do not implement DDR data swizzling.
For rPGA processors, to achieve better memory performance and timing, Intel Design
performed DDR Data pin swizzling that will allow a better use of the product across
different platforms. Swizzling has no effect on functional operation and is invisible to
the operating system/software.
However, during debug, swizzling needs to be taken into consideration. Thersfore, this
swizzling information is presented. When placing a DIMM logic analyzer, the design
engineer must pay attention to the swizzling table in order to be able to debug
memory efficiently.
Table 78. DDR Data Swizzling Table — Channel A
Pin Name Pin Number | MC Pin Name Pin Name Pin Number | MC Pin Name
rPGA rPGA
SA_DQO ARLS DQO3 SA_DQ2 &
 il— e —
SA_DQ1 AT14 DQO6 ‘ SA_DQ22 n7 DQ18 N
SA_DQ2 AM14 DQO4 s,
SA_DQ3 ANLA DQOS SA_DG24 AF4 DQ3t
SA_DQ4 AT1S DGO7 SA_DQ25 AFS DQ30
SA_DQS ARLA DQo2 SA_DQ26 AFL DQ27
SA_DQ6 AN1S DOO1 SA_DQ27 AF2 DO2E
SA_DQ7 AM15 DGO sa_Dg28 AG4 DQI8
SA_DQE AMD DG15 Sa_Dz9 AGS Dg2s
SA_DQY ANZ DGl SA_DQ30 AG1 DQ2s
SA_DQIO AMB DG4 sA_DQ31 AG2 0G24
SA_DQ11 ANE D10 sA_DQ32 n DQ3z
SA_DQ12 ARS D12 SA_DQ33 12 DQ33
SA_DQ13 ATS DQO8 SA_DO34 15 DGQ34
SA_DQ14 ARE D13 SA_DQ3S HS DQ38
SA_DQ1S ATE D09 SA_DQ36 H2 DQ37
SA_DQIE FEE) DG21 SA_DQ37 H1 DQ36
SA_DQ17 KD DO20 SA_DQ38 ] DQ3s5
SA_DQ18 MIE D22 SA_DO39 Ha DQ3s
SA_DQ12 AKE DG23 SA_DQ40 F2 DQa1
SA_DQ20 AIL0 DG17 SA_DQ41 F1 Qa0 v

Figure 5: Swizzling Data

It should be noted that it appears PCT has missed the other failing bits (DQ19 and DQ24), as
they had not been reported. This is due to the PCT memory Data Bus Shorts test reads the state
of the bus with the expected data value. In this example, the first data pattern read from the bus
found the fault on data bit DQ22; that specific pattern on DQ19 and DQ24 read correctly, and no
failure would have been detected. However, subsequent patterns on the data bus would detect
and report the additional failing bits. This implementation is by design. PCT starts with the
highest level of test abstraction to isolate the grossest memory errors, and successive testing
narrows the scope. The operator is expected to cure the initial fault before moving on to the next.
In this case, removing the short will effectively fix the other fault.
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Fault Insertion 3: SODIMM with DQ38, DQ39, DQ44 and DQ45 Open Circuit

A fault was added, by removing a resistor pack, to create an open circuit on pins 140, 142, 146
and 148 on an SODIMM (DQ38, DQ39, DQ44, and DQ45). The physical fault is shown in
Figure 6:

..

L]

MWLM ELIIW

Figure 6: DQ38/DQ39/DQ44/DQ45 Open Failure Detail

After the PCT script was executed on the target, the memory setup completed but failed the

memory tests. The PCT error information is shown in Figure 7:

whwdd ramtest channel I #*&&s

- Bunning Memory Testa - Channel A

—— Testing in Dual Channel Mode ([(Legacy)
ate HifLo Test:

Defect at O0x0000000000

e3-D48 -+t
47-D3Z2:++11++441+4++1++4
Fl-Dle-++++++44+++++H++4
15-D00:+++++++++++++++4

whkdd ramtest channel B #**%*

- Punning Memory Tests - Channel B

—— Testing in Dual Channel Mode ([(Legacy)
-— Memory Tests Passed

Figure 7: DQ38/DQ39/DQ44/DQ45 Open Failure Detail

This diagnostic information points to the failing Channel (A), and that the databus test has failed
by highlighting the failing signature of data bits DQ45, DQ44, DQ39 and DQ35 stuck high.

Once the “swizzling” decode (see Figure 8) has been performed on the failure, the correct bits

9 ScanWorks”

Platform for Embedded Instruments



Memory Fault Insertion and Detection on Intel 4" Generation Cores

(DQ45, DQ44, DQ39, and DQ38) are identified as failing on the bus. The stuck high, in

functional terms, depicts an open circuit.

(& RE: Memory faults - Intemet Explorer [ )[@ ] =]
|@ https://east.exch083 fi i AQMKADA20DQzZjcAL Ted YWY WViYzE! ﬂ|
10.0 DDR Data Swizzling ~
The BGA processors do not implement DDR data swizzling.
For IPGA processors, to achisve better memory performance and timing, Intel Design
performed DDR Data pin swizzling that will allow a better use of the product across
different platforms. Swizzling has no effect on functional operation and is invisible to
the operating system/software.
Howewer, during debug, swizzling needs to be taken into consideration. Therefore, this
swizzling information is presented. When placing a DIMM logic analyzer, the design
engineer must pay attention to the swizzling table in order to be able to debug
memory efficiently.
Table 78. DDR Data Swizzling Table — Channel A
Pin Name Pin Number | MC Pin Name Pin Name | PinNumber | MCPin Name
e PR
SA_DQO AR5 Do3 sA_DQ21 Ax10 DQ1s
SA_DQ1 aT1a Do sA_DQ22 17 DQ18
sA_DQ2 w14 DQos SA_DQZ3 [ DQ13
sA_DQ3 AN Dos SA_DQZa aFa Dg31
SA_DQs AT1S pQo7 SA_DQZS AF5 Dg30
SA_DQS ARLS pQoz SA_DQZs A1 pg27
SA_DO6 ANLS [ SA_DQ27 AF2 Dg26
SA_DQ7 AMLS DQoo SA_DQ28 = Dg28
SA_DQa amg D15 sa_DQ29 aGs Dg29
SA_DQ9 ang D11 SA_DQ30 ac1 DQ2s
SA_DQ10 ams D14 SA_DQ31 G2 DQ2s
SA_DQ11 ang D10 SA_DQ3Z n pg3z
SA_DQ12 ARS b1z SA_DQ33 2 Dg33
SA_DQ13 T3 Qo s
sA_DQ1a ara o013 < SA_DQ35 s g3
SA_DQL5 ATE Qo9 M H2
SA_DQ16 3 D21 SA_DQ3? HL Dg3s
SA_DQ17 axe D20 sa_DQ38 " Dg3s
SA_DQ18 6 D22 sA_DQ38 Ha Dg3g
SA_DQ19 axE D23 SA_DQan 2 pQa1
SA_DQ20 A0 D17 SA_DQa1 F1 Dgan v
continted... continged.

Figure 8: Swizzling Data

Fault Insertion 4: SODIMM with DM3, DQ26 and DQ27 Open Circuit

A fault was added, by removing a resistor pack, to create an open circuit on pins 63, 67 and 69

on an SODIMM (DM3, DQ26, and DQ27). The physical fault is shown in Figure 9:

Figure 9: DM3, DQ26 and DQ27 Open

The PCT profile was executed on the target. The memory setup completed but failed the memory

tests. The PCT error information is shown in Figure 10:
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kedkkd ramtest channel B *#*%%*

- Bunning Memory Testa - Channel &
—— Testing in Dual Channel Mode ([(Legacy)
—— Memory Tests Passed

wwkkd rambtest channel B #%%&#

— Bunning Memory Tesats - Channel B

—— Testing in Dual Channel Mode ([(Legacy)
Data Hi/Lo Test:

Lefect at O0=0000000040

Da3-D48 - ++4++4+ ++++++++4+4+

D47-D3Z - ++++4++ +++++++++4
D21-Dl&:01000100++++4+4+++

D15-D00:++++4++ +++++++++4+

Figure 10: DM3, DQ27, and DQ27 Open Fault Detail

This error information points to the failing Channel (B), and that the data bus test has failed. The
fault signature is highlighting failing data bits in the 8-bit block of DQ31-DQ24 are stuck low
and high. The error is pointing to either a Data Mask Fault with DM3 or a Data Strobe fault with
DQS3. Functionally a fault with DM or DQS will give the same failure signature, so PCT cannot
distinguish between these two failures. However, the operator now knows the fault is DM3 or

DQS3 (#), and if soldered memory is being used, this can isolate to the relevant device.

It should be noted that it appears PCT has missed diagnosing the data bits DQ26 and DQ27.
However, if the bit failure pattern is examined, it can be seen (with the “swizzle” decode in place
for the failing bits DQ26 and DQ30), that the other failing bits (DQ25 and DQ27) are stuck high.

In functional terms, this depicts an open circuit.

Summary

This document covered short and opens on memory DIMMSs and in each case the tool identified
the rank, device and bit level where the failure occurred. The memory test development is
automated based upon the Intel CRB models provided with the tool. PCT can also test buses and
I/O devices for shorts and opens. All these functional tests are created using TCL as the scripting

language and can be modified by the developer as necessary.
Learn More

Learn more about Processor-Controlled Test products on our website.
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